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Q-in-Q Example

This section allows you to set up Q-in-Q VLAN. Select the option QinQ VLAN
Configuration from the Remote Module Management menu, the Q-in-Q VLAN fields
show up on the right.

Remote Module Management

Converter e {OR LG Disabled v

Module Information S0l (3100 | (DO00-FFFF)

Module Configuration Port Number

Module Manitor
Stag VID

Port Configuration
Bandwidth Control
VLAN Configuration 0K
QinQ VLAN Configuration

ISP Port

QinQ Mode: Enable or disable the function by clicking drop-down box.

Ether Type: A two-octet field in an Ethernet frame. It is used to indicate which protocol is
encapsulated in the payload of an Ethernet Frame. Specify the Ether type for the service tag
(S-tag).

Port Number: Two kinds of ports are available, TP port or Fiber port.
Stag(Service Tag) VID: Specify a VID for the service tag (Outer Tag).
ISP(Internet Service Provider) Port: This is to determine whether the port receives and

forwards double-tagged packet. Check the port and it receives and forwards double-tagged
packet only.
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Click the “OK” button to apply the settings.

C.2.5 Remote Module Diagnostics
This is to conduct loopback test to check if the external converter is link up properly. Select

the slot that the external converter is connected with and click “Diagnose”. After a while, the
test result will pop out as below:

Remote Module Diagnostics

Remote Module Diagnose

Loopback Result: Tx=100/Rx=100, Result=Success

That the Packet of Tx is equal to that of Rx indicates the link is working normal and the
result of test shows “Success”. If the Tx is not the same as Rx, which means some packet
are dropped during the link transmission, the result of test shows “Fail”.

C.2.6 Remote Module Update

Select Remote Module Update from the Main Menu, then the following screen page shows
up.

Remote Module Update

Select || Slot || Model Name Current New State
Firmware Version || Firmware Version

Converter 09803 99999 Module need to update.

Select All
OK Refresh

Select: Check the box to upgrade the firmware on specified converters or click Select All
button to upgrade the firmware on all converters.

Slot: Show which slot the converter is inserted into.
Model Name: Show the current model name of the converter.
Current Firmware Version: Show the current firmware version used for each converter.

New Firmware Version: The upcoming firmware version to be installed.
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State: Show the current status of firmware upgrade.
Click “OK” to start module update procedure.

Click “Refresh” to renew all update module information.

C.2.7 Remote Module Reset

Select Remote Module Reset from the Main Menu, then the following screen page shows
up.

Remote Module Reset

Remote Module

E

Reset

[ TRt B X I SR ) S Y

Remote Module: Select “All” to reset all modules or select the individual module. When
you decide which module to be reset, click Reset button to begin the reset process.
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APPENDIX D: MCT-3612 Converter

This section is used to introduce 10/100/1000BASE-T to 100/1000BASE-X standalone
Media Converter which is specifically designed to fulfill emerging deployment needs of fiber
Ethernet networks.

D.1 CLI Command

This is to how the converter is presented via CLI Command.

D.1.1 Local Module Configuration

This section is intended to introduce the configuration of specified media converters.

Note: Make sure that media converts are firmly installed and powered on.

1. Specify any slots to configure

Slot command ‘ Parameter Description
MCT-RACK(config)# slot [slot_list] Specify any slots you want to configure.
[slot list]

2. Upgrade media converter firmware.
Slot command ‘ Parameter Description

MCT-RACK(config-slot- Upgrade the firmware.

slot-slot)# firmware

upgrade Note: Upgrade one media converter ata
time.

3. Configure link alarm

When UTP or fiber port is down during operation, the other port will be automatically turned
off to alert the user.

Slot command ‘ Parameter Description

MCT-RACK(config-slot-
slot-slot)# module link-
alarm

No Command

MCT-RACK(config-slot-slot-slot# no Disable link alarm function.
module link-alarm

Show Command ‘

MCT-RACK(config-slot-slot-slot)# show Show the status of link alarm.
module

Enable link alarm function.
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4. Set up module description

Slot command

MCT-RACK(config-slot-
slot-slot)# module-info
description [description

No Command

‘ Parameter
[description]

module-info description
Show Command ‘
MCT-RACK(config-slot-slot-slot)# show

module-info
Module Description Example

MCT-RACK(config-slot-slot-slot )#
module-info description 123

MCT-RACK(config-slot-slot-slot)# no

Description

Specify user-defined information. Up to 55
characters are available.

Delete user-defined information.

Show the module information.

The description of the converter is named

‘123",

5. Reset converter

Slot command

MCT-RACK(config-slot-
slot-slot)# reload

‘ Parameter

Description

Reboot the media converters.

6. Set up security protection

When a device on the network is malfunctioning or application programs are not well
designed or properly configured, broadcast storms may occur, which may degrade network
performance orin the worst situation cause a complete halt. The Chassis allows users to set
a threshold rate for broadcast traffic so as to protect network from broadcast storms. Any
broadcast packet exceeding the specified value will then be dropped.

Parameter

Security command

MCT-RACK(config)# security
storm-protection

Description

Enable storm protection function.

MCT-RACK(config)# security
storm-protection rates [32-

1000000] kbps Kbps

No command

MCT-RACK(config)# no security storm-
protection

[32-1000000]

Specify the maximum broadcast packet
rate.

Disable storm protection globally.

MCT-RACK(config)# no security storm-
protection rates

MCT-RACK(config)# show security storm-
protection

Set broadcast packet rate back to the
default.

Show storm control settings.
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7. Set up VLAN configuration

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical
scheme rather than the physical layout. VLAN can be used to combine any collections of
LAN segments into a group that appears as a single LAN. VLAN also logically segments the
network into different broadcast domains. All broadcast, multicast, and unknown packets
entering the device on a particular VLAN will only be forwarded to the stations or ports that
are members of that VLAN.

VLAN can enhance performance by conserving bandwidth and improve security by limiting
traffic to specific domains. A VLAN is a collection of end nodes grouped by logics instead of
physical locations. End nodes that frequently communicate with each other are assigned to
the same VLAN, no matter where they are physically located on the network. Another
benefit of VLAN is that you can change the network topology without physically moving
stations or changing cable connections. Stations can be ‘moved’ to another VLAN and thus
communicate with its members and share its resources, simply by changing the port VLAN
settings from one VLAN to another. This allows VLAN to accommodate network moves,
changes and additions with the greatest flexibility.

IEEE 802.1Q VLAN Concepts

Introductionto 802.1Q frame format:

| Preamble |[SFD |DA |SA | Type/llEN |PAYLOAD |FCS | Original frame
TAG 802.1q
Preamble SFD |DA | SA TCIP/ICND Type/LEN PAYLOAD | FCS frame
PRE Preamble 62 bits Used to synchronize traffic
SFD Start Frame Delimiter 2 bits Marks the beginning of the header
DA Destination Address 6 bytes The MAC address of the destination
SA Source Address 6 bytes The MAC address of the source
TCIl Tag Control Info 2 bytes setto 8100 for 802.1p and Q tags
P Priority 3 bits Indicates 802.1p priority level 0-7
C Canonical Indicator 1 bit Indicates if the MAC addresses are in
Canonical format — Ethernet set to “0”
VID VLAN Identifier 12 bits Indicates the VLAN (0-4095)
T/L Typel/Length Field 2 bytes Ethernet Il “type” or 802.3 “length”
Payload < or = 1500 bytes User data
FCS Frame Check Sequence 4 bytes Cyclical Redundancy Check

Important VLAN Concepts for 802.1Q VLAN Configuration:

There are two key concepts to understand.

- Access-VLAN specifies the VLAN ID to the port that will assign the VLAN ID to
untagged traffic from that port. A port can only be assigned to one Access-VLAN at a
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time. When the port is configured as Access Mode, the port is called an Access Port,
the link to/from this port is called an Access Link. The VLAN ID assigned is called PVID.

Trunk-VLAN specifies the set of VLAN IDs that a given port is allowed to receive and
send tagged packets. A port can be assigned to multiple Trunk-VLANs at a time. When
the port is configured as Trunk Mode, the port is called a Trunk Port, the link to/from
this port is called a Trunk Link. The VLAN ID assigned is called VID.

A port can be configured as below 802.1q VLAN modes :

Access Mode :

Access Links (the link to/from access ports) are the most common type of links on any
VLAN. All network hosts (such as PCs) connect to the Access Links in order to gain
access to the local network. We configure only one Access-VLAN per port, that is, the
VLAN ID the network hosts will be allowed to access.

It is important to note at this point that any network host connected to an Access Port
is totally unaware of the VLAN assigned to the port. The network host simply assumes
itis part of a single broadcast domain, just as it happens with any normal device. During
data transfers, any VLAN information or data from other VLANSs is removed so the
recipient has no information about them.

Trunk Mode :

Trunk Links (the link to/from trunk ports) is configured to carry packets for multiple
VLANSs. These types of ports are usually found in connections between devices. These
links require the ability to carry packets from multiple VLANs because VLANs span over
multiple devices.

Trunk Native Mode :

A Trunk-native port can carry untagged packets simultaneously with the 802.1Q tagged
packets. When you assign a default Access-VLAN to the trunk-native port, all untagged
traffic travels on the default Access-VLAN for the trunk-native port, and all untagged
traffic is assumed to belong to this Access-VLAN. This Access-VLAN is referred to as
the native VLAN ID for a Trunk-native Port. The native VLAN ID is the VLAN ID that
carries untagged traffic on trunk-native ports.

Example : PortX configuration

Configuration Result

Trunk-VLAN =10, 11, 12 | PortXis an Access Port
Access-VLAN = 20 PortX’s VID is ignored
Mode = Access PortX’s PVID is 20

PortX sends Untagged packets (PortX takes away VLAN tag if
the PVID is 20)
PortX receives Untagged packets only

Trunk-VLAN =10,11,12 PortX is a Trunk Port
Access-VLAN = 20 PortX’s VID is 10,11 and 12
Mode = Trunk PortX’s PVID is ignored

PortX sends and receives Tagged packets VID 10,11 and 12

Trunk-VLAN =10,11,12 PortX is a Trunk-native Port
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Access-VLAN = 20

Mode = Trunk-native PortX’s PVID is 20

PortX’s VID is 10,11 and 12

PortX sends and receives Tagged packets VID 10,11 and 12
PortX receives Untagged packets and add PVID 20

The CHSSSIS supports two types of VLAN, these are: IEEE 802.1q Tag VLAN and Q-in-Q

VLAN.

VLAN Command

Parameter

Description

No Command
MCT-RACK(config-slot-slot-slot )# no vian
dot1g-vian

MCT-RACK(config-siot-slot-slot )# Enable IEEE 802.1q Tag VLAN mode.

vlan dot1g-vian

MCT-RACK(config-slot-slot-slot )# | [1-4094] | Enter a VID number to create an

vian dot1g-vlan [1-4094] 802.1q VLAN.
Note : 802.1q VLAN ID need to be
created under interface command. In
here you can only modify it instead of
creating a new VLAN ID.

MCT—RACK(conﬁg-slot-slot—slot W Enable Q-in-Q VLAN.

vlan ging-vian

MCT-RACK(config-slot-slot-slot )# lgnore the C-tag checking.

vlan ging-vilan bypass-ctag

MCT-RACK(config-slot-slot-slot )# | [port_list] Configure ISP Port (Q-in-Q Port).

vian qging-vian isp-port [port_list]
ISP(Internet Service Provider) Port:
This is to determine whether the port
receives and forwards double-tagged
packet. Check the port and it receives
and forwards double-tagged packet
only.

MCT-RACK(config-slot-slot-slot )# | [0XWXYZ] | Specify service tag ether type.

vlan qging-vilan stag-ethertype

[OXWXYZ] Ether Type: A two-octet field in an
Ethernet frame. It is used to indicate
which protocol is encapsulated in the
payload of an Ethernet Frame. Specify
the Ether type for the service tag (S-
tag).

Disable IEEE 802.1q Tag VLAN
mode.

MCT-RACK(config-slot-slot-slot )# no vlan qging-
vian

Disable Q-in-Q VLAN.

MCT-RACK(config-slot-slot-slot )# no vian qging-
vlan bypass-ctag

Not ignore the C-tag checking.

MCT-RACK(config-slot-slot-slot )# no vlan qging-
vlan isp-port

Undo ISP port (Q-in-Q port).

MCT-RACK(config-slot-slot-slot )# no vian qing-
vlan management-stag

Clear management service tag VID.

194



https://en.wikipedia.org/wiki/Octet_(computing)
https://en.wikipedia.org/wiki/Ethernet_frame
https://en.wikipedia.org/wiki/Communications_protocol
https://en.wikipedia.org/wiki/Encapsulation_(networking)

MCT-RACK(config-slot-slot-slot )# no vian qing- | Delete service tag ether type.
vian stag-ethertype

Show Command
MCT-RACK(config-slot-slot-slot )#
show vian dot1g-vian

Show dot1q VLAN configuration.

MCT-RACK(config-slot-slot-slot )# Show all interfaces on a media
show vian interface converter.
MCT-RACK(config-slot-slot-slot )# | [port list] | Show specific interfaces on a media
show vian interface [port list] converter.

MCT-RACK(config-slot-slot-slot )#

show vlan ging-vian Show Q-in-Q VLAN configuration.

8. Use “Slot” command to configure 802.1q VLAN settings on a port.

Command ‘ Parameter Description

MCT-RACK(config-slot- [port_list] | Specify any ports you want to configure.

slot-slot-if-port-port)# There are two ports available. Port “1”

interface [port_list] represents TP port while port “2” fiber port.

MCT-RACK(config-slot- [1-4094] Specify the selected ports’ Access-VLAN ID

slot-slot-if-port-port)# vian (PVID).

dot1g-vlan access-vlan [1-

4094]

MCT-RACK(config-slot- [1-4094] Specify the selected ports’ Trunk-VLAN ID

slot-slot-if-port-port}# vian (VID).

dot1g-vian trunk-vlan [1-

4094]

MCT-RACK(config-slot- Set the selected ports to access mode

slot-slot-if-port-port)# vian (untagged).

dot1g-vlan mode access

MCT-RACK(config-slot- Set the selected ports to trunk mode

slot-slot-if-port-port)# vian (tagged).

dot1g-vlan mode trunk

MCT-RACK(config-slot- Set the selected ports to trunk-native mode.

slot-slot-if-port-port}# vian (Tagged and untagged)

dot1g-vlan mode trunk

native Note : When you assign a default Access-
VLAN to the trunk-native port, all
untagged traffic travels on the default
Access-VLAN for the trunk-native port,
and all untagged traffic is assumed to
belong to this Access-VLAN.

gggﬁﬁ%&ﬁggﬁ)ﬂo\tﬂan [1-4094] Spretcify the service tag VID for the selected

ing-vian stag-vid [1-4094 port(s).

MCT-RACK(config-slot- Set the selected ports’ PVID to the default

slot-slot-if-port-port)# no setting.

vlan dot1g-vlan access-

vlan
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MCT-RACK(config-slot-
slot-slot-if-port-porty# no
vilan dot1g-vlan mode

Remove VLAN dot1q mode.

MCT-RACK(config-slot-
slot-slot-if-port-porty# no
vlan dot1g-vlan mode trunk
native

Disable native VLAN for untagged traffic.

MCT-RACK(config-slot- [1-4094]
slot-slot-if-port-port}# no
vlan dot1g-vian trunk-vian

[1-4094]

Remove the selected ports’ from the
specified trunk VLAN.

MCT-RACK(config-slot-
slot-slot-if-port-port}# vian
ging-vian stag-vid

Clear the service tag VID specified.

D.1.2 Local Module Port Configuration

This is to configure port via “interface” command.

This command is to configure TP port or fiber port on a converter.

Interface command

Description

‘ Parameter

MCT-RACK(config-slot- [port_list]
slot-slot-if-port-port)#

interface [port list]

Specify any ports you want to configure.
There are two ports available. Port “1”
represents TP port while port “2” fiber port.

1. Configure auto-negotiation function.

‘ Parameter

Interface command

Description

MCT-RACK(config-slot-
slot-slot-if-port-port}# auto-
negotiation

No command
MCT-RACK(config-slot-
slot-slot-if-port-port}# no
auto-negotiation

Set the selected interfaces’ to auto-
negotiation. When auto-negotiation is
enabled, speed configuration will be ignored.

No command

Disable auto-negotiation function.

2. Set up Duplex Mode

Interface Command

MCT-RACK(config-slot-slot-slot-
if-port-port)# duplex [full]

[full]

MCT-RACK(config-slot-slot-slot-
if-port-port}# no duplex

‘ Parameter Description

No command

Configure port duplex to full.

Set the selected ports’ duplex mode to the
default setting.

Note : Auto-negotiation needs to be
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disabled before configuring duplex mode.

3. Qos configuration

Interface Command

‘ Parameter Description

egress [0/32-1000000

No command
MCT-RACK(config-slot-slot-slot-
if-port-port}# no qos rate-limit
ingress

MCT-RACK(config-slot-slot-slot- | [0[32- Configure ingress rate limit, set zero or
if-port-port}# qos rate-limit 1000000] from 32Kbps to 1000Mbps.

ingress [0[32-1000000]

MCT-RACK(config-slot-slot-slot- | [0[32- Configure egress rate limit, set zero or
if-port-port}# qos rate-limit 1000000] from 32Kbps to 1000Mbps.

Undo ingress rate limit.

MCT-RACK(config-slot-slot-slot-
if-port-port}# no qos rate-limit
egress

Undo egress rate limit.

4. Shutdown interface

Interface Command ‘ Parameter Description

MCT-RACK(config-slot-slot-slot-
if-port-port}# shutdown

MCT-RACK(config-slot-slot-slot-
if-port-port}# no shutdown

No command

Administratively disable the selected
ports’ status.

Administratively enable the selected ports’
status.

5. Speed configuration

Command

MCT-RACK(config-slot-slot-slot-
if-port-porty# speed [1000 [100 |
10 | auto_sense]

No command

no speed

Parameter

[1000 100 |

10|

MCT-RACK(config-slot-slot-slot-if-port-port)#

auto_sense]

Description

Set up the selected interfaces’ speed.
Manual speed configuration only works
when “no auto-negotiation” command is
issued.

Set the selected ports’ speed to the
default setting.

6. Configure 802.1q VLAN settings on a port.

Interface Command Parameter

Description

MCT-RACK(config-slot- [port_list] | Specify any ports you want to configure.
slot-slot-if-port-port)# There are two ports available. Port “1”
interface [port_list] represents TP port while port “2” fiber port.
MCT-RACK(config-slot- [1-4094] Specify the selected ports’ Access-VLAN ID
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slot-slot-if-port-port)# vian
dot1g-vlan access-vian [1-
4094]

(PVID).

MCT-RACK(config-slot-
slot-slot-if-port-port}# no
vlan dot1g-vlan access-
vian

MCT-RACK(config-slot- [1-4094] Specify the selected ports’ Trunk-VLAN ID

slot-slot-if-port-port)# vian (VID).

dot1g-vian trunk-vian [1-

4094]

MCT-RACK(config-slot- Set the selected ports to access mode

slot-slot-if-port-port}# vian (untagged).

dot1g-vlan mode access

MCT-RACK(config-slot- Set the selected ports to trunk mode

slot-slot-if-port-port}# vian (tagged).

dot1g-vlan mode trunk

MCT-RACK(config-slot- Set the selected ports to trunk-native mode.

slot-slot-if-port-port}# vian (Tagged and untagged)

dot1g-vlan mode trunk

native Note : When you assign a default Access-
VLAN to the trunk-native port, all
untagged traffic travels on the defaulit
Access-VLAN for the trunk-native port,
and all untagged traffic is assumed to
belong to this Access-VLAN.

gglliﬁggégt?gggt)go\tﬂan [1-4094] Specify the service tag VID for the selected

port(s)

ging-vian stag-vid [1-4094 '
No Command ‘

Set the selected ports’ PVID to the default
setting.

MCT-RACK(config-slot-
slot-slot-if-port-port}# no
vlan dot1g-vlan mode

Remove VLAN dot1q mode.

MCT-RACK(config-slot-
slot-slot-if-port-port}# no
vlan dot1g-vlan mode trunk
native

Disable native VLAN for untagged traffic.

MCT-RACK(config-slot-
slot-slot-if-port-port}# no
vlan dot1g-vlan trunk-vian
[1-4094]

[1-4094]

Remove the selected ports’ from the
specified trunk VLAN.

MCT-RACK(config-slot-
slot-slot-if-port-porty# vian
ging-vian stag-vid

Clear the service tag VID specified.
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D.2 Web Management

This is to how the converter is presented via Chassis on Web Ul

D.2.1 Local Module Management

In order to manage the installed converters and set up required functions, select the option
Local Module Management from Main Menu, then Local Module Management screen

page shows up.

Note: The slot configuration will return to the default if we replace Gigabit media converter
with Fast media converter.

Local Module Management
- System Information

- User Authentication
E-1 Network Management

- Chassis Configuration —
=3 Local Module
{1 Local Module Management 1
~[1 Local Module Update 5
[ Local Module Reset 3
= Remote Module
=1 Chassis Monitor 4
= Digital Input/Output Config 5
b
i 6
7
8
9

[Display Descriptions  v|

+{1 Digital Input/Output Status
#1 System Utility

1 Save Configuration

1 Reset System

-1 Logout

Overview: Show the product information of each slide-in converter.
Description: Show the user-specified message of each slide-in converter.
The drop-down box is to modify or show the message you specify. There are three options:

Not Display Descriptions: Hide the user-specified message in the Description field of each
slide-in converter.

Display Descriptions: Show the product information and the user-specified message of
each slide-in converter both in the fields of Description and Overview.

Edit Descriptions: Change the user-specified message of each slide-in converter
separately.
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Local Module Management
-3 System Information
-1 User Authentication

#- Network Management

Slot Description
=3 Local Module

Edit Descriptions v|

(1 Local Module Management | {1 || |
D Local Medule Update
D Local Module Reset 2 | ‘
#-{1 Remote Module 3 | |
®- Chassis Monitor
=1 Digital Input/Output Config 4 || |
#-1 Digital Input/Output Status 5 | |
#-1 System Utility
-1 Save Configuration 6 | ‘
-1 Reset System
-3 Logout 7 | \
o [ |

To modify the description, click drop-down box and select Edit Descriptions.
Click “OK” to save edited message.

Click on the available modules and then the following screen page appears.
Local Module Management

Converter GG ERET I Converter

Module Information FW Version 0.98.03

Module Configuration Boot Version  |[{ukeri}!
Module Monitor HW Version AD2

Port Configuration R 4 ABBCDDEF0000000
Bandwidth Control

WLAN Caonfiguration
QinQ VLAN Configuration

Date Code 20161027
Fiber Type SFP 1000Mbps 20KM

Fiber Vendor |RIN[ef
Fiber PN SFP

Description ~ |§

Module Information: Display the model name, version of FW/Boot/HW, serial number, date
code, fiber type, fiber vendor, fiber PN and description.

Module Configuration: Set up Link Alarm function.
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Module Monitor: Display information about Media Type, Port State, Link State, Auto-
Negotiation status, Speed, Duplex, Flow Control.

Port Configuration: Set up Media Type, Port State, Port Type, Port Speed, Duplex.
Bandwidth Control: Set up Egress Rate Limit, Broadcast Storm Blocking.
VLAN Configuration: Set up TP/FX default PVID, Egress Mode.

QinQ VLAN Configuration: Configure Q-in-Q (double tag) VLAN settings.

D.2.1.1 Module Information

Select the option Module Information from the Local Module Management menu, then
the Module Information fields show up on the right to provide you information about the
module.

Local Module Management

Converter GG R ET I Converter

Module Information FW Version 0.95.03

Module Configuration Boot Version  |[URer#)!
Module Monitor HW Version  |IFiXee

Port Configuration N d ABBCDDEF0O000000
Bandwidth Control

WLAN Canfiguration
QinQ VLAN Configuration

Date Code 20161027

Fiber Type SFP 1000Mbps 20KM
Fiber Vendor |gic[e

Fiber PN SFP

Description ~ f

Model Name: View-only field that shows the product's model name.

FW Version: View-only field that shows the product’s firmware version.
Boot Version: View-only field that shows the product’s boot loader version.
HW Version: View-only field that shows the product’s hardware version.
Serial Number: View-only field that shows the product’s serial number.

Date Code: View-only field that shows the date of EEPROM burned.
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Fiber Type: View-only field that shows the product's fiber connector type, speed, and
distance.

Fiber Vendor: View-only field that shows the vendor name.
Fiber PN: View-only field that shows the fiber PN.

Description: Specify the appropriate brief description for the slide-in converter module.

D.2.1.2 Module Configuration

Select the option Module Configuration from the Local Module Management menu, then
Module Configuration fields show up on the right to let you view the configuration of the
converter.

Link Alarm: This function is used under the circumstance that when UTP or fiber port is
down during operation, the other port will be automatically turned off to alert the user.

Local Module Management

Converter i (Disabled v

Module Information

OK

Module Configuration

Module Maonitor

Port Configuration
Bandwidth Control

VLAN Configuration
QinQ VLAN Configuration

Click the drop-down box to enable or disable link alarm of the converter.
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D.2.1.3 Module Monitor

Select the option Module Monitor from the Local Module Management menu, then
Module Monitor fields show up on the right to let you view the configuration of the module.

Local Module Management

Converter Update |Rates And Events | | Clear

Madule Information Media Type =
Module Configuration
Port State E

Maodule Monitor
up Bytes Received 467552

Port Configuration
Bandwidth Control

VLAN Configuration
Qin VLAN Configuration

on Frames Received |3 0 1 3105
1000 Uiilization 0.00% 0.00%
full Bytes Sent 0 0 240 469054

D Disabled E ‘Enabled Frames Sent 0 0 1 33

AJN -Auto Negotiation Utilization 0.00% 0.00%

m X Rx Total Emor || 0 0 0
m 1000Mbps
w 439910

Tx Power (dbm) |Kem

Rx Power (dbm) |

o
=]
=
g
=
=
-
]
-

Port Status

FX

down

on

1000

full

Flow Control off

D :Disabled E :Enabled
A/N Auto Negotiation

203



Media Type: TP (copper, 10/100Base-T, RJ-45) and FX (fiber).

Port State: View-only field that shows traffic is Disabled or Forwarding.
Link State: View-only field that shows the link is up or down.

AIN: View-only field that shows Auto-negotiation is on or off.

Speed: View-only field that shows the port speed.

Duplex: View-only field that shows the duplex mode is half or full.
Flow Control: View-only field that shows the flow control is on or off.

SFP Status

Media Type
Speed

Distance
Vendor Name
Vendor PN
Vendor SN
Temperature (C)
Voltage (V)

Tx Bias (mA)

Tx Power (dbm)
Rx Power (dbm)

Media Type: Show the type of FX (fiber).

Speed: Data rate of the slide-in SFP Transceiver.
Distance: Transmission distance of the slide-in SFP Transceiver.
Vendor Name: Vendor name of the slide-in SFP Transceiver.

Vendor PN: Vendor PN of the slide-in SFP Transceiver.

Vendor SN: Vendor SN of the slide-in SFP Transceiver.

204



Temperature (C): The Slide-in SFP module operation temperature.
Voltage (V): The Slide-in SFP module operation voltage.

TX Bias (mA): The Slide-in SFP module operation current.

TX Power (dbm): The Slide-in SFP module optical Transmission power.

RX Power (dbm): The Slide-in SFP module optical Receiver power.

Select “Rates and Events” option from the Counters Display pull-down menu to view the
detailed traffic statistics (counters’ information).

|Rates And Events V| | Clear

0 0 0 0

Frames Received (ji 0 0

Counter Name

Bytes Received

Utilization

Bytes Sent

Frames Sent

Utihzation

Rx Total Error

Rates: Counters displayed and updated once per second.

Events: The count is cumulative (i.e. cumulated count).

Bytes Received: The total number of bytes received from this port.
Frames Received: The total number of frames received from this port.
Utilization: The utilization of receiving bandwidth from this port.
Bytes Sent: The total number of bytes sent from this port.

Frames Sent: The total number of frames sent from this port.

Utilization: The utilization of sending bandwidth from this port.
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RX Total Errors: The total number of errors frames from this port.

D.2.1.4 Port Configuration

Select the option Port Configuration from the Local Module Management menu, then the
Port Configuration fields show up on the right to let you configure them accordingly.

Local Module Management

Port Setting

Converter

- Media Type
Module Information yp pp
Module Configuration Port State  |1SchiChihg Enabled v

Module Monitor R Il | Auto-Negotiation V| || Auto-Negotiation V|
Port Configuration ANl | 100Mbps v | Auto-Sense v|
Bandwidth Control Port Duplex iR Full v
VLAN Configuration
QinQ VLAN Configuration oK
Port Setting
Port Setting
e iCEMl Enabled v Enabled v

Port Type Auto-Negotiation v | Auto-Negotiation v

seliasTe | 100Mbps v 1000Mbps  w

Port Duplex |0 Full v

Media Type: Select between Copper (UTP, RJ-45) and Fiber
Port State: Enable or disable port state.
Port Type: Show the port type configuration is manual or auto-negotiation.

Port Speed: Show the port speed of the selected media type.
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Port Duplex: Show the duplex mode is half or full.
Click “OK” to apply.

DIP Setting
You are allowed to view the DIP switch configuration via WEB UL

DIP Setting

UMY Auto-Negotiation | Auto-Negotiation
sl 100Mbps 100Mbps

Link Alarm  |§agEls]h)

Currently controlled by device hardware dip switch.
Please consider to change device dip switch setting as software control.

Port Type: View-only field that shows the port type configuration is manual or auto-
negotiation.

Port Speed: View-only field that shows the port speed of the selected media type.

Link Alarm: View-only field that shows the link alarm is enabled or disabled.
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D.2.1.5 Bandwidth Control

Select the option Bandwidth Control from the Local Module Management menu, then the
Bandwidth Control’s Ingress/Egress Rate Limit and Broadcast Storm fields show up on the

right to let you enable/disable TP/FX, specify the rate in kbps, enable/disable broadcast
Storm settings and specify the rate in kbps in broadcast storm blocking.

Local Module Management

=10 Converter

Module Information

Disabled v|||32 kbps

Ingress Rate Limiting

[Disabled V| ||32 | kbps
Module Configuration |Disabled V| |32 | Kbps
Module Monitor Egress Rate Limiting
Port Configuration [Disabled v/||32 KDps
Bandwidth Control

Broadcast Storm Blocking Disabled v

Broadcast Storm Rate(kbps) 256

VAN Configuration
QinQ VLAN Configuration

Broadcast Storm Bandwidth(bps) |Vl

OK

Ingress Rate Limiting: Enable or disable TP ingress rate limiting in kbps and set up current

configured ingress bandwidth in kbps. (The rate range can be configured within
32~1000000kbps for Gigabit Ethernet media converter; as for Fast Ethernet media converter,
it can be configured within 32~100000kbps only.)

Egress Rate Limiting: Enable or disable TP egress rate limiting in kbps and set up current
configured egress bandwidth in kbps. (The rate range can be configured within
32~1000000kbps for Gigabit Ethernet media converter; as for Fast Ethernet media converter,
it can be configured within 32~100000kbps only.)

Broadcast Storm Blocking: Enable or disable broadcast storm blocking function.

Broadcast Storm Rate(kbps): Set up storm rate value. Packets exceeding the value will be
dropped. (The rate range can be configured within 32~1000000kbps for Gigabit Ethernet
media converter; as for Fast Ethernet media converter, it can be configured within
32~100000kbps only.)

Broadcast Storm Rate Bandwidth(bps): Display the current configured storm rate
bandwidth.
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D.2.1.6 VLAN Configuration

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical
scheme rather than the physical layout. VLAN can be used to combine any collections of
LAN segments into a group that appears as a single LAN. VLAN also logically segments the
network into different broadcast domains. All broadcast, multicast, and unknown packets
entering the CHASSIS on a particular VLAN will only be forwarded to the stations or ports
that are members of that VLAN.

VLAN can enhance performance by conserving bandwidth and improve security by limiting
traffic to specific domains. A VLAN is a collection of end nodes grouped by logics instead of
physical locations. End nodes that frequently communicate with each other are assigned to
the same VLAN, no matter where they are physically located on the network. Another
benefit of VLAN is that you can change the network topology without physically moving
stations or changing cable connections. Stations can be ‘moved’ to another VLAN and thus
communicate with its members and share its resources, simply by changing the port VLAN
settings from one VLAN to another. This allows VLAN to accommodate network moves,
changes and additions with the greatest flexibility.

Select the option VLAN Configuration from the Local Module Management menu, then
the VLAN Configuration’s Default VLAN Mode and Table fields show up on the right to let
you specify the TP/FX of VLAN settings.

Local Module Management

Vlan ID 4094 is oam function reserved VID, can not be used. IEEE 802.1q Tag VLAN Table
Slot 3 Converter
.
Module Information 802 1q Tag VLAN Mode || DEENE v]
Module Configuration

Port Configuration TP ||Access V(|1 | |1 |
|

Bandwidth Control FX |Access v| |1
VLAN Configuration
QinQ VLAN Configuration

K |

Trunk VLAN Table

|Default_VLAN 11 v |v

The Managed Media Converter supports IEEE 802.1q Tag VLAN.

IEEE 802.1Q VLAN Concepts

Port-Based VLAN is simple to implement and use, but it cannot be deployed cross switches
VLAN. The 802.1Q protocol was developed in order to provide the solution to this problem.
By tagging VLAN membership information to Ethernet frames, the IEEE 802.1Q can help
network administrators break large switched networks into smaller segments so that
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broadcast and multicast traffic will not occupy too much available bandwidth as well as
provide a higher level security between segments of internal networks.

Introductionto 802.1Q frame format:

| Preamble |[SFD |DA |SA | Type/llEN |PAYLOAD |FCS | Original frame
TAG 802.1q
Preamble SFD [DA |SA TCIP/CNID Type/LEN PAYLOAD | FCS frame
PRE Preamble 62 bits Used to synchronize traffic
SFD Start Frame Delimiter 2 bits Marks the beginning of the header
DA Destination Address 6 bytes The MAC address of the destination
SA Source Address 6 bytes The MAC address of the source

TCIl Tag Control Info

P Priority

C Canonical Indicator

VID VLAN Identifier

T/L Type/Length Field
Payload < or = 1500 bytes User data
FCS Frame Check Sequence

S RLREVAUT RN [IEEE 802.1q VLAN v

2 bytes set to
3 bits
1 bit

12 bits
2 bytes

4 bytes

8100 for 802.1p and Q tags

Indicates 802.1p priority level 0-7
Indicates if the MAC addresses are in
Canonical format — Ethernet set to “0”
Indicates the VLAN (0-4095)

Ethernet Il “type” or 802.3 “length”

Cyclical Redundancy Check

IEEE 802.1q Tag VLAN Mode: Enable or disable IEEE 802.1q Tag VLAN mode, or select
Bypass Ctag Mode which ignore C-tag checking.

P

Access-vian || Trunk-vlan

| Trunk

v|4

3

FX

| Trunk-Native v|||4

3.4

Important VLAN Concepts for 802.1Q VLAN Configuration:

There are two key concepts to understand.

- Access-VLAN specifies the VLAN ID to the port that will assign the VLAN ID to
untagged traffic from that port. A port can only be assigned to one Access-VLAN at a
time. When the port is configured as Access Mode, the port is called an Access Port,
the link to/from this port is called an Access Link. The VLAN ID assigned is called PVID.

-  Trunk-VLAN specifies the set of VLAN IDs that a given port is allowed to receive and
send tagged packets. A port can be assigned to multiple Trunk-VLANs at a time. When
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the port is configured as Trunk Mode, the port is called a Trunk Port, the link to/from
this port is called a Trunk Link. The VLAN ID assigned is called VID.

A port can be configured as below 802.1q VLAN modes :

Access Mode :

Access Links (the link to/from access ports) are the most common type of links on any
VLAN. All network hosts (such as PCs) connect to the Access Links in order to gain
access to the local network. We configure only one Access-VLAN per port, that is, the
VLAN ID the network hosts will be allowed to access.

It is important to note at this point that any network host connected to an Access Port
is totally unaware of the VLAN assigned to the port. The network host simply assumes
itis part of a single broadcast domain, just as it happens with any normal device. During
data transfers, any VLAN information or data from other VLANSs is removed so the
recipient has no information about them.

Trunk Mode :

Trunk Links (the link to/from trunk ports) is configured to carry packets for multiple
VLANSs. These types of ports are usually found in connections between devices. These
links require the ability to carry packets from multiple VLANs because VLANs span over
multiple devices.

Trunk Native Mode :

A Trunk-native port can carry untagged packets simultaneously with the 802.1Q tagged
packets. When you assign a default Access-VLAN to the trunk-native port, all untagged
traffic travels on the default Access-VLAN for the trunk-native port, and all untagged
traffic is assumed to belong to this Access-VLAN. This Access-VLAN is referred to as
the native VLAN ID for a Trunk-native Port. The native VLAN ID is the VLAN ID that
carries untagged traffic on trunk-native ports.

Trunk VLAN Table

234 1
3465 3 v |-
4 |- |v

Trunk VLAN table: To edit 802.1Q Tag VLAN Name.

VLAN Name: User-specified field to give VLAN a name.

VID: The VLAN ID (VID) specifies the set of VLAN that a given port is allowed to receive

and send labeled packets.

TP: It shows whether the TP port that is included in a given VID.
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FX: It shows whether the Fiber port that is included in a given VID.
Click “OK” to apply.

|IEEE 802.1q Tag VLAN Table

234 1 VoV

IEEE 802.1q Tag VLAN Table: It shows the status of IEEE 802.1q Tag VLAN.
VLAN Name: View-only filed that shows the VLAN name.

VID: View-only filed that shows the VID.

TP: View-only filed that shows whether the TP port that is included in a given VID.

FX: View-only filed that shows whether the fiber port that is included ina given VID.

D.2.1.7 Q-in-Q VLAN Configuration

The IEEE 802.1Q double tagging VLAN is also referred to Q-in-Q or VLAN stacking (IEEE
802.1ad). Its purpose is to expand the 802.1q VLAN space by tagging the inner tagged
packets. In this way, a “double-tagged” frame is created so as to separate customer traffic
within a service provider network. As shown below in “Double-Tagged Frame” illustration, an
outer tag is added between source destination and inner tag at the provider network’s edge.
This can support C-VLAN (Customer VLAN) over Metro Area Networks and ensure
complete separation between traffic from different user groups. Moreover, the addition of
double-tagged space increases the number of available VLAN tags which allow service
providers to use a single S-VLAN (Service VLAN) tag per customer over the Metro Ethernet
network.

Preamble | SFD 2 i TYPe/LEN | bAvi 0AD | FCS Original frame
D[S |TAG 802.1q
Preamble | SFD A | A | TcpicmD Type/LEN | PAYLOAD | FCS Frame
Inner Tag Double-
Preamble | SFD 2 i O“éerTTag or C-Tag | TypelLEN | PAYLOAD | FCS | tagged
ors-tag | teypicMD Frame

Double-Tagged Frame
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As shown below in “Q-in-Q Example” illustration, Headquarter A wants to communicate with
Branch 1 that is 1000 miles away. One common thing about these two locations is that they
have the same VLAN ID of 20, called C-VLAN (Customer VLAN). Since customer traffic will
be routed to service provider's backbone, there is a possibility that traffic might be forwarded
insecurely, for example due to the same VLAN ID used. Therefore, in order to get the
information from Headquarter to Branch 1, the easiest way for the carrier to ensure security
to customers is to encapsulate the original VLAN with a second VLAN ID of 100. This
second VLAN ID is known as S-VLAN (Service VLAN) that is added as data enters the
service provider's network and then removed as data exits. Eventually, with the help of S-
Tag, the information sent from Headquarter to Branch 1 can be delivered with customers’
VLANSs intactly and securely.

MAN Service Provider ~ MANEdge Switch

/
/" MAN Edge Switch f X
‘C-VLANTAG20< dge Switcl Q-in-Q Q-in-Q
, - S-VLAN Tag 100 + C-VLAN Tag 20 S-VLAN Tag 100 + G-VLAN Tag 20.
—’ e @r Backbone or
C-VLAN TAG 30 y S-VLAN Tag 100 + C-VLAN Tag 30 S-VLAN Tag 100 + C-VLAN Tag 30
Core Switch ’
Customer AVLAN [ - C-VLAN TAG 30
Headquarter MAN Edge Switch ‘

Customer AVLAN
BRANCH 2

C-VLAN TAG 20
Customer A VLAN
~ - BRANCH 1
y

Q-in-Q Example

This section allows you to set up Q-in-Q VLAN. Select the option QinQ VLAN
Configuration from the Local Module Management menu, Q-in-Q VLAN fields show up

on the right.

Local Module Management

Converter 0T (00 (LMl Disabled v

Module Information =0 Wl (9100 | (0000-FFFF)

Module Configuration Port Number

Module Monitor

Stag VID
Port Configuration
- ISP Port
Bandwidth Control
VLAN Configuration OK

QinQ VLAN Configuration
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QinQ Mode: Enable or disable the function by clicking drop-down box.

Ether Type: A two-octet field in an Ethernet frame. It is used to indicate which protocol is

encapsulated in the payload of an Ethernet Frame. Specify the Ether type for the service tag
(S-tag).

Port Number: Two kinds of ports are available, TP port or Fiber port.
Stag(Service Tag) VID: Specify a VID for the service tag (Outer Tag).

ISP(Internet Service Provider) Port: This is to determine whether the port receives and
forwards double-tagged packet. Check the port and it receives and forwards double-tagged
packet only.

Click the “OK” button to apply the settings.

D.2.2 Local Module Update

Select Local Module Update from the Main Menu, then the following screen page shows
up.
Local Module Update

Select || Slot || Model Name Current New State
Firmware Version || Firmware Version

Converter 0.95.03 599499 Maodule need to update.
o7 Converter 0.95.03 5.99.99 Module need to update.
Select All
OK || Refresh

Select: Check the box to upgrade the firmware on specified converters or click Select All
button to upgrade the firmware on all converters.

Slot: Show which slot the converter is inserted into.

Model Name: Show the current model name of the converter.

Current Firmware Version: Show the current firmware version used for each converter.
New Firmware Version: The upcoming firmware version to be installed.

State: Show the current status of firmware upgrade.

Click “OK?” to start module update procedure.
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Click “Refresh” to renew all update module information.

D.2.3 Local Module Reset

Select Local Module Reset from the Main Menu, then the following screen page shows up.

Local Module Reset
-3 System Information
-} User Authentication
#{J Network Management Reset
- Chassis Configuration ;
=3 Local Module 9
-3 Local Module Management 4
-3 Local Module Update 5
.1 Local Module Reset 6
#-_1 Remote Module g
#-1 Chassis Monitor g
#-_1 Digital Input/Output Config 10
#-_1 Digital Input/Output Status 11
=1 System Utility 12
- Save Configuration 13
-1 Reset System jlg
-3 Logout 16
17
18

Local Module: Select “All” to reset all modules or select the individual module. When you
decide which module to be reset, click Reset button to begin the reset process.
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APPENDIX E: MCT-2612 Converter

This sectionis used to introduce 10/100BASE-T to 100BASE-X standalone Media Converter
which is specifically designed to fulfill emerging deployment needs of fiber Ethernet
networks.

E.1 CLI Command

This is to how the converter is presented via CLI Command.

E.1.1 Local Module Configuration

This section is intended to introduce the configuration of specified media converters.

Note: Make sure that media converts are firmly installed and powered on.

1. Specify any slots to configure

Slot command ‘ Parameter Description
MCT-RACK(config)# slot [slot_list] Specify any slots you want to configure.
[slot list]

2. Upgrade media converter firmware.
Slot command ‘ Parameter Description

MCT-RACK(config-slot- Upgrade the firmware.

slot-slot)# firmware

upgrade Note: Upgrade one media converter ata
time.

3. Configure link alarm

When UTP or fiber port is down during operation, the other port will be automatically turned
off to alert the user.

Slot command ‘ Parameter Description

MCT-RACK(config-slot-
slot-slot)# module link-
alarm

No Command

MCT-RACK(config-slot-slot-slot# no Disable link alarm function.
module link-alarm

Show Command ‘

MCT-RACK(config-slot-slot-slot)# show Show the status of link alarm.
module

Enable link alarm function.
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4. Set up module description

Description

[description] | Specify user-defined information. Up to 55
characters are available.

Slot command ‘ Parameter

MCT-RACK(config-slot-
slot-slot)# module-info
description [description

No Command

MCT-RACK(config-slot-slot-slot)# no Delete user-defined information.
module-info description

Show Command

MCT-RACK(config-slot-slot-slot)# show Show the module information.
module-info
Module Description Example

MCT-RACK(config-slot-slot-slot }# The description of the converter is named
module-info description 123 “123”.

5. Reset converter

Slot command ‘ Parameter Description

MCT-RACK(config-slot-
slot-slot)# reload

Reboot the media converters.

6. Set up security protection

When a device on the network is malfunctioning or application programs are not well
designed or properly configured, broadcast storms may occur, which may degrade network
performance orin the worst situation cause a complete halt. The Chassis allows users to set
a threshold rate for broadcast traffic so as to protect network from broadcast storms. Any
broadcast packet exceeding the specified value will then be dropped.

Security command Parameter Description

MCT-RACK(config)# security

. Enable storm protection function.
storm-protection

Specify the maximum broadcast packet

MCT—RACK(qonﬁg)# security [32-1000000] rate.
storm-protection rates [32- Kbps
1000000] kbps Note: For Fast Ethernet model, specify

the rates no more than 100000 kbps.

No command
MCT-RACK(config)# no security storm-

Disable storm protection globally.

protection
MCT-RACK(config)# no security storm- Set broadcast packet rate back to the
protection rates default.
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Show command

MCT-RACK(config)# show security storm-

protection Show storm control settings.

7. Set up VLAN configuration

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical
scheme rather than the physical layout. VLAN can be used to combine any collections of
LAN segments into a group that appears as a single LAN. VLAN also logically segments the
network into different broadcast domains. All broadcast, multicast, and unknown packets
entering the device on a particular VLAN will only be forwarded to the stations or ports that
are members of that VLAN.

VLAN can enhance performance by conserving bandwidth and improve security by limiting
traffic to specific domains. A VLAN is a collection of end nodes grouped by logics instead of
physical locations. End nodes that frequently communicate with each other are assigned to
the same VLAN, no matter where they are physically located on the network. Another
benefit of VLAN is that you can change the network topology without physically moving
stations or changing cable connections. Stations can be ‘moved’ to another VLAN and thus
communicate with its members and share its resources, simply by changing the port VLAN
settings from one VLAN to another. This allows VLAN to accommodate network moves,
changes and additions with the greatest flexibility.

IEEE 802.1Q VLAN Concepts

Introductionto 802.1Q frame format:

| Preamble |[SFD |DA |SA | Type/llEN |PAYLOAD |FCS | Original frame
Preamble SFD |DA | SA '-I|:é(|};p ICNID Type/LEN PAYLOAD | FCS fsrgrzr;;q
PRE Preamble 62 bits Used to synchronize traffic
SFD Start Frame Delimiter 2 bits Marks the beginning of the header
DA Destination Address 6 bytes The MAC address of the destination
SA Source Address 6 bytes The MAC address of the source
TCI Tag Control Info 2 bytes setto 8100 for 802.1p and Q tags
P Priority 3 bits Indicates 802.1p priority level 0-7
C Canonical Indicator 1 bit Indicates if the MAC addresses are in

Canonical format — Ethernet set to “0”

VID VLAN Ildentifier 12 bits Indicates the VLAN (0-4095)
T/L Typel/Length Field 2 bytes Ethernet Il “type” or 802.3 “length”
Payload < or = 1500 bytes User data
FCS Frame Check Sequence 4 bytes Cyclical Redundancy Check

Important VLAN Concepts for 802.1Q VLAN Configuration:
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There are two key concepts to understand.

Access-VLAN specifies the VLAN ID to the port that will assign the VLAN ID to
untagged traffic from that port. A port can only be assigned to one Access-VLAN at a
time. When the port is configured as Access Mode, the port is called an Access Port,
the link to/from this port is called an Access Link. The VLAN ID assigned is called PVID.

Trunk-VLAN specifies the set of VLAN IDs that a given port is allowed to receive and
send tagged packets. A port can be assigned to multiple Trunk-VLANs at a time. When
the port is configured as Trunk Mode, the port is called a Trunk Port, the link to/from
this port is called a Trunk Link. The VLAN ID assigned is called VID.

A port can be configured as below 802.1q VLAN modes :

Access Mode :

Access Links (the link to/from access ports) are the most common type of links on any
VLAN. All network hosts (such as PCs) connect to the Access Links in order to gain
access to the local network. We configure only one Access-VLAN per port, that is, the
VLAN ID the network hosts will be allowed to access.

It is important to note at this point that any network host connected to an Access Port
is totally unaware of the VLAN assigned to the port. The network host simply assumes
itis part of a single broadcast domain, just as it happens with any normal device. During
data transfers, any VLAN information or data from other VLANSs is removed so the
recipient has no information about them.

Trunk Mode :
Trunk Links (the link to/from trunk ports) is configured to carry packets for multiple
VLANSs. These types of ports are usually found in connections between devices. These

links require the ability to carry packets from multiple VLANs because VLANSs span over
multiple devices.

Trunk Native Mode :

A Trunk-native port can carry untagged packets simultaneously with the 802.1Q tagged
packets. When you assign a default Access-VLAN to the trunk-native port, all untagged
traffic travels on the default Access-VLAN for the trunk-native port, and all untagged
traffic is assumed to belong to this Access-VLAN. This Access-VLAN is referred to as
the native VLAN ID for a Trunk-native Port. The native VLAN ID is the VLAN ID that
carries untagged traffic on trunk-native ports.

Example : PortX configuration

Configuration Resulit

Trunk-VLAN =10, 11, 12 | PortX is an Access Port
Access-VLAN = 20 PortX’s VID is ignored
Mode = Access PortX’s PVID is 20

PortX sends Untagged packets (PortX takes away VLAN tag if
the PVID is 20)
PortX receives Untagged packets only

Trunk-VLAN =10,11,12 PortX'is a Trunk Port
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Access-VLAN = 20 PortX’s VID is 10,11 and 12
Mode = Trunk PortX’s PVID is ignored
PortX sends and receives Tagged packets VID 10,11 and 12

Trunk-VLAN =10,11,12 PortX is a Trunk-native Port

Access-VLAN = 20 PortX’s VID is 10,11 and 12

Mode = Trunk-native PortX’s PVID is 20

PortX sends and receives Tagged packets VID 10,11 and 12
PortX receives Untagged packets and add PVID 20

The CHSSSIS supports two types of VLAN, these are: IEEE 802.1q Tag VLAN and Q-in-Q
VLAN.

VLAN Command Parameter Description

MCT-RACK (config-slot-slot-slot. )i Enable IEEE 802.1q Tag VLAN mode.
vlan dot1qg-vlan

MCT-RACK(config-slot-slot-slot )# [1-4094] | Enter a VID number to create an
vian dot1g-vian [1-4094] 802.1q VLAN.

Note : 802.1q VLAN ID need to be
created under interface command. In
here you can only modify it instead of

creating a new VLAN ID.
MCT—RACK(conﬁg-slot—slot-slot W Enable Q-in-Q VLAN.
vlan ging-vian
MCT-RACK(config-slot-slot-slot )# Ignore the C-tag checking.
vlan qging-vian bypass-ctag
MCT-RACK(config-slot-slot-slot )# | [port_list] Configure ISP Port (Q-in-Q Port).
vlan qging-vian isp-port [port_list]

ISP(Internet Service Provider) Port:
This is to determine whether the port
receives and forwards double-tagged
packet. Check the port and it receives
and forwards double-tagged packet
only.

MCT-RACK(config-slot-slot-slot )# | [OXWXYZ] | Specify service tag ether type.

vlan ging-vian stag-ethertype
[OXWXYZ] Ether Type: A two-octet field in an
Ethernet frame. It is used to indicate
which protocol is encapsulated in the
payload of an Ethernet Frame. Specify
the Ether type for the service tag (S-

tag).
No Command
MCT-RACK(config-slot-slot-slot )# no vlan Disable IEEE 802.1q Tag VLAN
dot1g-vian mode.

MCT-RACK(config-slot-slot-slot )# no vian qing- | Disable Q-in-Q VLAN.
vian
MCT-RACK(config-slot-slot-slot )# no vian ging- | Not ignore the C-tag checking.
vlan bypass-ctag
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MCT-RACK(config-slot-slot-slot )# no vian qing-
vian isp-port

Undo ISP port (Q-in-Q port).

MCT-RACK(config-slot-slot-slot )# no vlan qging-
vlan management-stag

Clear management service tag VID.

show vian dot1g-vian

MCT-RACK(config-slot-slot-slot )#

MCT-RACK(config-slot-slot-slot )# no vlan qging-
vlan stag-ethertype
Show Command

Delete service tag ether type.

Show dot1q VLAN configuration.

MCT-RACK(config-slot-slot-slot )#

Show all interfaces on a media

show vian interface converter.
MCT-RACK(config-slot-slot-slot )# | [port list] | Show specific interfaces on a media
show vlan interface [port list] converter.

show vlan ging-vian

MCT-RACK(config-slot-slot-slot )#

Show Q-in-Q VLAN configuration.

8. Use “Slot” command to configure 802.1q VLAN settings on a port.

Command ‘ Parameter Description

MCT-RACK(config-slot- [port_list] | Specify any ports you want to configure.

slot-slot-if-port-port)# There are two ports available. Port “1”

interface [port_list] represents TP port while port “2” fiber port.

MCT-RACK(config-slot- [1-4094] Specify the selected ports’ Access-VLAN ID

slot-slot-if-port-port}# vian (PVID).

dot1g-vlan access-vian [1-

4094]

MCT-RACK(config-slot- [1-4094] Specify the selected ports’ Trunk-VLAN ID

slot-slot-if-port-port)# vian (VID).

dot1g-vian trunk-vian [1-

4094]

MCT-RACK(config-slot- Set the selected ports to access mode

slot-slot-if-port-porty# vian (untagged).

dot1g-vlan mode access

MCT-RACK(config-slot- Set the selected ports to trunk mode

slot-slot-if-port-port)y# vian (tagged).

dot1g-vlan mode trunk

MCT-RACK(config-slot- Set the selected ports to trunk-native mode.

slot-slot-if-port-port)y# vian (Tagged and untagged)

dot1g-vlan mode trunk

native Note : When you assign a default Access-
VLAN to the trunk-native port, all
untagged traffic travels on the defaulit
Access-VLAN for the trunk-native port,
and all untagged traffic is assumed to
belong to this Access-VLAN.

gglliﬁggé?t?gggt)zlo\tdan [1-4094] Spretcify the service tag VID for the selected

ging-vian stag-vid [1-4094] port(s)
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No Command ‘

MCT-RACK(config-slot- Set the selected ports’ PVID to the default
slot-slot-if-port-port}# no setting.

vlan dot1g-vlan access-

vian

MCT-RACK(config-slot- Remove VLAN dot1q mode.

slot-slot-if-port-port}# no
vilan dot1g-vlan mode
MCT-RACK(config-slot- Disable native VLAN for untagged traffic.
slot-slot-if-port-port}# no
vlan dot1g-vlan mode trunk

native

MCT-RACK(config-slot- [1-4094] Remove the selected ports’ from the
slot-slot-if-port-porty# no specified trunk VLAN.

vilan dot1g-vlan trunk-vlan

[1-4094]

MCT-RACK(config-slot- Clear the service tag VID specified.

slot-slot-if-port-port}# vian
ging-vian stag-vid

E.1.2 Local Module Port Configuration
This is to configure port via “interface” command.

This command is to configure TP port or fiber port on a converter.

Interface command Parameter Description

MCT-RACK(config-slot- [port_list] | Specify any ports you want to configure.
slot-slot-if-port-port)# There are two ports available. Port “1”
interface [port list] represents TP port while port “2” fiber port.

1. Configure auto-negotiation function.

Interface command ‘ Parameter Description

MCT-RACK(config-slot- Set the selected interfaces’ to auto-
slot-slot-if-port-port}# auto- negotiation. When auto-negotiation is
negotiation enabled, speed configuration will be ignored.
No command ‘ No command

MCT-RACK(config-slot- Disable auto-negotiation function.
slot-slot-if-port-port}# no

auto-negotiation
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2. Set up Duplex Mode

Interface Command
MCT-RACK(config-slot-slot-slot-
if-port-port)# duplex [full]

No command

MCT-RACK(config-slot-slot-slot-
if-port-port}# no duplex

‘ Parameter Description

[full]

Configure port duplex to full.

Set the selected ports’ duplex mode to the
default setting.

Note : Auto-negotiation needs to be
disabled before configuring duplex mode.

3. QoS configuration

Interface Command

‘ Parameter Description

egress [0[32-1000000]

No command
MCT-RACK(config-slot-slot-slot-
if-port-port}# no qos rate-limit
ingress

MCT-RACK(config-slot-slot-slot- | [0[32- Configure ingress rate limit, set zero or
if-port-port}# qos rate-limit 1000000] from 32Kbps to 1000Mbps.
ingress [0[32-1000000]
Note: For Fast Ethernet model, specify no
more than 100000kbps.
MCT-RACK(config-slot-slot-slot- | [0]32- Configure egress rate limit, set zero or
if-port-port)# qos rate-limit 1000000] from 32Kbps to 1000Mbps.

Note: For Fast Ethernet model, specify no
more than 100000kbps.

Undo ingress rate limit.

MCT-RACK(config-slot-slot-slot-
if-port-port}# no qos rate-limit
egress

Undo egress rate limit.

4. Shutdown interface

Interface Command
MCT-RACK(config-slot-slot-slot-
if-port-port}# shutdown

No command

MCT-RACK(config-slot-slot-slot-
if-port-port}# no shutdown

‘ Parameter Description

Administratively disable the selected
ports’ status.

Administratively enable the selected ports’
status.

5. Speed configuration

Command

Parameter

MCT-RACK(config-slot-slot-slot-

[1000 100 |

Description
Set up the selected interfaces’ speed.
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if-port-porty# speed [1000 [100 |

10 | auto_sense]

No command

MCT-RACK(config-slot-slot-slot-if-port-port)#

no speed

10|

auto_sense]

Note: For TP port, manual speed
configuration only works when “no auto-
negotiation” command is issued. For Fast
Ether net model, the speed of TP port is
available in 100 or 10 Mbps only; the
speed of FX port is available in 100 Mbps
only.

Set the selected ports’ speed to the
default setting.

6. Configure 802.1q VLAN settings on a port.

Interface Command

‘ Parameter

Description

MCT-RACK(config-slot-
slot-slot-if-port-port)#
interface [port_list]

[port_list]

Specify any ports you want to configure.
There are two ports available. Port “1”
represents TP port while port “2” fiber port.

MCT-RACK(config-slot- [1-4094] Specify the selected ports’ Access-VLAN ID

slot-slot-if-port-port)# vian (PVID).

dot1g-vlan access-vian [1-

4094]

MCT-RACK(config-slot- [1-4094] Specify the selected ports’ Trunk-VLAN ID

slot-slot-if-port-port)# vian (VID).

dot1g-vian trunk-vian [1-

4094]

MCT-RACK(config-slot- Set the selected ports to access mode

slot-slot-if-port-port}# vian (untagged).

dot1g-vlan mode access

MCT-RACK(config-slot- Set the selected ports to trunk mode

slot-slot-if-port-port}# vian (tagged).

dot1g-vlan mode trunk

MCT-RACK(config-slot- Set the selected ports to trunk-native mode.

slot-slot-if-port-port}# vian (Tagged and untagged)

dot1g-vlan mode trunk

native Note : When you assign a default Access-
VLAN to the trunk-native port, all
untagged traffic travels on the defaulit
Access-VLAN for the trunk-native port,
and all untagged traffic is assumed to
belong to this Access-VLAN.

glllgt-gliﬁ\igpl(cggt?gggt)zlo\t/lan [1-4094] Specify the service tag VID for the selected

ging-vlan stag-vid [1-4094
No Command
MCT-RACK(config-slot-
slot-slot-if-port-port}# no
vlan dot1g-vlan access-

port(s).

Set the selected ports’ PVID to the default
setting.
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vlan

MCT-RACK(config-slot-
slot-slot-if-port-port)# no
vlan dot1g-vlan mode

Remove VLAN dot1g mode.

MCT-RACK(config-slot-
slot-slot-if-port-port)# no
vlan dot1g-vlan mode trunk
native

Disable native VLAN for untagged traffic.

MCT-RACK(config-slot-
slot-slot-if-port-porty# no
vlan dot1g-vlan trunk-vian
[1-4094]

[1-4094]

Remove the selected ports’ from the
specified trunk VLAN.

MCT-RACK(config-slot-
slot-slot-if-port-port)# vian
ging-vlan stag-vid

Clear the service tag VID specified.
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State: Shows the current status of firmware upgrade.
Click “OK” to start module update procedure.

Click “Refresh” to renew all update module information.

F.2.3 Local Module Reset

Select Local Module Reset from the Main Menu, then the following screen page shows up.

Local Module Reset
-1 System Information
-1 User Authentication
=1 Network Management Reset
- Chassis Configuration ;
=3 Local Module 9
-3 Local Module Management 4
-1 Local Module Update 5
[} Local Module Reset 6
#-J Remote Module ;
#-L1 Chassis Monitor g
#-1 Digital Input/Output Config 10
#-_1 Digital Input/Output Status 11
=1 System Utlity 12
-] Save Configuration ::i
- Reset System 15
-3 Logout 16
17
18

Local Module: Select “All” to reset all modules or select the individual module. When you
decide which module to be reset, then click Reset button to begin the reset process.
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