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1. HARDWARE OVERVIEW

Thank you for choosing the Managed Industrial POE Gigabit Ethernet Switches. The
Managed Industrial PoE Gigabit Ethernet Switches are designed to meet the massive needs
for Gigabit Ethernet network deployments and aim at Industrial POE applications that demand
wide range of operating temperature. They are fully compliant with IEEE802.3, 802.3u,
802.3ab, 802.3z, 802.1p, 802.1qg, 802.3x, 802.3af and 802.3at standards. The built-in
management module allows users to configure this Managed Industrial POE Gigabit Ethernet
Switch and monitor the operation status locally or remotely through network.

With power redundancy, users can prevent network disconnection from unexpected power
outage. By employing store and forward switching mechanism, the Switch provides low
latency and faster data transmission. Moreover, it also supports more advanced-ethernet
management functions, such as QoS and VLAN. Users can configure the required settings of
the Switch and monitor its real-time operational status via Command Line Interface (CLI) and
Web GUI.

1.1 Specification

Interface

IPS-3112-PoE++:

8 x 10/100/1000Mbps RJ-45, 60W PoE/PSE
4 x 100/1000Mbps SFP Slot

Console : 1 x RS-232 (RJ-45)

IPS-3108-EXP:
8 x 10/100/1000Mbps RJ-45, 30W PoE/PSE

Standards

IEEE802.3 10Base-T

IEEE802.3u 100Base-TX/FX
IEEE802.3ab 1000Base-T
IEEE802.3az EEE

IEEE802.3z 1000Base-X
IEEE802.1p Priority

IEEE802.1q Tag VLAN

IEEE802.3x Flow Control
IEEE802.1D/IEEE802.1w STP/RSTP
IEEE802.3af Power over Ethernet
IEEE802.3at Power over Ethernet Enhancements



IEEE802.1x Authentication Network Access Control

H/W Specification

Store and Forward Switching Mechanism
Auto Crossover for MDI/MDI-X in TP Port
Auto Negotiation in TP Port

Half/Full Duplex Mode Operation

Jumbo Frame up to : 10K Bytes

MAC Address Table : 8K

Non-Blocking Switching Fabric : 24Gbps
VLAN ID : 4K

1 Digital Output(Alarm Relay)

1 Digital Input

Switch Features

IEEE802.1q Tag Based VLAN
IGMP Snooping v1/iv2

QoS Based on P-bit, DSCP
Strict Priority Queuing(SPQ)
Weighted Round Robin(WRR)
Port Trunking

Network Management

Telnet CLI

SNMP v1/iv2c/v3

DHCP Client

FTP/HTTP/TFTP Firmware Upgrade
Dual Image

SNTP

SSHv2

Eventlog

Syslog



Cable Specifications

The following table contains various cable specifications for the Managed Switch. Please
make sure to use the proper cable when connecting the Managed Industrial POE Gigabit
Ethernet Switches.

Cable Type Description

UTP Category 3, 4, 5 (100 meters max.)

10BASE-T EIA/TIA- 568 150-ohm STP (100 meters max.)
UTP Cat. 5 (100 meters max.)
100BASE-TX EIA/TIA-568 150-ohm STP (100 meters max.)
UTP Cat. 5e (100 meters max.)
1000BASE-T UTP Cat. 5 (100 meters max.)
EIA/TIA-568B 150-ohm STP (100 meters max.)
100BASE-FX Multi-mode fiber module(2km) / Single-mode fiber module

1000BASE-SX Multi-mode fiber module (550m)

1000BASE-LX Single-mode fiber module (10km)

1000BASE-LH Single-mode fiber module (30km/50km)

1000BASE-ZX Single-mode fiber module (80km)

SFP Transceiver for:

1000BASE-SX Multi-mode fiber module (550m)
Mini-GBIC 1000BASE-LX Single-mode fiber module (10km)
1000BASE-LH Single-mode fiber module (30km/50km)
1000BASE-ZX Single-mode fiber module (80km)

1.2 Panel Layout

Front Panel
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Figure 1. Front Panel



A. Reset Button:

B Insert a pin or paper clip to press the Reset Button for 5 seconds to restart the
system.

B [nsert a pin or paper clip to press the Reset Button for 10 seconds to reset the
device back to defaults.

B. Console port (RJ-45 to RS-232)

C. LEDs (for more information, please refer to chapter 3.1)
D. 100/1000Mbps SFP port(s)

E. 10/100/21000Mbps RJ-45 port(s)

Rear Panel Top Panel
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Figure 2. Rear Panel Figure 3. Top Panel

F. Din-Rail metal spring (for more information, please refer to chapter 2.3.1)

G. Slide Switch metal spring (for more information, please refer to chapter 2.3.2)

H. Ground screw (for more information, please refer to chapter 2.3.3)

I. Terminal blocks for power supply (for more information, please refer to chapter 2.4)

J. Terminal blocks for relay alarm output (for more information, please refer to chapter 2.4)
K. Terminal blocks for digital input (for more information, please refer to chapter 2.4)




2. INSTALLATION

To properly install the Managed Industrial POE Gigabit Ethernet Switch, please follow the
procedures listed below. Procedures covered in this chapter are described below in separate
sections.

Installation Requirements

Unpacking the Managed Industrial POE Gigabit Ethernet Switch
Installing the Managed Industrial POE Gigabit Ethernet Switch
Powering on the Managed Industrial POE Gigabit Ethernet Switch

Connecting the Managed Industrial POE Gigabit Ethernet Switch to the
Network

2.1 Installation Requirements

ATTENTION
Be sure to power off before installing or wiring your Managed
Industrial PoE Gigabit Ethernet Switch.

Be sure to calculate the maximum possible current in each
power wire and common wire. If the current goes above the
maximum ratings, the wiring could overheat, causing serious
damage to your equipment.

Be sure to read and follow important guidelines as below:

® Do not run signal or communications wiring and power wiring through the same
wire conduit. Wires with different signal characteristics should be routed separately
to avoid interference.

® It is recommended that wiring which shares similar electrical characteristics can be
bundled together.

® Keep input wiring and output wiring separate and label the wiring to all devices in
the system if necessary.

2.2 Checking the Package Contents

Unpack the package carefully and check the package contents. The standard package
should contain the following items:

® 1 Managed Industrial POE Gigabit Ethernet Switch



® Quick Installation Guide x 1 and User manual CD x 1

Note: If any of the above items is found missing or damaged, please contact your local sales
representative for support or replacement.

2.3 Installing the Managed Industrial PoE Gigabit
Ethernet Switch

ATTENTION
A This product is intended to be mounted to a well-grounded

mounting surface, such as a metal panel.

2.3.1 DIN-Rail Installation

STEP 1 . Insert the top of the DIN- STEP 2 . The DIN-Rail attachment
Rail into the slot just below the metal  unit will be snapped into place as

spring shown
< u o
Metal R\ Metal ® il ®
Spr Spring

DIN-Rail

2.3.2 Assemble and Disassemble IPS-3120-PoE++
Expansion Module

Combine two models into one model.
If you want to use both your IPS-3108-EXP and IPS-3112-PoE++ as a IPS-3120-PoE++

Expansion Module.
Dock IPS-3108-EXP into the IPS-3112-PoE++ as shown in the illustration below.

6



Assemble: 1 PCIE and 3 support pins on the IPS-3108-EXP aligned with the corresponding
holes on the IPS-3112-PoE++, and then close together, when hears the click sound, that has
been completed close, 2 machines will combine into IPS-3120-PoE++ Expansion Module.

IPS-3112-PoE++ IPS-3108-EXP

PCIE Connector Supportpin

\

~La,

Supportpin

IPS-3112-PoE++ IPS-3108-EXP IPS$-3120-PoE++

AN AN

RN

L0

S
2~
“
> K
%
%
%
5
%
\"

/




Disassemble: There is a slide switch on the rear side of the IPS-3112-PoE++, push the slide
switch down to the bottom, both hands hold IPS-3112-PoE++ and IPS-3108-EXP respectively,

and separate it, then it restored to 2 devices.

IPS-3120-PoE++

11| B s |

Slide Switch

iz _IF?@'I}J

Push Down

IPS-3112-Pok++ IPS-3108-EXP

IPS$-3120-PoE++

il iles /A2 O
’:'1'.!':'."/.’./ ' ¥

/4

J oswswsy

2.3.3 Grounding the Managed Industrial POE Gigabit
Ethernet Switch

Grounding helps to limit the effects of noise due to electromagnetic interference (EMI). Be
sure to install the ground connection from the ground screw to the grounding surface before

connecting devices.



=
Figure 4. Grounding wiring

2.4 Powering the Managed Industrial PoE Gigabit
Ethernet Switch

The Managed Industrial POE Gigabit Ethernet Switch can be used with DC power 48-54 VDC
with the terminal block. The terminal block is located on the upper panel of the Managed
Industrial POE Gigabit Ethernet Switch. Before powering the Managed Industrial PoE Gigabit
Ethernet Switch, please make sure that network cables and power cables are securely
connected.

ATTENTION

Before connecting the Managed Industrial POE Gigabit
Ethernet Switch to the DC power inputs, make sure the DC
power source voltage is stable.

Wiring the terminal blocks

PWR1 and PWR2 (power input) are one pair of contacts on the terminal block. For power
redundancy purpose, both the PWR1 and PWR2 need to be configured. The redundant
power input will take over seamlessly when one power source is down to protect your device
or network from the loss of power.

Power Input Configuration

Insert the positive and negative wires of 12 AWG at least we suggest into the “+” and
contacts on the terminal block. PWR1 and PWR2 allow that the power input range is
48~54VDC. Tighten the wire-clamping screws to fix wires of 12 AWG by using a flat-head
screwdriver.
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Relay Alarm Output Configuration

Relay alarm has 2 contacts on the terminal block used to connect alarm devices such as
speakers or LEDs to alert users when the redundant power or a port link is disconnected. The
default contact is normal open, the capacity of relay alarm is 1A/30VDC.

ALM
© (&)

Tighten the wire-clamping screws to fix alarm-device wires by using a flat-head screwdriver
as described above.

Digital Input (DI) is a pair of digital input connection on the terminal blocks used to detects if
a voltage is above/below a specific threshold.

Digital Input Configuration

Insert the positive and negative wires into the “+” and “-” contact on the terminal blocks.

Digital Input allows that the power input range +12~+54VDC for state “1” and -54~+3VDC for
state “0”. Digital Input also allows maximum input current 18maA.

i

—_— i

- +

Tighten the wire-clamping screws to fix the wires by using a flat-head screwdriver as
described above.

Note: If there is no power redundancy, the relay alarm is not available.
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2.5 Connecting the switch to Network

Connect to Network

This Managed Industrial POE Gigabit Ethernet Switch has 4 uplink ports (SFP) and 8
downlink 10/100/1000Mbps RJ-45 ports for you to implement it in your Industrial PoE
environment. All RJ-45 ports can be inserted by 10/100/1000Base-T cables, connecting to
the end devices. The fiber port(s) can accept any kind of connector with proper SFP
transceiver (mini-GBIC).

2.6 Installing and Removing SFP Modules
2.6.1 Installing SFP Modules

To connect the fiber transceiver and LC cable, use the following guidelines:

1. Position the SFP transceiver with the handle on top.
2. Locate the triangular marking in the slot and align it with the bottom of the transceiver.
3. Insert the SFP transceiver into the slot until it clicks into place.

4. Make sure the module is seated correctly before sliding the module into the slot. A click
sounds when it is locked in place.

Note: If you are attaching fiber optic cables to the transceiver, continue with the following
step. Otherwise, repeat the previous steps to install the remaining SFP transceivers in the
device.

1. Remove the protective plug from the SFP transceiver.

Note: Do not remove the dust plug from the transceiver if you are not installing the fiber optic
cable at this time. The dust plug protects hardware from dust contamination.

2. Insert the fiber cable into the transceiver. The connector snaps into place and locks.

3. Repeat the previous procedures to install any additional SFP transceivers in the switch.
The fiber port is now set up.

2.6.2 Removing SFP Modules

To disconnect an LC connector, use the following guidelines:
1. Press down and hold the locking clips on the upper side of the optic cable.

2. Pull the optic cable out to release it from the transceiver.

3. Hold the handle on the transceiver and pull the transceiver out of the slot.
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2.7 Connecting the Switch to Console Port

The industrial switch supports a secondary means of management. By connecting the RJ45
to RS232 serial cable between a COM port on your PC (9-pin D-sub female) and the switch’s
RJ45 (RJ45) port, a wired connection for management can be established.

[ EIH][EI]:M%

-
-4—— Toterminal or PC To console port
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3. OPERATION
3.1 LED Definitions

Definition Color Operation
Off Device is powered down.
P1 Power -
Green Device is powered on.
Off Device is powered down.
P2 Power .
Green Device is powered on.
Orange | System is booting up.
Green System is working normally.
Green When upgrade procedure is completed, the Status
Blinking | LED indicator will blink 3 times in green.
STA System When the system is set back to default factory
Status setting, the Status LED indicator will blink 3 times
Orange | inorange.
Blinking | When the system is restarted, the Status LED
indicator will blink once in orange.
System is undergoing upgrading procedure.
Off Power supplies link up.
ALM Alarm —
Orange | One of power supplies links down.
Off The role of switch is slave.
Master Role —
Green The role of switch is master.
. . Off Ring Detection is disabled.
Ring Function . -
Green Ring Detection is enabled.
Off Expansion module is not installed.
Expansion Green Expan_sion module is installed and runs in good
EXP Module operation.
Expansion module is installed, yet runs in
Orange ;
abnormal operation.
Off Port link is down
Orange | Link is up and works at 10/100Mbps.
Orange - -
Lll\if/;éCT Port Status Blinking Receiving and transmitting data.
Green Link is up and works at 1000Mbps.
Green . -
Blinking Receiving and transmitting data.
PoE Off PoE is disabled.
1~-8 Port Status _ .
13~20 Green PoE is enabled and starts providing power.
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4. MAINTENANCE

It is easy to use and maintain this Managed Industrial POE Gigabit Ethernet Switch. The
procedures are suggested when you want to identify faults, perform hardware replacement
and firmware upgrading.

4.1 Fault Identification

Identifying faults can greatly reduce the time required to find the problem and solution. Users
may perform local or remote checks to find the problems.

Hardware Check

Users can perform local checks by observing LED indicators status.
® \When the whole system fails to function,
B Check Power LED status
B Check Power connection
B Reset power

® \When certain network link fails to function,
B Locate the port of the switch
B Check Port Link Status LED
B Check cable connection between the port and the connected device
B Reset power

Software Check

Users may check the Managed Industrial PoE Gigabit Ethernet Switch through SNMP

manager remotely. For detailed procedures, please refer to the Network Management User’s
Manual.

4.2 Hardware Replacement Procedures

ATTENTION
The Managed Industrial PoE Gigabit Ethernet Switch contains
no user-serviceable parts. DO NOT, UNDER ANY

CIRCUMSTANCES, open and attempt to repair it.

Failure to observe this warning could result in personal injury
or death from electrical shock.

Failure to observe the above warning will immediately void
any Warranty.
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5. Software Overview

Thank you for choosing the Managed Industrial POE Gigabit Ethernet Switches. The
Managed Industrial PoE Gigabit Ethernet Switches are designed to meet the massive needs
for Gigabit Ethernet network deployments and aim at Industrial PoE applications that demand
wide range of operating temperature. They are fully compliant with IEEE802.3, 802.3u,
802.3ab, 802.3z, 802.1p, 802.1qg, 802.3x, 802.3af and 802.3at standards. The built-in
management module allows users to configure this Managed Industrial POE Gigabit Ethernet
Switch and monitor the operation status locally or remotely through network.

Besides, redundant power supplies are offered on the Managed Industrial POE Gigabit
Ethernet Switches for users to create a reliable and stable network in the event of power
failure. By employing store and forward switching mechanism, the Switch provides low
latency and faster data transmission. Moreover, it also supports advanced functions such as
VLAN and QoS. Users can configure the required settings of the Switch and monitor its real-
time operational status via Command Line Interface (CLI).

5.1 Management Preparations

The Managed Industrial PoE Gigabit Ethernet Switch can be accessed through both Telnet
connection and a web browser such as Internet Explorer, Google Chrome or Firefox, etc.
Before you can access the Managed Industrial PoE Gigabit Ethernet Switch and configure it,
you need to connect cables properly.

5.1.1 Connecting the Managed Industrial POE Switch

It is extremely important that proper cables are used with correct pin arrangements when
connecting the Managed Industrial POE Gigabit Ethernet Switch to other devices such as
switches, hubs, workstations, etc.

e 1000Base-X Fiber Port or 100/1000 Base-X Fiber Port

The 1000Base-X fiber port(s) are located at the front panel of the Managed Industrial
PoE Gigabit Ethernet Switch. These port(s) are primarily used for uplink connection
and can operate at 100/100Mbps or 1000Mbps Full or Half Duplex mode. Duplex SC
or WDM Simplex SC types of connectors are available. Use proper multi-mode or
single-mode optical fiber cable to connect these port(s) with the other Ethernet Fiber
port.

Before connecting to other switches, workstations or media converters, make sure
both sides of the fiber transfer are with the same media type, for example 1000Base-X
Single-mode to 1000Base-X Single-mode, 1000Base-X Multi-mode to 1000Base-X
Multi-mode. Check that the fiber-optic cable type matches the fiber transfer model. To
connect to 1000Base-SX transfer, use the multimode fiber cable (one side must be
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male duplex SC connector type). To connect to 1000Base-LX transfer, use the single-
mode fiber cable (one side must be male duplex LC connector type).

10/100/1000Base-T RJ-45 Ports

8 10/100/1000Base-T RJ-45 ports are located on the front panel of the Managed
Industrial POE Gigabit Ethernet Switch. These RJ-45 ports allow users to connect their
traditional copper-based Ethernet devices to network. All these ports support auto-
negotiation and MDI/MDIX auto-crossover, i.e. the crossover or straight through CAT-5
cable may be used.

5.1.2 Assigning IP Addresses

IP addresses have the format n.n.n.n, for example 168.168.8.100.

IP addresses are made up of two parts:

The first part (168.168.XXX. XXX in the example) indicates network address identifying
the network where the device resides. Network addresses are assigned by three
allocation organizations. Depending on your location, each allocation organization
assigns a globally unique network number to each network that wishes to connect to
the Internet.

The second part (XXX.XXX.8.100 in the example) identifies the device within the
network. Assigning unique device numbers is your responsibility. If you are unsure of
the IP addresses allocated to you, consult the allocation organization from which your
IP addresses were obtained.

Remember that an address can be assigned to only one device on a network. If you connect
to the outside, you must change all the arbitrary IP addresses to comply with those you have
been allocated by the allocation organization. If you do not do this, your outside
communications will not be connected.

A subnet mask is a filtering system for IP addresses. It allows you to further subdivide your
network. You must use the proper subnet mask for a proper operation of a network with
subnets defined.
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6. Command Line Interface (CLI)

This chapter guides you to use Command Line Interface (CLI) via Telnet connection,
specifically in:

e Configuring the system

e Resetting the system

e Upgrading newly released firmware

6.1 Remote Console Management-Telnet

You can use Command Line Interface to manage the Managed Industrial POE Gigabit
Ethernet Switch via Telnet session. For first-time users, you must first assign a unique IP
address to the Managed Industrial POE Gigabit Ethernet Switch before you can manage it
remotely. Use any one of the RJ-45 ports on the front panel as the temporary management
console port to login to the device with the default username & password and then assign the
IP address using IP command in Global Configuration Mode.

Follow steps described below to access the Managed Industrial POE Gigabit Ethernet Switch
through Telnet session:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Use any one of the RJ-45 ports on the front panel as a temporary management
console port to login to the Industrial POE Managed Gigabit Ethernet Switch.

Run Telnet client and connect to 192.168.0.1. For first-time users, make sure
the IP address of your PC or workstation is assigned to an IP address between
192.168.0.2 and 192.168.0.254 with subnet mask 255.255.255.0.

When asked for a username, enter “admin”. When asked for a password, leave
the password field blank and press Enter (by default, no password is required.)

If you enter CLI successfully, the prompt display Switch> (the model name of
your device together with a greater than sign) will appear on the screen.

Once you enter CLI successfully, you can set up the Switch’s IP address,
subnet mask and the default gateway using “IP” command in Global
Configuration Mode. The telnet session will be terminated immediately once the
IP address of the Switch has been changed.

Use new IP address to login to the Managed Industrial POE Gigabit Ethernet
Switch via Telnet session again.

Limitation: Only one active Telnet session can access the Managed Industrial PoE
Gigabit Ethernet Switch at a time.
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6.2 Navigating CLI

After you successfully access to the Managed Industrial POE Gigabit Ethernet Switch, you will
be asked for a login username. Enter your authorized username and password, and then you
will be directed to User Mode. In CLI management, User Mode only provides users with basic
functions to operate the Managed Industrial POE Gigabit Ethernet Switch. If you would like to
configure advanced features of the Managed Industrial POE Gigabit Ethernet Switch, such as
VLAN and QoS, you must enter Configuration Mode. The following table provides an
overview of modes available in this Managed Industrial POE Gigabit Ethernet Switch.

Access Method

Login username &
password

From User Mode, enter
the enable command
From Privileged Mode,
enter the config or
configure command

Command Mode

Prompt Displayed Exit Method

User Mode IPS-3112-PoE++> | logout

Privileged Mode IPS-3112-PoE++# | disable, exit, logout

IPS-3112-
PoE++(config)#

Configuration

Mode exit

NOTE: By default, the model name will be used for the prompt display. For convenience,
the prompt display “Switch” will be used throughout this user’'s manual.

6.2.1 General Commands

This section introduces you some general commands that you can use in all modes, including

”

“help”, “exit”, “history” and “logout”.

Entering the

To do this... Available Modes
command...
Obtain a list of available User Mode
help . Privileged Mode
commands in the current mode. . .
Configuration Mode
. User Mode
exit :(?)etiﬁrgctrc;g;]e previous mode or Privileged Mode
g ' Configuration Mode
. List all commands that have Us_e_r Mode
history been used Privileged Mode
' Configuration Mode
loaout Logout from the CLI or User Mode
9 terminate Telnet session. Privileged Mode
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6.2.2 Quick Keys

In CLI, there are several quick keys that you can use to perform several functions. The
following table summarizes the most frequently used quick keys in CLI.

Keys Purpose

tab Enter an unfinished command and press “Tab” key to complete the
command.
? Press “?” key in each mode to get available commands.
Enter an unfinished command or keyword and press “?” key to complete
the command and get command syntax help.
Unfinished
command ExampLes:
~ | Switch#h?
followed by ’ help Show available commands
history Show history commands
Use Up arrow key to scroll through the previous entered commands,
Up arrow L : ;
beginning with the most recent key-in commands.
Use Down arrow key to scroll through the previous entered commands,
Down arrow L : :
beginning with the commands that are entered first.

6.2.3 Command Format

While in CLI, you will see several symbols often. As mentioned above, you might already
know what “>”, “#” and (config)# represent. However, to perform what the device is intended
to do, you have to enter a string of complete command correctly. For example, if you want to
assign IP address for the Managed Industrial POE Gigabit Ethernet Switch, you need to enter
the following command with the required parameter and IP, subnet mask and default gateway:

IP command syntax: Switch (config) #ip address [A.B.C.D] [255.X.X.X] [A.B.C.D]

|switchf(config) #fip address|[192.168.1.198 255.255.255.255 192.168.1.254

! ! !

Hostname This_ allows you to Enter the IP address, subnet mask, and
assign IP address. default gateway address.

This means that you
are in Configuration
mode
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The following table lists common symbols and syntax that you will see frequently in this

User’s Manual for your reference:

Symbols Brief Description

> Currently, the device is in User Mode.

# Currently, the device is in Privileged Mode.

(config)# Currently, the device is in Configuration Mode.

Syntax Brief Description

[ ] Brackets mean that this field is required
information.

[AB.CD] Brackets represent that this is a required field.
Enter an IP address or gateway address.

[255.X.X.X] Brackets represent that this is a required field.

Enter the subnet mask.

[port-based | 802.1p | dscp | vid]

There are four options that you can choose.
Specify one of them.

[1-8191]

Specify a value between 1 and 8191.

[0-7] 802.1p_list
[0-63] dscp_list

Specify one value, more than one values or a
range of values.

Example 1: specifying one value
Switch (config)#gos 802.1p-map 1 0

Switch (config) #gos dscp-map 10 3

Example 2: specifying more than one values
(separated by commas)

Switch (config) #gos 802.1lp-map 1,3 O

Switch (config) #gos dscp-map 10,13,15 3

Example 3: specifying a range of values
(separating by a hyphen)

Switch (config) #gos 802.1lp-map 1-3 O

Switch (config) #gos dscp-map 10-15 3
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6.2.4 Login Username & Password

Default Login

After you enter Telnet session, a login prompt will appear to request a valid and authorized
username and password combination. For first-time users, enter the default login username
“admin” and “press Enter key” in password field (no password is required for default setting).
When system prompt shows “Switch>", it means that the user has successfully entered User
mode.

For security reasons, it is strongly recommended that you add a new login username and
password using User command in Configuration mode. When you create your own login
username and password, you can delete the default username (admin) to prevent
unauthorized accesses.

Forgot Your Login Username & Password?

If you forgot your login username and password, you can use the “reset button” to set all
configurations back to factory defaults. Once you have performed system setting to defaults,
you can login with default username and password. Please note that if you use this method to
gain access to the Managed Industrial PoE Gigabit Ethernet Switch, all configurations saved
in Flash will be lost. It is strongly recommended that a copy of configurations is backed up in
your local hard-drive or file server from time to time so that previously-configured settings can
be restored to the Managed Industrial POE Gigabit Ethernet Switch for use after you gain
access again to the device.

6.3 User Mode

In User mode, only a limited set of commands is provided. Please note that in Use mode, you
have no authority to configure advanced settings. You need to enter Privileged mode or
Configuration mode to set up advanced functions of a switch feature. For a list of commands
available in User mode, enter the question mark (?) or “help” command after the system
prompt displays “Switch>".

Command Description

exit Quit User mode and close the terminal connection.

help Display a list of available commands in User mode.

history Display the command history.

logout Logout from the Managed Industrial POE Gigabit Ethernet Switch.
enable Enter Privileged mode.
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6.4 Privileged Mode

The only place where you can enter Privileged (Enable) mode is User mode. When you
successfully enter Enable mode, the prompt will be changed to Switch# (the model nhame of
your device together with a pound sign). Enter the question mark (?) or help command to
view a list of commands available for use.

Command Description

copy-cfg Restore or backup configuration file.

disable Exit Enable mode and return to User mode

exit Exit Enable mode and return to User mode.

firmware Upgrade Firmware via FTP or TFTP server.

help Display a list of available commands in Enable mode.
history Show commands that have been used.

logout Logout from the Managed Industrial POE Gigabit Ethernet Switch.
reload Restart the Managed Industrial POE Gigabit Ethernet Switch.
traceroute Set up traceroute command

write Save the current configurations to Flash.

configure Enter Global Configuration mode

show Display the system information.

6.4.1 Copy-cfg Command

Use the “copy-cfg” command to restore the Managed Industrial PoE Gigabit Ethernet Switch
back to the defaults or to the defaults without changing IP configurations, backup a
configuration file to FTP or TFTP server, or restore a configuration file via FTP or TFTP server.

1. To restore a configuration file via FTP or TFTP server:

Command Parameter Description

Switch# copy-cfg [A.B.C.D] Enter the IP anres§ of 3_/our FTP server.

from ftp [A.B.C.D] [file_name] Enter the configuration file name that you want to

[file name] - restore.

[user_name] [user_name] | Enter the username for FTP server login.

[password] .
[password] Enter the password for FTP server login.

Switch# copy-cfg [A.B.C.D] Enter the IP address of your TFTP server.

from tftp [A.B.C.D] . Enter the configuration file name that you want to

[file_name] [file_name] | e

Switch# copy-cfg from ftp 192.168.1.198 HS 0600 _file.conf misadminl abcxyz
Switch# copy-cfg from tftp 192.168.1.198 HS_ 0600 _file.conf
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2. To restore the Managed Industrial POE Gigabit Ethernet Switch back to default
settings:

Command / Example
Switch# copy-cfg from default

NOTE: There are two ways to set the Managed Industrial POE Gigabit Ethernet Switch back
to the factory default settings. Users can use the “copy-cfg from default” command in CLI or
simply press the “Reset Button” located on the front panel to restore the device back to the
initial state.

3. To restore the Managed Industrial POE Ethernet Switch back to default settings
except the network setting:

Command / Example
Switch# copy-cfg from default keep-ip

4. To backup a configuration file to FTP or TFTP server:

Command Parameter  Description

Switch# copy-cfg to [A.B.C.D] | Enter the IP address of your FTP server.

ftp [A.B.C.D] [file_name] Enter the configuration file name that you want to
[file_name] - backup.

[user_name] [user_name] | Enter the username for FTP server login.
[password] [password] | Enter the password for FTP server login.

Switch# copy-cfg to [A.B.C.D] Enter the IP address of your TFTP server.

titp [A.B.C.D] i Enter the configuration file name that you want to
[file_name] [file_name] backup.

Example
Switch# copy-cfg to ftp 192.168.1.198 HS_0600 _file.conf misadminl abcxyz
Switch# copy-cfg to tftp 192.168.1.198 HS 0600 _file.conf

6.4.2 Firmware Command

To upgrade the firmware via FTP or TFTP server, use the “firmware” command.

Command Parameter  Description
Switch# firmware [A.B.C.D] Enter the I!D addres§ of your FTP server.
upgrade ftp [A.B.C.D] ffile_name] Enter the firmware file name that you want to

[file_name] upgrade.
[user_name] [user_name] | Enter the username for FTP server login.
[password]

[password] | Enter the password for FTP server login.
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Switch# firmware [A.B.C.D] | Enter the IP address of your TFTP server.

upgrade tftp ffile_name] Enter the firmware file name that you want to
[A.B.C.D] [file_name] — upgrade.

Switch# firmware upgrade ftp 192.168.1.198 HS_ 0600 _file.bin edgeswitch10 abcxyz
Switch# firmware upgrade tftp 192.168.1.198 HS_0600 _file.bin

6.4.3 Reload Command

To restart the Managed Industrial POE Gigabit Ethernet Switch by image 1 or 2, use the
‘reload” command.

Command / Example
Switch# reload image-1
Switch# reload image-2

6.4.4 Traceroute Command

Traceroute is used to trace the path between the local host and the remote host. Enter the
traceroute command in User mode. In this command, you can add an optional max hops
value for the number of hops that packets are sent and received.

Command Parameter Description

Switch> traceroute | [A.B.C.D] Enter the IP address that you would like to ping.
[A.B.C.D] [-h (1- [-h (1-100)hops] | Specify max hops between the local host and the
100)hops] remote host

Switch> traceroute 8.8.8.8
Switch> traceroute 8.8.8.8 —h 30

6.4.5 Write Command

To save running configurations to startup configurations, use the “write” command. All
unsaved configurations will be lost when you restart the Managed Industrial POE Gigabit
Ethernet Switch.

Command / Example
Switch# write
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6.4.6 Configure Command

You can enter Configuration mode only from Privileged mode. You can type in “configure” or
“config” to enter Configuration mode. The display prompt will change from “Switch#” to
“Switch(config)#” once you successfully enter Configuration mode.

Command / Example

Switch# config
Switch(config)#
Switch# configure
Switch(config)#

6.5 Global Configuration Mode

When you enter “configure” or “config” and press “Enter” in Privileged mode, you will be
directed to Global Configuration mode where you can set up advanced switching functions,
such as QoS and VLAN. Any command entered will be applied to the running-configuration
and device’s operation. From this level, you can also enter different sub-configuration modes
to set up specific configurations for VLAN, QoS or interfaces.

Command Description

dotlx IEEE 802.1X global configuration commands

exit Exit from Global Configuration mode.

help Display a list of available commands.

history Show commands that have been used.

ip Global IP configuration commands

mac Global MAC configuration commands

management Manage the interface configuration.

ntp Set up required configurations for Network Time Protocol.

qos Set up the priority of packets within the Managed Industrial PoE

Switch.

snmp-server

Create a new SNMP community and trap destination and specify
the trap types.

switch Switch Global configuration commands
switch-info Switch information configuration commands
syslog Set up required configurations for Syslog server.

ring-detection

Set up Ring Detection commands.

time-range Set up a specific period of time for an event.

user User Account management

vlan Set up VLAN mode and VLAN configuration.

no Negate a command or set it back to its default setting.
interface Select one or a range of interfaces to configure.
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show Display the system information.

6.5.1 Entering Interface Numbers

In Configuration mode, you can configure a command that is only applied to designated
interfaces. For example, you can set up each interface’s VLAN assignment, speed, or duplex
mode. For configuring, you must first enter the interface number. There are four ways to enter
your interface numbers to signify the combination of different interfaces that apply to a
command or commands.

Commands Description

Switch(config)# interface 1 Enter a single interface. Only interface 1 will apply to
Switch(config-if-1)# commands entered.
Switch(config)# interface 1,3,5 Enter three discontinuous i.nterfaces, separating by a
) I comma. Interface 1, 3, 5 will apply to commands
Switch(config-if-1,3,5)#
entered.
Enter three continuous interfaces. Use a hyphen to
signify a range of interface numbers. In this example,
interface 1, 2, and 3 will apply to commands entered.
Enter a single interface number together with a range
of interface numbers. Use both commas and hyphens
to signify the combination of different interface
numbers. In this example, interface 1, 3, 4, 5 will apply
to commands entered.

Switch(config)# interface 1-3
Switch(config-if-1-3)#

Switch(config)# interface 1,3-5
Switch(config-if-1,3-5)#

The “interface” command can be used together with “QoS”, “VLAN” and “Security” commands.
For detailed usages, please refer to QoS, VLAN and Security sections below.

6.5.2 No Command

Most commands that you enter in Configuration mode can be negated by “no” command
following the same or original command. The purpose of “no” command is to disable a
function, remove a command, or configure the setting back to the default value. In each sub-
section below, the use of no command to fulfill different purposes will be introduced.

6.5.3 Show Command

The “show” command is very important for network administrators to get information about
the device, receive outputs to verify a command’s configurations, or troubleshoot a network
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configuration error. The show command can be used in Privileged or Configuration mode.

Different uses of the show command are described as below:

Commands
Switch(config)# show default-config

Description
Show system default configuration.

Switch(config)# show dotlx

Show IEEE 802.1x information.

Switch(config)# show ethernet

Show Ethernet Information.

Switch(config)# show interface

Show interface information.

Switch(config)# show ip

Show IP information.

Switch(config)# show log

Show log information.

Switch(config)# show mac

Show MAC information.

Switch(config)# show management

Show management information.

Switch(config)# show ntp Show NTP information.
Switch(config)# show poe Show POE information.
Switch(config)# show gos Show QoS information.
Switch(config)# show running-config | Show running configuration.
Switch(config)# show sfp Show SFP information.

Switch(config)# show snmp-server

Show SNMP server information.

Switch(config)# show start-up-config

Show system start up configuration.

Switch(config)# show switch

Show switch configuration.

Switch(config)# show switch-info

Show switch information.

Switch(config)# show syslog

Show syslog configuration.

Switch(config)# show ring-detection

Show ring detection configuration.

Switch(config)# show time-range

Show time range information.

Switch(config)# show user

Show user account configuration.

Switch(config)# show vlan

Show VLAN information.

1. Displaying system information

Enter the “show switch-info” command in Privileged or Configuration mode, and then the

following similar screen page will appear.
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Company Name: Display a company name for this Managed Industrial POE Gigabit Ethernet
Switch. Use the “switch-info company-name [company-name]” command to edit this field.

System Object ID: Display the predefined System OID.

System Contact: Display the contact information for this Managed Industrial POE Gigabit
Ethernet Switch. Use the “switch-info sys-contact [sys-contact]” command to edit this field.

System Name: Display a descriptive system name for this Managed Industrial POE Gigabit
Ethernet Switch. Use the “switch-info sys-name [sys-name]” command to edit this field.

System Location: Display a brief location description for this Manage Industrial POE Gigabit
Ethernet Switch. Use the “switch-info sys-location [sys-location]” command to edit this field.

Model Name: Display the model name of the device.

Host Name: Display the host name of the device.

DHCP Vendor ID: Display the DHCP Vendor ID of the device.

Current Boot Image: Display the image in use.

Configured Boot Image: Display the image which would be used after rebooting.
Image-1 Version: Display the firmware version used in image-1.

Image-2 Version: Display the firmware version used in image-2.
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M/B Version: Display the main board version.

1000M Port Number: Display the number of ports transmitting at the speed of 12000Mbps
100M Port Number: Display the number of ports transmitting at the speed of 100Mbps
WAN Fiber Type: Display the information about the slide-in fiber type.

WAN Fiber Vendor: Display the vendor of the slide-in fiber.

WAN Fiber PN: Display the PN of the slide-in fiber.

Fiber 2 Type*: Display the information about the slide-in fiber type.

Fiber 2 Vendor*: Display the vendor of the slide-in fiber.

Fiber 2 PN*: Displays the PN of the slide-in fiber.

Serial Number: Display the serial number of this Managed Industrial POE Gigabit Ethernet
Switch.

Date Code: Displays the Managed Industrial POE Gigabit Ethernet Switch Firmware date
code.

Uptime: Display the time the device has been up.
Local Time: Display the time of the location where the switch is.
CPU Temperature: Display the current temperature of the CPU.

PHY1 Temperature: A PHY connects a link layer device to a physical medium such as an
copper cable optical fiber. View-only field that shows the PHY 1's temperature.

PHY2 Temperature: View-only field that shows the PHY 2's temperature.
PHY3 Temperature: View-only field that shows the PHY 3's temperature.
SWITCH Temperature: Display the current temperature of the device.
POWER Temperature: Display the current temperature of the power in use.
Power 1: Display the status of power A.

Power 2: Display the status of power B.

*Fiber 2 information for 2-fiber model only

2. Displaying or verifying currently-configured settings

” [{H ” “* ”» 113 ” 113

Please refer to “interface command”, “ip command”, “mac command”, “qos command”, “user
command”, and “vlan command” sections.
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3. Displaying the interface information or statistics

Please refer to “show interface command” and “show sfp information command” sections.

4. Showing default, running and startup configurations

” “*

Please refer to “show default-config command”, “show running-config command” and “show
start-up-config command” sections.

6.5.4 Channel-group Command

1. Configuring a static link aggregation group (LAG)

‘ Parameter  Description

Switch(config)# channel-group Specify a name for the link
trunking [group_name] aggregation group.
Switch(config)# interface [port_list] Use the “interface” command and
enter several discontinuous port
Switch(config-if-PORT-PORT)# numbers to assign the selected
channel-group trunking ports to the specified link
[group_name] aggregation group.

No command

Switch(config)# no channel-group
trunking [group_name]

Switch(config)# interface [port_list]

[group_name]

[port_list]
[group_name]

[group_name] | Delete a link aggregation group.

Remove the selected ports from a

[port_list] link aggregation group.

Switch(config-if-PORT-PORT)# no
channel-group trunking
Show command ‘

Show or verify link aggregation
settings including aggregated port
numbers and load-balancing status.
Show or verify a specific link
aggregation group’s settings
including port numbers and load-
balancing status.

Switch(config)# show channel-
group trunking

Switch(config)# show channel-

group trunking [group_name] [group_name]

Example ‘

Create a link aggregation group

Switch(config)# channel-group trunking corenetwork called “corenetwork”.

Switch(config)# interface 1,2,3
Assign port 1, 2 and 3 to the link

Switch(config-if-1-3)#channel-group trunking aggregation group “corenetwork”.
corenetwork




2. Use “Interface” command to configure link aggregation groups dynamically (LACP).

Channel-group & Interface

Description

command
Switch(config)# interface [port_list]

Parameter

[port_list]

Enter several discontinuous port
numbers separated by commas or a
range of ports with a hyphen. For
example:1,3 or 2-4

Switch(config-if-PORT-PORT)#
channel-group lacp

Enable LACP on the selected
interfaces. The Managed Switch
supports dynamic Link Aggregation
Control Protocol (LACP) which is
specified in IEEE 802.3ad. Static
trunks have to be manually configured
at both ends of the link. In other
words, LACP configured ports can
automatically negotiate a trunked link
with LACP configured ports on other
devices. You can configure any
number of ports on the Managed
Switch as LACP, as long as they are
not already configured as part of a
static trunk. If ports on other devices
are also configured as LACP, the
Managed Switch and the other
devices will negotiate a trunk link
between them. If an LACP trunk
consists of more than four ports, all
other ports will be placed in a standby
mode. Should one link in the trunk fail,
one of the standby ports will
automatically be activated to replace
it.

Switch(config-if-PORT-PORT)#
channel-group lacp key [0-255]

[0-255]

Specify a key to the selected
interfaces. Ports in an aggregated link
group must have the same LACP port
Key. In order to allow a port to join an
aggregated group, the port Key must
be set to the same value. The range
of key value is between 0 and 255.
When key value is set to 0O, the port
Key is automatically set by the
Managed Switch.

Switch(config-if-PORT-PORT)#
channel-group lacp type [active]

[active]

Specify the selected interfaces to
active LACP role.

“Active” Port Role: Active LACP
ports are capable of processing and
sending LACP control frames. This
allows LACP compliant devices to
negotiate the aggregated link so that
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No command

Switch(config-if-PORT-PORT)# no
channel-group lacp

|

the group may be changed
dynamically as required. In order to
utilize the ability to change an

aggregated port group, that is, to add
or remove ports from the group, at
least one of the participating devices
must designate LACP ports as active.
Both devices must support LACP.

“Passive” Port Role: LACP ports
that are designated as passive cannot
initially send LACP control frames. In
order to allow the linked port group to
negotiate adjustments and make
changes dynamically, one end of the
connection must have “active” LACP
ports.

Disable LACP on the selected
interfaces.

Switch(config-if-PORT-PORT)# no
channel-group lacp key

Reset the key value of the selected
interfaces to the factory default.

Switch(config-if-PORT-PORT)# no
channel-group lacp role

Show command

Switch(config)# show channel-
group lacp

|

]

Reset the LACP type of the selected
interfaces to the factory default
(passive mode).

Show or verify each interface’s LACP

settings including current mode, key
value and LACP type.

Switch(config)# show channel- [port_list] Show or verify the selected interfaces’
group lacp [port_list] LACP settings.

Switch(config)# show channel- Show or verify each interface’s current
group lacp status LACP status.

Switch(config)# show channel- [port_list] Show or verify the selected interfaces’
group lacp status [port_list] current LACP status.

Switch(config)# show channel- Show or verify each interface’s current
group lacp statistics LACP traffic statistics.

Switch(config)# show channel- [port_list] Show or verify the selected interfaces’

group lacp statistics [port_list]

current LACP statistics.

Switch(config)# show channel-

group lacp statistics clear

Channel-group & interface command example ‘

Switch(config)# interface 1-3

Clear all LACP statistics.

Enter port 1 to port 3’s interface mode.

Switch(config-if-1-3)# channel-group lacp Enable LACP on the selected
interfaces.

Switch(config-if-1-3)# channel-group lacp key 10 Set a key value “10” to the selected
interfaces.

Switch(config-if-1-3)# channel-group lacp role Set the selected interfaces to active
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active LACP type.

6.5.5 Dot1X Command

Command Parameter Description ‘

Switch(config)# dotlx Enable dotlx function. When
enabled, the Managed Switch acts as
a proxy between the 802.1X-enabled
client and the authentication server.
In other words, the Managed Switch
requests identifying information from
the client, verifies that information
with the authentication server, and
relays the response to the client.
Switch(config)# dotlx radius- Globally enable to allow the Radius
assigned vlan server to use the following tunnel
attributes for port’'s VLAN assignment
after successful authentication:
Tunnel-Type=VLAN(13), Tunnel-
Medium-Type=802, Tunnel-Private-
Group-ID=VLANID.

Switch(config)# dotlx Enable re-authentication function.
reauthentication

Switch(config)# dotlx reauth- [0-3600] Specify a period of authentication
period [0-3600] time that a client authenticates with

the authentication server. The
allowable value is between 0 and
3600 seconds.

Switch(config)# dotlx secret [shared_secret] | Specify a shared secret of up to 30
[shared_secret] characters. This is the identification
word or number assigned to each
RADIUS authentication server with
which the client shares a secret.

Switch(config)# dotlx server [A.B.C.D] Specify the RADIUS Authentication

[A.B.C.D] server IP address.

Switch(config)# no dotlx Disable IEEE 802.1x function.

Switch(config)# no dotlx reauth- Reset the re-authentication period

period value back to the default setting (60
seconds).

Switch(config)# no dotlx Disable re-authentication function.

reauthentication

Switch(config)# no dotlx secret Remove the original shared secret.
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Switch(config)# no dotlx server

Remove the specified server IP
address.

Switch(config)# no dotlx timeout

Show command

Switch(config)# show dotlx

Reset the timeout value back to the
default setting (10 seconds).

Show or verify 802.1x settings.

Switch(config)# show dotlx
interface

Show or verify each interface’s
802.1x settings including port status
and authentication status.

Switch(config)# show dotlx [port_list] Show or verify the selected

interface [port_list] interfaces’ 802.1x settings including
port status and authentication status.

Switch(config)# show dotlx Show or verify 802.1x statistics.

statistics

Switch(config)# show dotlx [port_list] Show or verify the selected

statistics [port_list] interfaces’ statistics.

Switch(config)# show dotlx Show or verify 802.1x status.

status

Switch(config)# show dotlx [port_list] Show or verify the selected

status [port_list]
Dotlx command example
Switch(config)# dotlx

interfaces’ 802.1x status.

|

Enable IEEE 802.1x function.

Switch(config)# dotlx reauth-period 3600

Set the reauthentication period to
3600 seconds.

Switch(config)# dotlx reauthentication

Enable re-authentication function.

Switch(config)# dotlx secret agagabcxyz

Set the shared secret to
“agagabcxyz”

Switch(config)# dotlx server 192.168.1.10

Set the 802.1x server IP address to
192.168.1.10.

Switch(config)# dotlx timeout 120

Set the timeout value to 120

seconds.

Use “Interface” command to configure a group of ports’ IEEE 802.1x settings.

Command
Switch(config)# interface [port_list]

Parameter
[port_list]

Description

Enter several discontinuous port
numbers separated by commas or a
range of ports with a hyphen. For
example:1,3 or 2-4

Switch(config-if-PORT-PORT)#
dotlx mab

MAC-Authentication Bypass (MAB) is
commonly used for devices, such as
VoIP phones and Ethernet printers,
that do not support the 802.1x
protocol. This method allows such
devices to be authenticated using the
same database infrastructure as that




used in 802.1x.

1. The device connects to a switch
port.

2. The switch learns the device MAC
address upon receiving the first frame
from the device (the device usually
sends out a DHCP request message
when first connected).

3. The switch sends an EAP Request
message to the device, attempting to
start 802.1X authentication.

4. The switch times out while waiting
for the EAP reply, because the device
does not support 802.1x.

5. The switch sends an authentication
message to the authentication server,
using the device MAC address as the
username and password.

6. The switch authenticates or rejects
the device according to the reply from
the authentication server.

Enable to activate MAB function.

Switch(config-if-PORT-PORT)#
dotlx max-req [1-10]

[1-10]

Specify the maximum times the
request should be sent. The
connected client will be authenticated
using MAB if the switch has tried the
specified times and receive no EAP
reply from the device.

Switch(config-if-PORT-PORT)#
dotlx port-control [auto | authorized
| unauthorized]

Specify the selected ports to “auto” or
“‘unauthorized”.

“auto”: This requires 802.1X-aware
clients to be authorized by the
authentication server. Accesses from
clients that are not dotlx aware will be
denied.

“authorized”: This forces the
Managed Switch to grant access to all
clients, either 802.1X-aware or 802.1x-
unaware. No authentication exchange
is required. By default, all ports are set
to “authorized”.
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“unauthorized”: This forces the
Managed Switch to deny access to all
clients, neither 802.1X-aware nor
802.1X-unaware.

Switch(config)# dotlx radius- Globally enable to allow the Radius
assigned vlan server to use the following tunnel
attributes for port’'s VLAN assignment
after successful authentication:
Tunnel-Type=VLAN(13), Tunnel-
Medium-Type=802, Tunnel-Private-
Group-ID=VLANID.

Switch(config-if-PORT-PORT)# Re-authenticate the selected

dotlx reauthenticate interfaces immediately.
Switch(config-if-PORT-PORT)# Enable periodic Reauthentication.
dotlx reauthentication

Switch(config-if-PORT-PORT)# [1-255] Specify the time value in seconds. The
dotlx timeout [1-255] Managed Switch will wait for a period

of time for the response from the
authentication server to an
authentication request before it times
out. The allowable value is between 1
and 255 seconds.

No command

Switch(config)# interface [port_list] | [port_list] Enter several discontinuous port
numbers separated by commas or a
range of ports with a hyphen. For
example:1,3 or 2-4

Switch(config-if-PORT-PORT)# no Reset the selected interfaces’ 802.1x
dotlx port-control state to the factory default (authorized
state).

Show command ‘

Switch(config)# show dot1x Show or verify 802.1x settings.

Switch(config)# show dot1x Show or verify each interface’s 802.1x

interface settings including port status and
authentication status.

Switch(config)# show dotlx [port_list] Show or verify the selected interfaces’

interface [port_list] 802.1x settings including port status
and authentication status.

Switch(config)# show dot1x Show or verify 802.1x statistics.

statistics

Switch(config)# show dotlx [port_list] Show or verify the selected interfaces’

statistics [port_list] statistics.
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Switch(config)# show dotlx status

Show or verify 802.1x status.

Switch(config)# show dotlx status
[port_list]

Switch(config)# interface 1-3

Dotlx & interface command example

[port_list] Show or verify the selected interfaces’
802.1x status.

Enter several discontinuous port
numbers separated by commas or a
range of ports with a hyphen. For
example:1,3 or 2-4

Switch(config-if-1-3)# dotlx port-control auto Set the selected ports to “auto” state.

Switch(config-if-1-3)# dotlx reauthenticate Re-authenticate the selected

interfaces immediately.

6.5.6 IP Command

1. To set up or remove the IP address of the Managed Industrial POE Switch:

Description

Enter the desired IP address for the Managed Industrial
PoE Ethernet Switch.

Enter subnet mask of your IP address.

IP command Parameter
Switch(config)# [A.B.C.D]
ip address o
[A.B.C.D] [255.X.X.X]
[255.X.X.X]

[A.B.C.D] [A.B.C.D]

No command

Switch(config)# no ip address
Show command
Switch(config)# show ip address

IP command example

Switch(config)# ip address
192.168.1.198 255.255.255.0
192.168.1.254

Enter the default gateway address.

Remove the configured IP settings and set back to
defaults.

Show the current IP configurations or verify the
configured IP settings.

Set up the Switch’s IP to 192.168.1.198, subnet mask
to 255.255.255.0, and default gateway to
192.168.1.254.

2. To enable the Managed Industrial POE Switch to automatically get IP address from

the DHCP server:

Command / Example
Switch(config)# ip address dhcp

No command
Switch(config)# no ip address dhcp
Show command

Switch(config)# show ip address

Description

Enable DHCP mode.
Disable DHCP mode.

Show the current IP configurations or verify
the configured IP settings.
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3. Enable or disable IGMP/MLD snooping globally.

IGMP, Internet Group Management Protocol, is a communication protocol used to manage
the membership of Internet Protocol multicast groups. IGMP is used by IP hosts and adjacent
multicast routers to establish multicast group memberships. It can be used for online
streaming video and gaming, and allows more efficient use of resources when supporting
these uses.

IGMP Snooping is the process of listening to IGMP traffic. IGMP snooping, as implied by the
name, is a feature that allows the switch to "listen in" on the IGMP conversation between
hosts and routers by processing the layer 3 packets IGMP packets sent in a multicast
network.

When IGMP snooping is enabled in a switch it analyses all the IGMP packets between hosts
connected to the switch and multicast routers in the network. When a switch hears an IGMP
report from a host for a given multicast group, the switch adds the host's port number to the
multicast list for that group. And, when the switch hears an IGMP Leave, it removes the host's
port from the table entry.

IGMP snooping can very effectively reduce multicast traffic from streaming and other
bandwidth intensive IP applications. A switch using IGMP snooping will only forward multicast
traffic to the hosts interested in that traffic. This reduction of multicast traffic reduces the
packet processing at the switch (at the cost of needing additional memory to handle the
multicast tables) and also reduces the workload at the end hosts since their network cards (or
operating system) will not have to receive and filter all the multicast traffic generated in the
network.

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version 6 (IPv6)
suite. MLD is used by IPv6 routers for discovering multicast listeners on a directly attached
link, much like IGMP is used in IPv4.

Command / Example Parameter ‘ Description

Switch(config)# ip igmp When enabled, the Managed Switch will
snooping monitor network traffic and determine
which hosts to receive multicast traffic.
This is for IGMPv1,v2 and MLDv1 only.
Switch(config)# ip igmp When enabled, the Managed Switch will
snooping version-3 monitor network traffic and determine
which hosts to receive multicast traffic.
This is for IGMPv3 and MLDv2 only.
Switch(config)# ip igmp Set forwarding mode for unregistered (not-
snooping flooding joined) IP multicast traffic. The traffic will
flood when enabled. However, the traffic
will forward to router-ports only when

disabled.
Switch(config)# ip igmp Enable immediate leave function.
snooping immediate-leave
Switch(config)# ip igmp [1-255] Specify the maximum response time. This
snooping max-response-time [1- | (1/10secs) | determines the maximum amount of time
255] (1/10secs) allowed before sending an IGMP/MLD
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response report.
Switch(config)# ip igmp [port_list] | Specify multicast router ports.
snooping mcast-router [port_list]
Switch(config)# ip igmp [1-6000] Specify Query time interval. This is used to
snooping query-interval [1-6000] set the time interval between transmitting
secs IGMP/MLD queries.
Switch(config)# ip igmp [1-4094] Specify a VLAN ID. This enables
shooping vlan [1-4094] IGMP/MLD Snooping on a specified VLAN.
Switch(config)# ip igmp [1-4094] Enable a querier on the specified VLAN.
snooping vlan [1-4094] query
No command ‘
Switch(config)# no ip igmp Disable IGMP/MLD Snooping function.
shooping
Switch(config)# no ip igmp Disable flooding function. Traffic will
snooping flooding forward to router-ports only when disabled.
Switch(config)# no ip igmp Disable immediate leave function.
snooping immediate-leave
Switch(config)# no ip igmp Reset maximum response time back to the
snhooping max-response-time factory default.
Switch(config)# no ip igmp [port_list] | Remove the selected ports from the router
snooping mcast-router [port_list] port list.
Switch(config)# no ip igmp Reset Query interval value back to the
snooping query-interval factory default.
Switch(config)# no ip igmp [1-4094] Disable IGMP/MLD Snooping on the
shooping vlan [1-4094] specified VLAN.
Switch(config)# no ip igmp [1-4094] Disable a querier on the specified VLAN.
snooping vlan [1-4094] query
Show command
Switch(config)#show ip igmp Show current IGMP/MLD snooping status
snooping including immediate leave function.
Switch(config)#show ip igmp Show IGMP/MLD group table.
snooping groups
Switch(config)#show ip igmp Show IGMP/MLD Snooping status.
snooping status

Configure IGMP Filtering policies.

IGMP Filtering command
Switch(config)# ip igmp filter

‘ Parameter

‘ Description
Enable IGMP Filtering function.

Switch(config)# ip igmp profile
[profile _name]

[profile_name]

Specify a name for this profile.

Switch(config-profile-ID)# [1-400] Specify an existing segment ID.
segment [1-400]
Switch(config)# ip igmp [1-400] Specify a segment ID.

segment [1-400]
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Switch(config-segment-ID)#
name [segment_name]

[segment_name]

Specify a name for this segment.

Switch(config-segment-ID)# [E
range [E.F.G.H] [E.F.G.H] [E
No command

Switch(config)# no ip igmp filter

FGH]
F.G.H]

Specify a multicast IP range.

|

Disable IGMP Filtering function.

segment [1-400]

Switch(config)# no ip igmp [1-400]

Delete the specified segment. Only
the segment that does not belong to
any profiles can be deleted.

Switch(config)# no ip igmp
profile [profile _name]

Show command
Switch(config)# show ip igmp
filter

[profile_name]

Delete the specified profile.

|

Show IGMP Filtering setting.

Switch(config)# show ip igmp
filter interface [port_list]

[port_list]

Show the specified ports’ IGMP
Filtering status.

Switch(config)#show ip igmp
profile

Show IP multicast profile information.

Switch(config)#show ip igmp
profile [profile _name]

[profile_name]

Show the specified profile’s setting.

Switch(config)#show ip igmp
segment

Show IP multicast segment
information.

segment [1-400]

Switch(config)#show ip igmp [1-400]

Show the specified segment’s setting.

Switch(config-segment-ID)#
show

Show the selected segment’s setting.

Switch(config-profile-1D)# show
IGMP Filtering command example
Switch(config)# ip igmp filter

Show the selected profile’s setting.

Enable IGMP Filtering function.

Switch(config)# ip igmp segment 50

Create a segment “50”.

Switch(config-segment-50)# name Silver

Specify a name “Silver” for this
segment 50.

229.10.0.1

Switch(config-segment-50)# range 224.10.0.2

Specify a multicast IP range
224.10.0.2 t0 229.10.0.1.

Switch(config)# ip igmp profile Silverprofile

Specify a name “Silverprofile” for this
profile.

Switch(config-profile-Silverprofile)# segment 50

Silverprofile includes segment 50.

Use “Interface” command to configure a group of ports’ IGMP Filtering function.

IGMP & Interface Command

Switch(config)# interface
[port_list]

‘ Parameter

[port_list]

Description

Enter several discontinuous port
numbers separated by commas or a
range of ports with a hyphen. For
example:1,3 or 2-4

Switch(config-if-PORT-PORT)# ip
igmp filter

Enable IGMP Filter on the selected
ports.




Switch(config-if-PORT-PORT)# ip
igmp filter profile [profile_name]...

[profile_name]

Assign the selected ports to a profile.

Switch(config-if-PORT-PORT)# ip | [1-512] Specify the maximum number of
igmp max-groups [1-512] multicast streams.
Switch(config-if-PORT-PORT)# ip | [E.F.G.H] Create a static multicast IP to VLAN
igmp static-multicast-ip [E.F.G.H] entry.
vlan [1-4094]
Specify static multicast IP address.
[1-4094] Specify a VLAN ID

Switch(config-if-PORT-PORT)# ip
sourceguard [dhcp | fixed-ip]

[dhcp [ fixed-ip]

Specify authorized access
information for the selected ports.

dhcp: DHCP server assigns IP
address.

fixed IP: Only Static IP (Create
Static IP table first).

unlimited: Non-Limited (Allows both
static IP and DHCP-assigned IP).
This is the default setting.

Switch(config-if-PORT-PORT)# ip
sourceguard static-ip [A.B.C.D |
A:B:C:D:E:F:G:H] vlan [1-4094]

Switch(config)# interface
[port_list]

[A.B.C.D | Add a static IP address to static IP
A:B:C:D:E:F:G: | address table.
H]
Specify an IP address.
[255.X.X.X] Specify subnet mask for the specified
IP address.
[1-4094] Specify a VLAN ID.

[port_list]

No command ‘

Enter several discontinuous port
numbers separated by commas or a
range of ports with a hyphen. For
example:1,3 or 2-4

Switch(config-if-PORT-PORT)#
no ip igmp filter

Disable IGMP Filter on the selected
interfaces.

Switch(config-if-PORT-PORT)#
no ip igmp filter profile
[profile_name]

[profile_name]

Remove the selected ports from the
specified profile.

Switch(config-if-PORT-PORT)#
no ip igmp max-groups

Set the maximum number of
multicast streams back to the factory
default (512 channels).

Switch(config-if-PORT-PORT)# [E.F.G.H] Remove this static multicast IP to
no ip igmp static-multicast-ip VLAN entry.
[E.F.G.H] vlan [1-4094]
Specify static multicast IP address.

[1-4094] Specify a VLAN ID.
Switch(config-if-PORT-PORT)# Set the accepted IP source to the
no ip sourceguard factory default (unlimited).
Switch(config-if- PORT-PORT)# [A.B.C.D | Specify an IP address that you want
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no ip sourceguard static-ip A:B:C:D:E:F.G: | to remove from IP source binding

[A.B.C.D | A:B:C:D:E:F:G:H] vlan | H] table.

[1-4094] [255.X.X.X] Specify the subnet mask for this IP
address.

[1-4094] Specify a VLAN ID.

Switch(config)# show ip igmp Show IGMP Filtering setting.

filter

Switch(config)# show ip igmp [port_list] Show the specified ports’ IGMP

filter interface [port_list] Filtering status.

Switch(config)# show ip igmp Show IP multicast profile information.

profile

Switch(config)# show ip igmp [profile_name] | Show the specified profile’s setting.

profile [profile _name]

Switch(config)# show ip igmp Show IP multicast segment

segment information.

Switch(config)# show ip igmp [1-400] Show the specified segment’s

segment [1-400] setting.

Switch(config)# show ip igmp Show static multicast IP table.

static-multicast-ip

Switch(config-segment-ID)# show Show the selected segment’s setting.

Switch(config-profile-ID)# show Show the selected profile’s setting.

Switch(config)# show ip Show each interface’s IP

sourceguard interface sourceguard type.

Switch(config)# show ip Show the IP source binding table for

sourceguard static-ip sourceguard function.

IGMP & Interface example

Switch(config)# interfacel-3 Enter several discontinuous port
numbers separated by commas or a
range of ports with a hyphen. For
example:1,3 or 2-4

Switch(config-if-1-3)# ip igmp filter Enable IGMP Filter on port 1 to port
3.

Switch(config-if-1-3)# ip igmp filter profile Assign the selected ports to the

Silverprofile specified profile “Silverprofile”.

Switch(config-if-1-3)# ip igmp max-groups 400 Set the maximum number of
multicast streams to 400.

Switch(config-if-1-3)# ip igmp static-multicast-ip Create a static multicast IP to VLAN

224.10.0.5 vlan 50 entry.

6.5.7 MAC Command

Set up the MAC address table aging time. Entries in the MAC address table containing
source MAC addresses and their associated ports will be deleted if they are not accessed
within the configured aging time.
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MAC Command Parameter

Switch(config)# mac address-

table aging-time [0-900] [0-900]

No command

time
Show command

Switch(config)# show mac aging-
time

Switch(config)# no mac address-table aging-

Description
Enter the aging time for the MAC address
table. The available number is from 0 to

900. The default setting is “300” seconds.

Set the MAC address table aging time to
the default value (300 seconds).

-

Show the current MAC address table
aging time.

Switch(config)# show mac
address-table

Show the MAC addresses learned by the
Managed Industrial POE Switch

Switch(config)# show mac

address-table interface [port] [por]

Show the MAC addresses learned by the
selected ports.

Switch(config)# show mac
address-table top

MAC command example

Switch(config)# mac address-table aging-time
600

Show the first page of the MAC address
table.

Set the MAC address table aging time to

600 seconds.

6.5.8 Management Command

Management command

Switch(config)# management
console timeout [5-300]

Parameter

[5-300]

Description

Under RS-232 interface, specify
the session aging time within the
range: 5-300 seconds. The default
setting is “300” seconds.

Switch(config)# management
[ssh | telnet | web]

[ssh | telnet |web]

Select the system service type:
SSH, telnet or web.

Switch(config)# management
telnet port [1-65535]

No command

Switch(config)# no management

[ssh | telnet | web] [ssh | telnet

[1-65535]

Specify the telnet port number. The
default setting is “23”

Set the system service type to

| webl | Hisabled:

Switch(config)# no management
telnet port

Show command

Switch(config)# show management

Management command example
Switch(config)# management ssh

Disable the configured telnet port.

Show the current system service
type.

Enable SSH system service type.
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6.5.9 NTP Command

Set up required configurations for Network Time Protocol.

Command Parameter Description
Enable the Managed Industrial POE
Switch(config)# ntp Ethernet Switch to synchronize the time

with a time server.

Switch(config)# ntp daylight-

saving [recurring | date] [recurring | date] | Enable the day light saving.

Configure the offset of the daylight saving
Switch(config)# ntp offset in the recurring mode.
[Mm,w,d,hh:mm-

Mm,w,d,hh:mm]

[Mm,w,d,hh:mm-

Mm,w.d,hh:mm] |1 12 w=1-5, d=0-6(0=Sun, 6=Sat)

hh=0-23, mm=0-59, Days=1-365
Configure the offset of the daylight saving
in the date mode.

Switch(config)# ntp offset [Days,hh:mm-

[Days,hh:mm-Days,hh:mm] Days,hh:mm] Mm=1-12, w=1-5, d=0-6(0=Sun, 6=Sat)

hh=0-23, mm=0-59, Days=1-365
Specify the primary time server IP

Switch(config)# ntp serverl [A.B.C.D]

[A.B.C.D] address.

witch(config)# ntp server pecify the secondary time server
Switch(config)# 2 [A.B.C.D] Specify th d ' IP
[A.B.C.D] T address.

Specify the time interval to synchronize
the NTP time server. The meanings of the
[1-8] value:

1:1hr, 2:2hrs, 3:3hrs, 4:4hrs,

5:.6hrs, 6:8hrs, 7:12hrs, 8:24hrs

Specify the time zone where the Managed
Industrial POE Switch belongs. Use a
[0-135] command to view the complete code list
of 135 time zones. For example,
“Switch(config)# ntp time-zone ?”

Switch(config)# ntp syn-
interval [1-8]

Switch(config)# ntp time-
zone [0-135]

No command
Disable the Managed Industrial POE

Switch(config)# no ntp Switch to synchronize the time with a time
server.

Switch(config)# no ntp daylight-saving Disable the daylight saving function.

Switch(config)# no ntp offset Set the offset back to the default setting.

Switch(config)# no ntp serverl Delete the primary time server IP address.
Delete the secondary time server IP

Switch(config)# no ntp server2 address.

Set the synchronization interval back to
the default setting.

Switch(config)# no ntp time-zone Set the time-zone setting back to the
default setting.

Switch(config)# no ntp syn-interval

44



Switch(config)# show ntp

Switch(config)# ntp

NTP command example

Show or verify the current time server
settings.

Enable the Managed Industrial POE
Switch to synchronize the time with a time
server.

Switch(config)# ntp serverl 192.180.0.12

Set the primary time server IP address to
192.180.0.12.

Switch(config)# ntp server2 192.180.0.13

Set the secondary time server IP address
t0 192.180.0.13.

Switch(config)# ntp syn-interval 8

Set the synchronization interval to 24 hrs.

Switch(config)# ntp time-zone 4

Set the time zone to GMT-8:00
Vancouver.

6.5.10 QoS Command

1. To specify the desired QoS mode:

QoS command Parameter

Switch(config)# gos [802.1p
| dscp]

[802.1p | dscp]

No command

Description
Specify the QoS mode.

802.1p: Use the “gos 802.1p-map [0-7] [O-
7]” command to assign a priority bit to a
queue.

dscp: Use the “gos dscp-map [0-63]
dscp_list [0-7]” to assign several DSCP bit
values to a queue.

Switch(config)# no qos Disable the QoS function.

Show command

Switch(config)# show gos Show or verify the QoS configurations.

QoS command example
Switch(config)# gos 802.1p

Enable QoS function and use 802.1p mode.

Switch(config)# qos dscp

Enable QoS function and use DSCP mode.

2. To set up the 802.1p priority bit and queue

mapping:

802.1p-map command Parameter  Description
Switch(config)# qos 802.1p-map [0-7] Specify the corresponding 802.1p bits
[0-7] 802.1p list [0-7] 802.1p list | to a queue.
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Show command
Switch(config)# show gos
802.1p-map example

Switch(config)# qos 802.1p-map 5 3

Specify a queue to the specified 802.1p
[0-7] bi
its.
No command
Switch(config)# no qos 802.1p- [0-7] Set the queue of the specific 802.1p
map [0-7] 802.1p list 802.1p list | bits back to the default.

Show or verify QoS configurations.

Specify the 802.1p bit 5 to the priority
queue 3.

Switch(config)# qos 802.1p-map 5-7 3

Specify the 802.1p bit 5, 6 and 7 to the
priority queue 3.

3. To set up the DSCP and queue mapping:

Parameter

DSCP-map command

Description

Specify the corresponding DSCP values to
a queue.

[0-63]
Switch(config)# qos dscp- dscp _list
map [0-63] dscp_list [0-7] [0-7]

No command

Switch(config)# no qos dscp-map [0-63]
dscp _list

Show command

Switch(config)# show gos

Set the queue of the specific DSCP values

Specify the queue to the specified DSCP
values.

back to the default.

Show or verify QoS configurations.

DSCP-map example

Switch(config)# qos dscp-map 30 3

Specify the DSCP value 30 to the priority

queue 3.

Switch(config)# qos dscp-map 40,50 3

Specify the DSCP value 40 and 50 to the
priority queue 3.

4. To set up the management priority:

Management-priority command
Switch(config)# qos management-
priority [0-7]
No command

[0-7]

Switch(config)# no gos management-priority

Management-priority example

Parameter

Description

Specify the management traffic 802.1p
bit.

Set management traffic priority back to
the default value which is 0.

Switch(config)# gos management-priority 4

Set the management traffic priority to 4.

NOTE: To check the setting of management traffic priority, please refer to 6.5.18 VLAN

Command.
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5. To set up the QoS queuing mode:

Queuing-mode command Parameter Description

By default, “strict” queuing mode is used. If
you want to use “weight” queuing mode,
you need to use the “gos queuing-mode
wieght” command.

Strict mode: Traffic assigned to queue 7
will be transmitted first, and the traffic
[weight] | assigned to queue 6 will not be transmitted
until queue 7’s traffic is all transmitted, and
so forth.

Switch(config)# gos queuing-
mode [weight]

Weight mode: All queues have fair
opportunity of dispatching. Each queue
has the specific amount of bandwidth
according to its assigned weight.

No command

Switch(config)# no qos queuing-mode Set the queuing mode to the strict mode.

Show command

Switch(config)# show gos Show or verify QoS configurations.

Queuing-mode example

Change the queuing mode from Strict to

Switch(config)# qos queuing-mode weight Weight.

6. To set up queuing weights of the weight mode:

Parameter

Queue-weighted command Description

By default, the weights are
“1:2:3:4:5:6:7:8”. Specify a value from 1
to 32 to each queue. The total amount
of the weights cannot be more than
128.

Switch(config)# qos queue-
weighted [1:2:3:4:5:6:7:8]

No command

Set the queuing weights back to the
default.

Show command \

Switch(config)# show gos Show or verify QoS configurations.

Queue-weighted example ‘

Switch(config)# gos queue-weighted Specify the queue weights as
1:2:4:6:8:10:12:14 1:2:4:6:8:10:12:14.

Switch(config)# no qos queue-weighted

6.5.11 SNMP Server Command

1. Create a SNMP community and set up detailed configurations for this community.
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Snmp-server command

Description

Switch(config)# snmp-server
community [community]

Parameter

[community]

Specify a SNMP community name up to 20

alphanumeric characters.

Switch(config-community-
NAME)# active

Enable this SNMP community account.

Switch(config-community-
NAME)# description
[Description]

[Description]

Enter the description up to 35
alphanumerical characters for this SNMP
community.

Switch(config-community-
NAME)# level [admin | rw | ro]

Switch(config)# no snmp-
server community [community]

[admin | rw | ro]

No command

[community]

Specify the access privilege for this SNMP
account. By default, when you create a
community, the access privilege for this
account is set to “read only”.

Admin: Full access right, including
maintaining user account, system
information, loading factory settings, etc..

rw: Read & Write access privilege. Partial
access right, unable to modify system
information, user account, load factory
settings and upgrade firmware.

Ro: Read Only access privilege.

Delete the specified community.

Switch(config-community-NAME)# no active

Disable this SNMP community account.

Switch(config-community-NAME)# no
description

Remove the entered SNMP community
descriptions.

Switch(config-community-NAME)# no level

Show command

Switch(config)# show snmp-
server community
[community]

[community]

Remove the configured level. This will set
this community’s level to read only.

Show the specified SNMP server account’s
settings.

Switch(config)# show snmp-server
community

Show SNMP community account’s
information in Global Configuration Mode.

Switch(config-community-NAME)# show

Exit command

Switch(config-community-NAME)# exit Return to Global Configuration Mode.

View or verify the configured SNMP
community account’s information.

Snmp-server example

Switch(config)# snmp-server community
mycomm

Create a new community “mycomm” and
edit the details of this community account.

Switch(config-community-mycomm)# active

Activate the SNMP community “mycomm”.

Switch(config-community-mycomm)#
description rddeptcomm

Add a description for “mycomm”
community.
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Switch(config-community-mycomm)# level
admin

Set “mycomm” community level to admin.

2. Set up a SNMP trap destination.

Trap-dest command

Switch(config)# snmp-server
trap-destination [1-3]

Parameter

[1-3]

Description

Create a trap destination account.

Switch(config-trap-
ACCOUNT)# active

Enable this SNMP trap destination account.

Switch(config-trap-
ACCOUNT)# community
[community]

[community]

Enter the community name of network
management system.

Switch(config-trap-
ACCOUNT)# destination
[A.B.C.D]

[A.B.C.D]

Switch(config)# no snmp- [1-3]
server trap-destination [1-3]

No command

Enter the SNMP server IP address.

Delete the specified trap destination
account.

Switch(config-trap-ACCOUNT)# no active

Disable this SNMP trap destination account.

Switch(config-trap-ACCOUNT)# no

Delete the configured community name.

Show command

Switch(config)# show snmp- [1-3]
server trap-destination [1-3]

community
Switch(config-trap-ACCOUNT)# no Delete the configured trap destination
description description.

Show the specified trap destination

information.

Switch(config)# show snmp-server trap-
destination

Show SNMP trap destination information in
Global Configuration mode.

Switch(config-trap-ACCOUNT)# show

Exit command

Switch(config- trap-ACCOUNT)# exit Return to Global Configuration Mode.

View this trap destination account’s
information.

Trap-destination example
Switch(config)# snmp-server trap-destination
1

Create a trap destination account.

Switch(config-trap-1)# active

Activate the trap destination account.

Switch(config-trap-1)# community mycomm

Refer this trap destination account to the
community “mycomm”.

Switch(config-trap-1)# description
redepttrapdest

Add a description for this trap destination
account.

Switch(config-trap-1)# destination
172.168.1.254

Set trap destination IP address to
192.168.1.254.
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3. Set up SNMP trap types that will be sent.

Trap-type command Parameter  Description
Specify the trap type that will be sent when a
certain situation occurs.

all: Atrap will be sent when authentication
fails, the device cold /warm starts, port link is
up or down, power is down.

auth-fail: Atrap will be sent when any

[all |auth-fail | unauthorized user attempts to login.

| cold-start |
port-link | | cold-start: A trap will be sent when the

power-down | device boots up.

| warm-start]

Switch(config)# snmp-server

trap-type [all |auth-fail | cold-

start | port-link | power-down |
warm-start]

port-link: A trap will be sent when the link is
up or down.

power-down: Atrap will be sent when the
device’s power is down.

warm-start: Atrap will be sent when the
device restarts.

No command

Switch(config)# no snmp-server trap-type
auth-fail

Show command

Authentication failure trap will not be sent.

Show the current enable/disable status of

Switch(config)# show snmp-server trap-type each type of trap.

Trap-type example
Switch(config)# snmp-server trap-type all All types of SNMP traps will be sent.

6.5.12 Spanning-tree Command

The Spanning Tree Protocol (STP), defined in the IEEE Standard 802.1D, creates a spanning
tree within a mesh network of connected layer-2 bridges (typically Ethernet switches) and
disables the links which are not part of that tree, leaving a single active path between any two
network nodes.

Multiple active paths between network nodes cause a bridge loop. Bridge loops create
several problems. First, the MAC address table used by the switch or bridge can fail, since
the same MAC addresses (and hence the same network hosts) are seen on multiple ports.
Second, a broadcast storm occurs. This is caused by broadcast packets being forwarded in
an endless loop between switches. A broadcast storm can consume all available CPU
resources and bandwidth.



Spanning tree allows a network design to include spare (redundant) links to provide
automatic backup paths if an active link fails, without the danger of bridge loops, or the need
for manually enabling/disabling these backup links.

To provide faster spanning tree convergence after a topology change, an evolution of the
Spanning Tree Protocol: Rapid Spanning Tree Protocol (RSTP), introduced by IEEE with
document 802.1w. RSTP is a refinement of STP; therefore, it shares most of its basic
operation characteristics. This essentially creates a cascading effect away from the root
bridge where each designated bridge proposes to its neighbors to determine if it can make a
rapid transition. This is one of the major elements which allow RSTP to achieve faster
convergence times than STP.

Spanning-tree command Parameter Description

Switch(config)# spanning- Enable Spanning Tree Protocl function
tree aggregated-port on aggregated ports.

Switch(config)# spanning- [0-200000000] | Specify aggregated ports’ path cost.
tree aggregated-port cost [O-

200000000]

Switch(config)# spanning- [0-15] Specify aggregated ports’ priority.

tree aggregated-port priority

[0-15] 0=0, 1=16, 2=32, 3=48, 4=64, 5=80

6=96, /=112, 8=128, 9=144, 10=160
11=176, 12=192, 13=208, 14=224,

15=240
Switch(config)# spanning- Enable aggregated ports to shift to
tree aggregated-port edge forwarding state when the link is up.

If you know a port is directly connected
to an end device (that doesn't support
RSTP) then set it as an edge port to
ensure maximum performance. This will
tell the switch to immediately start
forwarding traffic on the port and not
bother trying to establish a RSTP
connection. Otherwise, turn it off.

Switch(config)# spanning- [forced_true | | Set the aggregated ports to non-point to
tree aggregated-port p2p forced_false | | point ports (forced_false) or allow the
[forced_true | forced_false | auto] Managed Switch to detect point to point
auto] status automatically (auto). By default,

aggregated ports are set to point to point
ports (forced true).

Switch(config)# spanning- [4-30] Specify the Forward Delay value in

tree delay-time [4-30] seconds. The allowable value is between
4 and 30 seconds.

Switch(config)# spanning- [1-10] Specify the Hello Time value in seconds.

tree hello-time [1-10] The allowable value is between 4 and 30
seconds.

Switch(config)# spanning- [6-200] Specify the Maximum Age value in

tree max-age [6-200] seconds. The allowable value is between
6 and 200.
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normal]

No command

Switch(config)# no spanning-
tree aggregated-port

Switch(config)# spanning- [0-15] Specify a priority value on a per switch
tree priority [0-15] basis. The allowable value is between O
and 15.
0=0, 1=4096, 2=8192, 3=12288,
4=16384
5=20480, 6=24576, 7=28672, 8=32768
9=36864, 10=40960,
11=45056,12=49152
13=53248, 14=57344, 15=61440
Switch(config)# spanning- [compatible | Set up RSTP version.
tree version [compatible | normal]

“compatible” means that the Managed
Switch is compatible with STP.

“normal” means that the Managed
Switch uses RSTP.

\

Disable STP on aggregated ports.

Switch(config)# no spanning-
tree aggregated-port cost

Reset aggregated ports’ cost to the
factory default.

Switch(config)# no spanning-
tree aggregated-port priority

Reset aggregated ports’ priority to the
factory default.

Switch(config)# no spanning-
tree aggregated-port edge

Disable aggregated ports’ edge ports
status.

Switch(config)# no spanning-
tree aggregated-port p2p

Reset aggregated ports to point to point
ports (forced_true).

Switch(config)# no spanning-
tree delay-time

Reset the Forward Delay time back to
the factory default.

Switch(config)# no spanning-
tree hello-time

Reset the Hello Time back to the factory
default.

Switch(config)# no spanning-
tree max-age

Show command

Reset the Maximum Age back to the
factory default.

spanning-tree aggregated-
port

Switch(config)# show Show or verify STP settings on the per
spanning-tree switch basis.
Switch(config)# show Show or verify STP settings on

aggregated ports.

Switch(config)# show
spanning-tree interface

Show each interface’s STP information
including port state, path cost, priority,
edge port state, and p2p port state.

Switch(config)# show
spanning-tree interface
[port_list]

[port_list]

Show the selected interfaces’ STP
information including port state, path
cost, priority, edge port state, and p2p
port state.

Switch(config)# show
spanning-tree statistics

Show each interface and each link
aggregation group’s statistics information
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including the total RSTP packets
received, RSTP packets transmitted,
STP packets received, STP packets
transmitted, TCN (Topology Change
Notification) packets received, TCN
packets transmited, illegal packets
received, and unknown packets
received.

Switch(config)# show
spanning-tree statistics
[port_list | llag]

[port_list | llag]

Show the selected interfaces or link
aggregation groups’ statistics information
including the total RSTP packets
received, RSTP packets transmitted,
STP packets received, STP packets
transmitted, TCN (Topology Change
Notification) packets received, TCN
packets transmited, illegal packets
received, and unknown packets
received.

Switch(config)# show Show current RSTP port status.
spanning-tree status

Switch(config)# show [port_list | llag] | Show the selected interfaces or link
spanning-tree status [port_list aggregation groups’ statistics information
| llag]

Switch(config)# show Show the current STP state.

spanning-tree overview
Spanning-tree command example ‘

Switch(config)# spanning-tree aggregated-
port

Description

Enable Spanning Tree on aggregated
ports.

Switch(config)# spanning-tree aggregated-
port cost 100

Set the aggregated ports’ cost to 100.

Switch(config)# spanning-tree aggregated-
port priority 0

Set the aggregated ports’ priority to O

Switch(config)# spanning-tree aggregated-
port edge

Set the aggregated ports to edge ports.

Switch(config)# spanning-tree aggregated-
port p2p forced_true

Set the aggregated ports to P2P ports.

Switch(config)# spanning-tree delay-time 20

Set the Forward Delay time value to 10
seconds.

Switch(config)# spanning-tree hello-time 2

Set the Hello Time value to 2 seconds.

Switch(config)# spanning-tree max-age 15

Set the Maximum Age value to 15
seconds.

Use “Interface” command to configure a group of ports’ Spanning Tree settings.

Spanning tree & Interface Parameter

Description

command

Switch(config)# interface [port_list] | [port_list]

Enter several discontinuous port
numbers separated by commas or a
range of ports with a hyphen. For

53




example:1,3 or 2-4

Switch(config-if-PORT-PORT)#
spanning-tree

Enable spanning-tree protocol on
the selected interfaces.

Switch(config-if-PORT-PORT)# [1- Specify cost value on the selected
spanning-tree cost [1-200000000] | 200000000] | interfaces.
Switch(config-if-PORT-PORT)# [0-15] Specify priority value on the

spanning-tree priority [0-15]

selected interfaces.

0=0, 1=4096, 2=8192, 3=12288,
4=16384

5=20480, 6=24576, 7=28672,
8=32768

9=36864, 10=40960,
11=45056,12=49152

13=53248, 14=57344, 15=61440

Switch(config-if-PORT-PORT)#
spanning-tree edge

Set the selected interfaces to edge
ports.

Switch(config-if-PORT-PORT)#
spanning-tree p2p [forced_fasle |
auto]

No command

Switch(config-if-PORT-PORT)# no
spanning-tree

[forced_fasle
| auto]

Set the aggregated ports to non-
point to point ports (forced_false) or
allow the Managed Switch to detect
point to point status automatically
(auto). By default, aggregated ports
are set to point to point ports
(forced_true).

Disable spanning-tree protocol on
the selected interfaces.

Switch(config-if-PORT-PORT)# no
spanning-tree cost

Set the cost value back to the
factory default.

Switch(config-if-PORT-PORT)# no
spanning-tree priority

Set the priority value back to the
factory default.

Switch(config-if-PORT-PORT)# no
spanning-tree edge

Set the selected interfaces to non-
edge ports.

Switch(config-if-PORT-PORT)# no
spanning-tree p2p
Show command

Switch(config)# show spanning-
tree

Set the selected interface to point to
point ports.

Show or verify STP settings on the
per switch basis.

Switch(config)# show spanning-
tree aggregated-port

Show or verify STP settings on
aggregated ports.

Switch(config)# show spanning-
tree interface

Show each interface’s STP
information including port state, path
cost, priority, edge port state, and
p2p port state.

Switch(config)# show spanning-
tree interface [port_list]

[port_list]

Show the selected interfaces’ STP
information including port state, path
cost, priority, edge port state, and
p2p port state.
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Switch(config)# show spanning- Show each interface and each link
tree statistics aggregation group’s statistics
information including the total RSTP
packets received, RSTP packets
transmitted, STP packets received,
STP packets transmitted, TCN
(Topology Change Notification)
packets received, TCN packets
transmited, illegal packets received,
and unknown packets received.
Switch(config)# show spanning- [port_list | Show the selected interfaces or link
tree statistics [port_list | llag] llag] aggregation groups’ statistics
information including the total RSTP
packets received, RSTP packets
transmitted, STP packets received,
STP packets transmitted, TCN
(Topology Change Notification)
packets received, TCN packets
transmited, illegal packets received,
and unknown packets received.

Switch(config)# show spanning- Show current RSTP port status.

tree status

Switch(config)# show spanning- [port_list | Show the selected interfaces or link

tree status [port_list | llag] llag] aggregation groups’ statistics
information

Switch(config)# show spanning- Show the current STP state.

tree overview

Spanning-tree & interface command example Description

Switch(config)# interface 1-3 Enter several discontinuous port
numbers separated by commas or a
range of ports with a hyphen. For
example:1,3 or 2-4

Switch(config-if-1-3)# spanning-tree cost 100 Set the selected interfaces’ cost to
100.

Switch(config-if-1-3)# spanning-tree priority O Set the selected interfaces’ priority
to0

Switch(config-if-1-3)# spanning-tree edge Set the selected ports to edge ports.

Switch(config-if-1-3)# spanning-tree p2p Set the selected ports to non-P2P

forced_false ports.

6.5.13 Switch-info Command

To set up the Managed Industrial POE Switch’s basic information including company name,
hostname, system name, etc., use “switch-info” command.

Switch-info Command Parameter Description

55



Switch(config)# switch-
info company-name
[company_name]

[company_name]

Enter a company name up to 55
alphanumeric characters for this Switch.

Switch(config)# switch-
info dhcp-vendor-id
[dhcp_vendor _id]

[dhcp_vendor_id]

Enter the user-defined DHCP vendor ID up
to 55 alphanumeric characters. Please
make sure you have an exact DHCP Vendor
ID with the value specified in “vendor-
classes” in your dhcp.conf file. For detailed
information, please see Appendix A.

Switch(config)# switch-
info system-contact
[system_contact]

[system_contact]

Enter the contact information up to 55
alphanumeric characters for this Managed
Industrial POE Switch.

Switch(config)# switch-
info system-location
[system_location]

[system_location]

Enter a brief description of the Managed
Industrial POE Switch location up to 55
alphanumeric characters. The location is for
reference only, for example, “13™ Floor”.

Switch(config)# switch-
info system-name
[system_name]

[system_name]

Enter a unique name up to 55 alphanumeric
characters for this Managed Industrial POE
Switch. Use a descriptive name to identify
the Managed Industrial POE Switch in
relation to your network, for example,
“Backbone 1”. This name is mainly used for
reference only.

Switch(config)# switch-
info host-name
[host_name]

[host_name]

No command

Switch(config)# no switch-info company-
name

Enter a new hostname up to 15
alphanumeric characters for this Managed
Industrial POE Switch. By default, the
hostname prompt shows the model name of
this Managed Industrial POE Switch. You
can change the factory-assigned hostname
prompt to the one that is easy for you to
identify within the network configuration and
maintenance.

Set the company name to the factory
default.

Switch(config)# no switch-info dhcp-vendor-
id

Set the DHCP vendor ID to the factory
default.

Switch(config)# no switch-info system-
contact

Set the system contact information to the
factory default.

Switch(config)# no switch-info system-
location

Set the system location to the factory
default.

Switch(config)# no switch-info system-name

Set the system name to the factory default.

Switch(config)# no switch-info host-name

Set the hostname to the factory default.

Showcommana

Switch(config)# show switch-info

Show the switch information including
company name, system contact, system
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Switch-info example

Switch(config)# switch-info company-name
telecomxyz

location, system name, model name,
firmware version, fiber type, etc.

Set the company name to “telecomxyz”.

Switch(config)# switch-info system-contact
info@company.com

Set the system contact information to
“‘info@compnay.com”.

Switch(config)# switch-info system-location
13thfloor

Set the system location to “13thfloor”.

Switch(config)# switch-info system-name
backbonel

Set the system name to “backbone1”.

6.5.14 Ring Detection Command

Ring Detection used in ring topology is a helpful way of network recovery, preventing from
disconnection resulting from any unexpected link down.

Ring Detection command Parameter  Description

Switch(config)# ring-detection

Enable ring detection.

Switch(config)# ring-detection

role [master] [master]

Assign Ring role as master.

Switch(config)# ring-detection
port [port_list]

[port_list]

Switch(config)# no ring-detection role

No command

Specify Ring port.

Undo the Ring role.

Switch(config)# no ring-detection port

Switch(config)#show ring-detection

Disable Ring Detection on ports specified.

Show Ring Detection information and Ring
Detection configuration.

Switch(config)#show ring-detection state

Show Ring Detection status.

6.5.15 Syslog Command

Syslog command Parameter Description

Switch(config)# syslog Enable the syslog server.
Switch(config)# syslog .

serverl/server2/server3 [A.B.C.D] Conflgu/re the IF; address of the syslog
[A.B.C.D] serverl/server2/server3.

No command

Switch(config)# no syslog

Disable the syslog server.
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Show command

Switch(config)#show syslog Show the syslog information.

Syslog example

Switch(config)# syslog Enable syslog and assign the serverl IP
Switch(config)# syslog serverl 192.168.0.222 | address 192.168.0.222.

6.5.16 Time Range Command

This command defines a time interval to be activated on a daily or weekly basis. This is
convenient to assign when a function should automatically take effect. Before using the
function, make sure that gateway is set under either IPv4 mode in IP Command (Section
2.5.6) and time server is configured in NTP Command (Section 2.5.10). Time Range related
function scheduling will only take effect when Switch system time is sync with NTP time
server.

Command Parameter Description

Switch(config)# poe time-range | [time_range_n | Specify a name to the time interval, and
[time_range_name] ame] access its edit mode. To return to
previous level, enter “exit”.

It receives 32 characters at most. 10
time ranges can be set at most.

Time interval can be classified into
three types: Absolute, Periodic and
Periodic List.

Absolute: An absolute interval to
enable a function.

Periodic: An interval to enable a
function on a weekly basis. The
periodic interval only takes effect within
specified absolute interval.

Periodic List: An interval to enable a
function on a daily basis. The periodic
list interval only takes effect within
specified absolute interval.

Switch(config —time-range- [hh:mm dd Specify an absolute start time to a time
name)# absolute start [hh:mm dd | MMM yyyy] interval.
MMM yyyy] Where:

hh(hour) 0-23

mm(minute) 0-59

dd(date) 1-31

MMM(month)
jan,feb,mar,apr,may,jun,jul,aug,sep,oct,
nov,dec

yyyy(year) 2000-2097
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No start time assigned refers to start
immediately. One absolute start point
can be set at most.

Switch(config —time-range- [hh:mm dd Specify an absolute end time to a time
name)# absolute end [hh:mm dd | MMM yyyy] interval.
MMM yyyy] Where:

hh(hour) 0-23

mm(minute) 0-59

dd(date) 1-31

MMM (month)
jan,feb,mar,apr,may,jun,jul,aug,sep,oct,
nov,dec

yyyy(year) 2000-2097

No end time assigned refers to run an
function continuously. One absolute
end point can be set at most.

Switch(config —time-range- [hh:mm dd] to | Specify weekly recurring time interval.
name)# periodic [hh:mm dd] to [hh:mm dd] Two set of periodic intervals can be set
[hh:mm dd] at most.

Switch(config —time-range- [hh:mm] to Specify a list of days in a week for
name)# periodic list [hh:mm] to [hh:mm] [days] | periodic run.

[hh:mm] [days] Where:

hh(hour) 0-23

mm(minute) 0-59

days(7 days) including Sunday(sun),
Monday(mon), Tuesday(tue),
Wednesday(wed), Thursday(thu),
Friday(fri), Saturday(sat)

Cross-day setting is feasible. In other
words, the second occurrence of time
can be set on the following day, e.qg.

“22:00-2:00".
Two set of periodic list intervals can be
set at most.
No Command \
Switch(config)# no time-range Remove a specified time-range name.
[time_range_name]
Switch(config —time-range- Remove absolute start time. Under a time range name,
name)# no absolute start user may add one absolute start time and one absolute

end time at most. Users may also add two optional time
ranges at most using Periodic and Periodic List time
range.

For example, Users may set:
1. Two Periodic in time range, or
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2. One Periodic and one Periodic List in time range, or
3. Two Periodic List in time range.

Switch(config —time-range- Remove absolute start time. Under a time range name,
name)# no absolute end user may add one absolute start time and one absolute
end time at most. Users may also add two optional time
ranges at most using Periodic and Periodic List time
range.

For example, Users may set:

1. Two Periodic in time range, or

2. One Periodic and one Periodic List in time range, or
3. Two Periodic List in time range.

Switch(config —time-range- Remove periodic weekly time interval.
name)# no periodic [hh:mm] (sun, mon, tue, wed, thu, fri, sat)
[day] [hh:mm] [day]

Switch(config —time-range- Remove periodic list interval.

name)# no periodic list [hh:mm]
to [hh:mm] [days]

Show Command

Switch(config)# show time-range | Display the time-range configuration

Switch(config)# show time-range | Display the specified time-range configuration
[time_range_name]

Example Command
S

witch(config —time-range- Set effective time range start from 8:00, January 10",
name)# absolute start 8:00 10 2015 sharp.
jan 2015
Switch(config —time-range- Set an effective time range that stops at 18:00,
name)# absolute end 18:00 10 December 10", 2015 sharp.
dec 2015
Switch(config —time-range- Set an effective time range that start from 10:00, Monday
name)# periodic 10:00 mon to to 20:00 Wednesday.
20:00 wed
Switch(config —time-range- Set an effective time range that start from 09:00 to 18:00
name)# periodic list 09:00 to every weekday.
18:00 mon tue wed thu fri
Switch(config —time-range- Set an effective time range that start from 20:00,
name)# periodic list 20:00 to Tuesday to 04:00 Saturday.
04:00 tue wed thu fri sat
Switch(config —time-range- Set an effective time range that start from 08:00 to 10:00
name)# periodic list 08:00 to every Wednesday and Thursday.

10:00 wed thu

6.5.17 User Command

1. Create a new login account.
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User command Parameter Description

Create a new user account. The authorized
user login name is up to 20 alphanumeric
characters. The maximum of the user
accounts that can be created is 10.

Switch(config)# user name

[user_name] [user_name]

Switch(config-user-

USERNAME)# active Activate this user account.

Switch(config-user-
USERNAME)# description [description]
[description]

Enter the brief description for this user
account.

Specify the user account level. By default,
when you create a user account, the
access privilege is set to “admin”.

admin: Full access right, including
maintaining user account, system

Switch(config-user- information, loading factory settings, etc.

USERNAME)# level [admin | | [admin | rw | rO]

w | ro] rw: Read & Write access privilege. Partial

access right which is unable to modify
system information, user account, load
factory settings and upgrade firmware.

Ro: Read Only access privilege.

Switch(config-user-
USERNAME)# password [password]
[password]

No command

Switch(config)# no user
name [user name]

Enter the password for this user account up
to 20 alphanumeric characters.

[user_name] | Delete the specified user account.

Switch(config-user-

USERNAME)# no Remove the configured description.
description

Switch(config-user- Remove the configured level. The account
USERNAME)# no level level will be set to the default setting.

Switch(config-user-
USERNAME)# no password

Show command

Switch(config)# show user
name [user_name]

Remove the configured password.

[user_name] | Show the specified account’s information.

Switch(config)# show user List all USer accounts.

name
Switch(config-user- Show or verify the newly-created user
USERNAME)# show account’s information.
Switch(config)# user name miseric Create a new login account “miseric”.
Switch(config-user-USERNAME)# description | Add a description to this new account
misengineer “‘miseric”.
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Switch(config-user-USERNAME)# level rw

Set this new account’s access privilege to
‘read & write”.

Switch(config-user-USERNAME)# password
mis2256i

Set up a password for this new account
‘miseric”

2. Configure RADIUS server settings.

User command Parameter

Description

Switch(config)# no user radius

Switch(config)# user radius Enable RADIUS authentication.

Switch(config)# user radius [1025-65535] Specify the RADIUS server port number.

radius-port [1025-65535] The default value is “1812”

: : : Specify the number of times that the Switch

f;vx:/C:r(:gr[]ggz)r user radius [0-2] will try to reconnect if the RADIUS server is
not reachable. The default value is “0”.
Specify a secret up to 30 alphanumeric

Switch(config)# user radius characters for the RADIL}S server. This

secret [secret] [secret] secret ke:y is used to validate the
communication between the RADIUS
server and Switch.

Switch(config)# user radius [A.B.C.D] Specify the primary RADIUS server IP

serverl [A.B.C.D] T address.

Switch(config)# user radius [A.B.C.D] Specify the secondary RADIUS server IP

server2 [A.B.C.D] T address.

No command

Disable RADIUS authentication.

Switch(config)# no user radius radius-port

Set the radius port back to the factory
default.

Switch(config)# no user radius retry-time

Set the retry time back to the factory
default.

Switch(config)# no user radius secret

Remove the configured secret.

Switch(config)# no user radius serverl

Delete the primary RADIUS server IP
address.

Switch(config)# no user radius server2

Show command

Switch(config)#show user radius

Delete the secondary RADIUS server IP

address.

Show current RADIUS settings.

User command example

Switch(config)# user radius

Enable RADIUS authentication.

Switch(config)# user radius radius-port 1812

Set the RADIUS server port number to
1812.

Switch(config)# user radius retry-time 2

Set the retry time to 2. The Switch will try to
reconnect twice if the RADIUS server is not
reachable.

Switch(config)# user radius secret abcxyzabc

Set up a secret abcxyzabc for validating the
communication.
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Switch(config)# user radius serverl Set the primary RADIUS server IP address
192.180.3.1 to0 192.180.3.1.

Switch(config)# user radius server2 Set the secondary RADIUS server IP
192.180.3.2 address to 192.180.3.2.

6.5.18 VLAN Command

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical
scheme rather than the physical layout. VLAN can be used to combine any collections of LAN
segments into a group that appears as a single LAN. VLAN also logically segments the
network into different broadcast domains. All broadcast, multicast, and unknown packets
entering the Switch on a particular VLAN will only be forwarded to the stations or ports that
are members of that VLAN.

VLAN can enhance performance by conserving bandwidth and improve security by limiting
traffic to specific domains. A VLAN is a collection of end nodes grouped by logics instead of
physical locations. End nodes that frequently communicate with each other are assigned to
the same VLAN, no matter where they are physically located on the network. Another benefit
of VLAN is that you can change the network topology without physically moving stations or
changing cable connections. A station can be ‘moved’ to another VLAN and thus
communicates with its members and shares its resources, simply by changing the port
settings from one VLAN to another. This allows VLAN to accommodate network moves,
changes and additions with the greatest flexibility.

802.10 VLAN Concept

Port-Based VLAN is simple to implement and use, but it cannot be deployed cross switches
VLAN. The 802.1Q protocol was developed in order to provide the solution to this problem.
By tagging VLAN membership information to Ethernet frames, the IEEE 802.1Q can help
network administrators break large switched networks into smaller segments so that
broadcast and multicast traffic will not occupy too much available bandwidth as well as
provide a higher level security between segments of internal networks.

Introduction of 802.10Q frame format

| PRE | SFD | DA | SA T/IL | PAYLOAD | FCS | Original frame
TAG 802.1q
PRE SFD | DA | SA TCIPICVID T/L PAYLOAD | FCS frame
PRE Preamble 62 bits Used to synchronize traffic
SFD Start Frame Delimiter 2 bits Marks the beginning of the header
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DA Destination Address 6 bytes The MAC address of the destination

SA Source Address 6 bytes The MAC address of the source

TCl Tag Control Info 2 bytes Set to 0x8100 for 802.1p and Q tags

P Priority 3 bits Indicates 802.1p priority level 0-7

C Canonical Indicator 1 bit Indicates if the MAC addresses are in
the canonical format — Ethernet is set
to “0”.

VID VLAN Identifier 12 bits Indicates the VLAN (0-4095)

T/L Typel/Length Field 2 bytes Ethernet Il “type” or 802.3 “length”

Payload <or =1500 bytes User data

FCS Frame Check 4 bytes Cyclical Redundancy Check

Sequence

Important VLAN Concepts for 802.10 VLAN Configuration

There are two key concepts as follows:

Access-VLAN specifies the VLAN ID to the switch port that will assign the VLAN ID to
untagged traffic from that port. A port can only be assigned to one Access-VLAN at a time.
When the port is configured as Access Mode, the port is called an Access Port, and the
link to/from this port is called an Access Link. The VLAN ID assigned is called PVID.

Trunk-VLAN specifies a set of VLAN IDs to a given port to receive and send tagged
packets which have the same VLAN ID. A port can be assigned to multiple Trunk-VLANs
at a time. When the port is configured as Trunk Mode, the port is called a Trunk Port,
and the link to/from this port is called a Trunk Link. The VLAN ID assigned is called VID.

A port can be configured to the 802.1q VLAN modes as below:

Access Mode:

Access Links (the link to/from access ports) are the most common type of links on any
VLAN switch. All network hosts (such as PCs) connect to the switch's Access Links in
order to gain access to the local network. We configure only one Access-VLAN per port,
that is, there’s only one VLAN ID (VID) which the network hosts will be allowed to access.

It is important to note at this point that any network host connected to an Access Port is
totally unaware of the VLAN assigned to the port. The network host simply assumes it is
part of a single broadcast domain, just as it happens with any normal switch. During data
transfers, any VLAN information or data from other VLANS is removed so the recipient has
no information about them.

Trunk Mode:

Trunk Links (the link to/from trunk ports) is configured to carry packets for multiple VLANS.
This type of ports is usually found in connections between switches. These links require
the ability to carry packets from multiple VLANs because VLANs span over multiple
switches.

Trunk Native Mode:
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A Trunk-native port can carry untagged packets and the 802.1Q tagged packets
simultaneously. Untagged packets can pass the Trunk-Native port, but the untagged
packets will be tagged a value of the assigned Port VLAN ID (PVID) in the internal device.
Tagged packets with the value of the assigned VLAN IDs (VIDs) can pass through the
interface as well. In addition, these packets will keep their original VLAN ID in the internal
device.

Example: PortX configuration

Configuration Result

PortX is an Access Port.

PortX’s VID is ignored.

PortX’s PVID is 20.

PortX sends Untagged packets (PortX takes away VLAN tag
if the PVID is 20).

PortX receives Untagged packets only.

Trunk-VLAN =10, 11, 12
Access-VLAN = 20
Mode = Access

PortX is a Trunk Port.
Trunk-VLAN =10, 11, 12 PortX’s VID is 10, 11 and 12.

Access-VLAN = 20 PortX’s PVID is ignored.
Mode = Trunk PortX sends and receives Tagged packets whose VID is 10,
11 or 12.

PortX is a Trunk-native Port.

PortX’s VID is 10, 11 and 12.

PortX’s PVID is 20.

PortX sends and receives Tagged packets whose VID is 10,
11 or 12.

PortX receives Untagged packets and add PVID 20

Trunk-VLAN =10, 11, 12
Access-VLAN = 20
Mode = Trunk-native

1. To use the “Interface” command to configure a group of ports’ 802.1q VLAN
settings:

VLAN & Interface command Parameter Description

Enter several discontinuous port
numbers separated by commas or a
range of ports with a hyphen. For
example: 1,3 or 2-4

Switch(config)# interface [port_list] [port_list]

Specify the selected ports’ Access-
[1-4094] | VLAN ID (PVID). The default VID is
“11’

Switch(config-if-PORT-PORT)# vlan
dotlg-vlan access-vlan [1-4094]

Switch(config-if-PORT-PORT)# vlan Specify the selected ports’ Trunk-VLAN

dot1g-vlan trunk-vlan [1-4094] [1-4094] |5 vID). The default VID is “1".
Switch(config-if-PORT-PORT)# vlan Set the selected ports to Access mode
dotlg-vlan mode access (untagged).
Switch(config-if-PORT-PORT)# vlan Set the selected ports to Trunk mode
dotlg-vlan mode trunk (tagged).

Set the selected ports to Trunk-Native

Switch(config-if-PORT-PORT)# vlan mode. (Tagged and untagged)

dotlg-vlan mode trunk native
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Note: When you assign a default
Access-VLAN to the trunk-native port,
all untagged traffic travels on the
default Access-VLAN for the trunk-
native port, and all untagged traffic is
assumed to belong to this Access-
VLAN.

Switch(config-if-PORT-PORT)# vlan

Set the selected ports to a specified
port-based VLAN.

[name] Note: Before adding a port to a VLAN

port-based [name] "

group, it's necessary to create a port-

based VLAN group first by the “vlan

port-based [name]” command.
No command
Switch(config-if-PORT-PORT)# no Set the selected ports’ PVID to the
vlan dotlg-vlan access-vian default setting.
Switch(config-if-PORT-PORT)# no Set the VLAN mode of the selected
vlan dotlg-vlan mode port(s) to Access mode.
Switch(config-if-PORT-PORT)# no Set the VLAN mode of the selected
vlan dotlg-vlan mode trunk native port(s) to Trunk mode.
Switch(config-if-PORT-PORT)# no [1-4094] Remove the selected port(s) from the
vlan dotlg-vlan trunk-vian [1-4094] specified trunk VLAN group.
Switch(config-if-PORT-PORT)# no [name] Remove the selected port(s) from the

vlan port-based [name]
VLAN & interface command example

Switch(config)# interface 1-3

specified port-based VLAN group.

Enter port 1 to port 3’s interface mode.

Switch(config-if-1-3)# vlan dotl1qg-vlan access-vlan
10

Set port 1 to port 3’'s Access-VLAN ID
(PVID) to 10.

Switch(config-if-1-3)# vlan dotlg-vlan mode
access

Set the selected ports to Access mode
(untagged).

Switch(config-if-1-3)# vlan dotl1qg-vlan mode trunk
native

Set the selected ports to Trunk-Native
mode (tagged and untagged).

Switch(config-if-1-3)# vlan port-based mktpbvilan

Set the selected ports to the specified
port-based VLAN group “mktpbvlan”.

2. To modify a 802.1q VLAN and a management VLAN rule or create a port-based

VLAN group:

Port-based VLAN can effectively segment one network into several broadcast domains.
Broadcast, multicast and unknown packets will be limited within the VLAN. Port-Based VLAN
is uncomplicated, fairly rigid in implementation, and useful for network administrators who
want to quickly and easily set up VLAN so as to isolate the effect of broadcast packets on

their network.

VLAN dotlg command Parameter
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Switch(config)# vlan dotlg-vlan

Enable 802.1g VLAN.

Switch(config)# vlan dotlg-vlan

Modify a specified 802.1g VLAN.

Note: A 802.1q VLAN needs to be

[1-4094] [1-4094] created under the “interface”
command. Here, you can only modify
it instead of creating a new VLAN ID.
Switch(config-vlan-ID)# name (vian_name] Specify a descriptive name for this
[vlan_name] - VLAN ID, up to 15 characters.
[1-4094] Specify the management VLAN ID.
[port_list] Specify the management port.

Switch(config)# vlan
management-vian [1-4094]
management-port [port_list] mode
[access | trunk | trunk-native]

[access | trunk
| trunk-native]

Assign the management port to Trunk,
Trunk-Native or Access mode.

“trunk” mode: The selected ports
send and receive tagged packets.

“access” mode: The selected ports
send and receive untagged packets.

“trunk-native” mode: The selected
ports send and receive tagged and
untagged packets

Switch(config)# vlan port-based

Enable port-based VLAN.

Switch(config)# vlan port-based

Specify a name for this port-based

[name] [name] VLAN, up to 15 characters.
Switch(config)# vlan port-based Include CPU into this port-based
[name] include-cpu VLAN.
No command
a\;vrl:ch(conflg)# no vlan dotl1g- Disable 802.1q VLAN

. : Remove the descriptive name of the
Switch(config-vlan-ID)# no name specified VLAN ID.
S;v;g:(?(conﬂg)# no vian port- Disable port-based VLAN.
Switch(config)# no vian port- [name] Delete the specified port-based VLAN.

based [name]

Switch(config)# no vlan port-
based [name] include-cpu

Show command

Switch(config)# show vlan dotlg-
vlan tag-vlan

Exclude CPU from this port-based
VLAN

Show IEEE 802.1g Tag VLAN table
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Switch(config)# show vlan dotlq-

Show Configure Trunk VLAN table
vlan trunk-vlan

Switch(config-vian-ID)# show Show the membership status of this

VLAN ID
Switch(config)# show vilan Show all ports’ VLAN assignment and
interface VLAN mode.

Switch(config)# show vlan
interface [port_list]

Show the selected ports’ VLAN

assignment and VLAN mode.
g;v;tecy (config)# show vian port- Show the port-based VLAN table.

Switch(config-vlan-ID)# exit Return to Global configuration mode.
Port-based VLAN example

[port_list]

Create a port-based VLAN
“MKT _Office”.
Set VLAN 1 to management VLAN
(untagged) and port 1~3 to
management ports.

Switch(config)# vlan port-based MKT_Office

Switch(config)# vlan management-vian 1
management-port 1-3 mode access

6.5.19 interface command

Use this command to set up various port configurations of discontinuous or a range of ports.

1. To enter interface numbers:

Command Parameter Description
Enter several port numbers separated

by commas or a range of port numbers
with a hyphen.
For example: 1,3 or 2-4

Switch(config)# interface

[port_list] [port_list]

Note: You need to enter interface numbers first before issuing 2-9 commands below.

2. To enable the port auto-negotiation:

Command Parameter Description
Set the selected interfaces to the auto-
Switch(config-if-PORT-PORT)# negotiation. When the auto-negotiation
auto-negotiation is enabled, the speed configuration will
be ignored.
Switch(config-if-PORT-PORT)# Set the auto-negotiation setting to the
no auto-negotiation default setting.

3. To set up port-trunking:
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Command

Switch(config-if-PORT-PORT)#
channel-group trunking
[group_name]

No command

Switch(config-if-PORT-PORT)#
channel-group trunking

Parameter

[group_name]

Remove the ports from the port-

Description

Specify the selected port(s) to the
trunking group.

Note 1: At least 2 ports, not more than
8 ports can be aggregated.

Note 2: A port-trunking group needs to
be created before assigning ports to it
(see 2.5.4 “channel-group”)

trunking group.

4. To set up the port description:

Command
Switch(config-if-PORT-PORT)#
description [description]

No command
Switch(config-if-PORT-PORT)#
no description

Parameter

[description]

Remove the entered description of the

Description

Type the description of the port(s), up
to 35 characters.

selected port(s).

5. To configure the media type:

Command

Switch(config-if-PORT-PORT)#
media-type [ fiber | copper | Auto-
Media ]

No command
Switch(config-if-PORT-PORT)#
no media-type

Parameter

[ fiber | copper
| Auto-Media ]

Description
Configure the media type of the port(s).

Note: Only port 9 and 10 which are
combo ports can be configured.

Set the media type of the port(s) back
to the default which is Auto-Media.

6. To configure the Dotlx setting:

Command
Switch(config)# interface [port_list]

Parameter
[port_list]

Description

Enter several discontinuous port
numbers separated by commas or a
range of ports with a hyphen. For
example:1,3 or 2-4

Switch(config-if-PORT-PORT)#
dotlx port-control [auto |
unauthorized]

Specify the selected ports to “auto” or
“‘unauthorized”.

“auto”: This requires 802.1X-aware
clients to be authorized by the
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authentication server. Accesses from
clients that are not dotlx aware will be
denied.

“unauthorized”: This forces the
Managed Switch to deny access to all
clients, neither 802.1X-aware nor
802.1X-unaware.

Switch(config-if-PORT-PORT)#
dotlx reauthenticate
No command

Switch(config)# interface [port_list] | [port_list]

Re-authenticate the selected
interfaces.

Enter several discontinuous port
numbers separated by commas or a
range of ports with a hyphen. For
example:1,3 or 2-4

Switch(config-if-PORT-PORT)# no
dotlx port-control

Show command
Switch(config)# show dotlx

Reset the selected interfaces’ 802.1x
state to the factory default (authorized
state).

Show or verify 802.1x settings.

Switch(config)# show dotlx

Show or verify each interface’s 802.1x

interface [port_list]

interface settings including port status and
authentication status.
Switch(config)# show dotlx [port_list] Show or verify the selected interfaces’

802.1x settings including port status
and authentication status.

Switch(config)# show dotlx
statistics

Show or verify 802.1x statistics.

Switch(config)# show dotlx [port_list]
statistics [port_list]

Show or verify the selected interfaces’
statistics.

Switch(config)# show dotlx status

Show or verify 802.1x status.

Switch(config)# show dotlx status [port_list]
[port_list]

Command example
Switch(config)# interface 1-3

Show or verify the selected interfaces’
802.1x status.

Enter several discontinuous port
numbers separated by commas or a
range of ports with a hyphen. For
example:1,3 or 2-4

Switch(config-if-1-3)# dotlx port-control auto

Set the selected ports to “auto” state.

Switch(config-if-1-3)# dotlx reauthenticate

Re-authenticate the selected
interfaces immediately.

7. To configure the QoS user priority:

Command Parameter

Switch(config-if-PORT-PORT)#
gos user-priority [0-7]

[0-7]

Description

Specify a 802.1p bit between 0 and 7 to
the selected port(s).
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No command

Switch(config-if-PORT-PORT)# Set the ports’ 802.1p bit back to the
No gos user-priority default.

8. To shutdown the selected interface:

Parameter Description

Switch(config-if-PORT-PORT)# Administratively disable the selected
shutdown port(s).

No command

Switch(config-if-PORT-PORT)# Administratively enable the selected
no shutdown port(s).

9. To configure the speed operation:

Command Parameter Description

Set up the selected interfaces’ speed.
[1000 | 100 | | The speed configuration only works
10] when the interfaces are not under the
auto-negotiation mode.

Switch(config-if-PORT-PORT)#
speed [ 1000 | 100 | 10]

No command

the default setting.

Switch(config-if-PORT-PORT)# no speed

10.To set the VLAN configuration:

Command Parameter Description

Switch(config-if-PORT-PORT)# , :

vlan dotlg-vlan access-vlan [1- [1-4094] Conf.'gffr? the ports’ PVID. The default
VID is “1".

4094]

Switch(config-if-PORT-PORT)# Set the selected port(s) to Access

vlan dotlg-vlan mode access mode.

Switch(config-if-PORT-PORT)#
vlan dotlg-vlan mode trunk
Switch(config-if-PORT-PORT)#
vlan dotlg-vlan mode trunk

Set the selected port(s) to Trunk mode.

Set the selected port(s) to Trunk-Native

: mode.
native
Switch(config-if-PORT-PORT)# . ,
vlan dotlg-vlan trunk-vlan [1- [1-4094] \C/:IOS fllsgu{e the ports' VID. The default
4094] '

Add the port(s) to the specific port-
based VLAN group.

Switch(config-if-PORT-PORT)#

vian port-based [name] [name] Note: Before adding a port to a VLAN

group, it’s necessary to create a port-
based VLAN group first by the “vlan
port-based [name]” command.
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No command

Switch(config-if-PORT-PORT)#
no vlan dotlg-vlan access-vlan

Set the selected ports’ PVID to the
default setting.

Switch(config-if-PORT-PORT)#
no vlan dotlg-vlan mode

Set the VLAN mode of the selected
port(s) to Access mode.

Switch(config-if-PORT-PORT)#
no vlan dotlg-vlan mode trunk
native

Set the VLAN mode of the selected
port(s) to Trunk mode.

Switch(config-if-PORT-PORT)#

Remove the selected port(s) from the

no vlan port-based [name]

28 S;/Jr:];m dotlg-vlan trunk-vlan [1- [1-4094] specified trunk VLAN group.
Switch(config-if-PORT-PORT)# [name] Remove the selected port(s) from the

specified port-based VLAN group.

Show command

Switch(config)# show interface
status

Show each interface’s status including
media type, forwarding state, speed,
duplex mode, flow control and link
up/down status.

Switch(config)# show interface
status [port_list]

Interface command example
Switch(config)# interface 1-3

[port_list]

Show the selected ports’ status
including media type, forwarding state,
speed, duplex mode, flow control and
link up/down status.

Configure the port 1, 2 and 3.

Switch(config-if-1-3)# auto-negotiation

Set the port 1, 2, and 3 to auto-
negotiation.

Switch(config-if-1-3)# speed 100

Set the port 1, 2, and 3 speed to
100Mbps.

Switch(config-if-1-3)# shutdown

Administratively disable the port 1, 2,
and 3.

11.To set up PoE configuration

Command
Switch(config-if-PORT-
PORT)# poe operation
[shutdown | injector-30watt |
auto-af/at]

Parameter

[shutdown | injector-30watt |
auto-af/at]

Description

There are three modes
available. Shutdown mode
refers to disable POE on a
port permanently. Injector-
30Watt mode refers to
enable PoE on a port
permanently. Auto AF/AT
mode refers to flexibly
enable PoE on a port the
connected device at the
other end. Under Semi-
Auto mode, it automatically
detects the connected




device if the device
supports PoE feature. If
not, it won'’t give the
connected device power.

Switch(config-if-PORT-
PORT)# poe pdname
[device name]

[device_name]

Specify the connected
power device name.

Switch(config-if-PORT-
PORT)# poe schedule

Enable a specified PoE
schedule.

Switch(config-if-PORT-
PORT)# poe schedule [time-
range-name]

No command
Switch(config-if-PORT-
PORT)# no poe operation

[time-range-name]

Assign PoE schedule a
time range. It defines
which previous-configured
time interval the port
should follow. One set of
time interval can be
accepted at a time.

Return PoE mode to
default.

Switch(config-if-PORT-
PORT)# no poe pdname

Remove the powered
device name.

Switch(config-if-PORT-
PORT)# no poe schedule

Disable PoE schedule
fumction.

Switch(config-if-PORT-
PORT)# no poe schedule
[time-range-name]

Show command

Switch(config)# show poe
status

[time-range-name]

Remove PoE schedule
setting on the port.

Show the current status of

overall PoE

Switch(config)# show poe
interface

Show the current status of
Powered Device and
Operation used on each
port.

Switch(config)# show poe
interface [port_list]

Show the current status of
Powered Device and
Operation on specified port

Switch(config)# show poe
interface schedule

Show the current schedule
used on each port.

Switch(config)# show poe
interface schedule [port_list]

Show the current schedule
used on specified port.

12.To set up static MAC address table

Command

Parameter

Switch(config-if-PORT-
PORT)#

mac address-table static-
mac [XX:Xx:XxX:xx:xx:xx] vlan

[XXXXEXXEXXEXXXX]

Description
Specify a static MAC address

[1-4094]

Specify VLAN ID
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[1-4004]

No command
Switch(config-if-PORT-
PORT)#

[XXEXXEXXE XX XX XX

Delete static MAC address entry

no mac address-table static-
mac [XX:XX:XX:XX:XX:Xx] vlan
[1-4094]

[1-4094]

6.5.20 show interface statistics command

The command “show interface statistics” that displays port traffic statistics, port packet error
statistics and port analysis history can be used either in Priviieged mode # and Global
Configuration mode (config)#. The “show interface statistics” command is useful for network
administrators to diagnose and analyze the port traffic real-time conditions.

Command Parameter Description

Switch(config)# show interface Display the accumulated packets analysis
statistics analysis for each port.

Switch(config)# show interface loort_list] Display the accumulated packets analysis
statistics analysis [port_list] port_ of the selected ports.

Switch(config)# show interface Display the real-time packets analysis for
statistics analysis rate each port.

Swﬁch(conflg)# _show interface , Display the real-time packets analysis of
statistics analysis rate [port_list]

oort_list] the selected ports.

Switc?h(config)# show interface Display the accumulated error packets
statistics error statistics for each port.

Switch(config)# show interface [oort_list] Display the accumulated error packets
statistics error [port_list] port_ statistics for the selected ports.
Switch(config)# show interface Display the real-time error packets
statistics error rate statistics for each port.

Switch(config)# show interface loort_list] Display the real-time error packets
statistics error rate [port_list] port_ statistics for the selected ports.
Switch(config)# show interface Display the accumulate traffic statistics for
statistics traffic each port.

Switch(config)# show interface loort_list] Display the accumulated traffic statistics
statistics traffic [port_list] port_ for the selected ports.

Switch(config)# show interface Display the real-time traffic statistics for
statistics traffic rate each port.

Switch(config)# show interface loort_list] Display the real-time traffic statistics for
statistics traffic rate [port list] port_ the selected ports.

gs,tg'l}ggégocr;gga# show interface Clear all statistics counters.
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6.5.21 show sfp command

When you slide in SFP transceivers, the detailed information about this module can be
viewed by using this command.

Command Description

Display the slide-in SFP information
including speed, distance, vendor
name, vendor PN and vendor serial
number.

Display the slide-in SFP information
Switch(config)# show sfp state including temperature, voltage, TX bias,
TX power, and RX power.

Switch(config)# show sfp information

6.5.22 show log command

Command Description

Show the event logs currently stored in
the Managed Industrial POE Switch. The
total number of event logs that can be
displayed is 500.

Switch(config)# show log

6.5.23 show default-config, running-config and start-up-
config command

Command Description

Display the original configurations
Switch(config)# show default-config assigned to the Managed Industrial
PoE Switch by the factory.

Display the configurations currently
used in the Managed Industrial POE
Switch. Please note that you must save
running configurations into your switch
flash before rebooting or restarting the
device.

Display the system configurations that
are stored in flash.

Switch(config)# show running-config

Switch(config)# show start-up-config
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/. WEB MANAGEMENT

The Managed Industrial POE Switch can be managed via a Web browser. The default IP of
the Managed Industrial POE Switch is “http://192.168.0.1”. You can change the Switch’s IP
address to the needed one later in its Network Management menu.

Follow these steps to manage the Managed Industrial POE Switch through a Web browser:

1. Use the RS-232 RJ-45 console port or one of the 10/100/1000Base-T RJ-45 ports (as
the temporary RJ-45 Management console port) to login the Managed Industrial PoE
Switch and set up the assigned IP parameters including the following:

e [P address
e Subnet Mask

¢ Default Gateway IP address, if required

2. Run a Web browser and specify the Managed Industrial POE Switch’s IP address to
reach it. (The Managed Industrial POE Switch can be reached at “http://192.168.0.1”

before any change.)
3. Login to the Managed Industrial PoOE Switch.
Once you gain the access, you are requested to login.

Login

» Please login

Enter Administrator Name :

Enter Administrator Password :

Enter the administrator name and password for the initial login and then click “Login”. The
default administrator name is admin and without a password (leave the password field blank).
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After a successful login, the screen page is shown as below:

IPS-3120-PoE++

-y System Information
-[1 User Authentication
e
|

Network Management
Switch Management
+{_ Switch Monitor

+{_] system Utility

-[1 Save Configuration
-1 Reset System

-1 Logout

1. System Information: Name the Managed Industrial POE Switch, specify the location and

System Information

Company Name
System Object ID

System Contact
System Name

rostname |

M/B Version

Seral Number

Up Time

System Temperature

Connection Technology Systems

1.3.6.1.4.1.9304.100.3120

info@ctsystem.com

IP5-3120-POE++

18F-6,N0.79,Sec. 1, Xintai 3th Rd. Xizhi Dist., Taiwan

IPS-3120-POE++

IPS-3120-POE++

IPS-3120-POE++

Image-2

Image-2

0.99.08

0.99.08

2

AD1

38Y917510000001 20170601

0 day 00°14:14 Not Available
36.5C

[SOELERIGLTEE 5-Port 30W POE+ [ISTALLGIEREWWEE T 535 C

installed

OK

check the current version of information.

2. User Authentication: Create and view the registered user list.

3. Network Management: Set up or view the IP address and related information about the

Managed Industrial POE Switch required for network management applications.

4. Switch Management: Set up switch or port configuration, VLAN configuration, QoS and

other functions.

5. Switch Monitor: View the operation status and traffic statistics of the ports.

6. System Utility: Upgrade firmware and load factory settings.

7. Save Configuration: Save all changes to the system.
8. Reset System: Reset the Managed Industrial POE Switch.

9. Logout: Exit the management interface.
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7.1 System Information

Select System Information from the left column and then the following screen page shows
up.

Company Name: Enter a company name up to 55 alphanumeric characters for this Managed

System Information

Company Name

System Object ID

System Contact

System Name
System Location
DHCP Vendor ID
Model Name

Host Name

Current Boot Image

Image-1 Version
Image-2 Version
CPLD Version
M/B Version
Serial Number
Up Time

System Temperature

Connection Technology Systems

1.3.6.1.4.1.9304.100.3120

info@ctsystem.com

IPS-3120-POE++

18F-6,N0.79,5ec.1.Xintai 3th Rd. Xizhi Dist., Taiwan

IPS-3120-POE++

IFS-3120-POE++

IPS-3120-POE++

Image-2

Configured Boot Image ([[lElE

0.99.08

0.99.08

2

Al

3BY917510000001

0 day 00:14:14 Local Time Mot Available

365 C

SOOI 3-Port 30W POE+ [[S IR EWEEUEY 53.5 C

RSl installed

Power 2 [l

oK

Industrial PoE Switch.

System Object ID: View-only field that shows the predefined System OID.

System Contact: Enter contact information up to 55 alphanumeric characters for this
Managed Industrial POE Switch.

System Name: Enter a unique name up to 55 alphanumeric characters for this Managed
Industrial PoE Switch. Use a descriptive name to identify the Managed Industrial POE Switch
in relation to your network, for example, “Backbone 1”. This name is mainly used for
reference.



System Location: Enter a brief description of the Managed Industrial POE Switch location up
to 55 alphanumeric characters. The location shown is for reference only.

DHCP Vendor ID: Enter the user-defined vendor ID up to 55 alphanumeric characters.
Please make sure you have an exact DHCP Vendor ID with the value specified in “vendor-
classes” in your dhcp.conf file. For detailed information, see Appendix A.

Model Name: View-only field that shows the product’s model name.
Host Name: View-only field that shows the product’s host name.
Current Boot Image: View-only field that shows the image in use.

Configured Boot Image: View-only field that shows the image which would be used after
rebooting.

Image-1 Version: View-only field that shows the firmware version of the first image.
Image-2 Version: View-only field that shows the firmware version of the second image.
1000M Port Number: The number of ports transmitting at the speed of 1000Mbps.
100M Port Number: The number of ports transmitting at the speed of 1200Mbps.

M/B Version: View-only field that shows the main board version.

Serial Number: View-only field that shows the serial number of this switch.

Date Code: View-only field that shows the Managed Industrial POE Switch firmware date
code.

Up time: View-only field that shows how long the device has been powered on.
Local Time: View-only field that shows the time of the location where the switch is.
CPU Temperature: View-only field that shows the current temperature of the CPU.

PHY1 Temperature: A PHY connects a link layer device to a physical medium such as an
copper cable optical fiber. View-only field that shows the PHY 1's temperature.

PHY2 Temperature: View-only field that shows the PHY 2's temperature.
PHY3 Temperature: View-only field that shows the PHY 3's temperature.
Click the “OK” button to apply the modifications.

*Fiber 2 information for 2-fiber model only
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7.2 User Authentication

To prevent any un-authorized access, only registered users are allowed to access the
Managed Industrial POE Switch. Users who want to access the Managed Industrial PoE
Switch need to register in the user’s list first.

To view or change current registered users, select User Authentication from the left column
and then the following screen page shows up.

User Authentication

Password Encryption |JREE] =0k

Note Il
When configure Password Encryption option to disabled | all existing password will be clear.
MNote to configure user password again otherwise all user password will be empty.

OK

Password Encryption: Click drop-down box to disable or enable MD5(Message-Digest
Algorithm). It is a widely used cryptographic hash function producing a 128-bit (16-byte) hash
value, typically expressed in text format as a 32 digit hexadecimal number. The default

setting is disabled.

User Authentication

admin

New || Edit || Delete || RADIUS Configuration

Click New to add a new user account, then the following screen page appears.
Click Edit to view and edit a registered user setting.

Click Delete to remove a registered user setting.
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User Authentication

CurmrentTotalMax Users (paril]
Account State Disabled =

User Name

Password

Retype Password

Description

Console Level Read Only
Read Only

Read and Write
Administrator

Current/Total/Max Users: View-only field
Current: This shows the number of current registered user.
Total: This shows the number of the registered users.

Max: This shows the maximum number available for registration. The maximum number
is 10.

Account State: Enable or disable the selected account.

User Name: Specify the authorized user login name, up to 20 alphanumeric characters.
Password: Enter the desired user password, up to 20 alphanumeric characters.
Retype Password: Enter the password again to confirm.

Description: Enter a unique description up to 35 alphanumeric characters for this user. This
is mainly for reference only.

Console Level: Select the preferred access level for this newly created account.

Administrator: Full access right, including maintaining the user account, system
information, loading factory settings, etc.

Read & Write: Partial access right, unable to modify the system information, user
account, load factory settings and firmware upgrade.

Read Only: Read only access right.

NOTE: If you forget the login password, the only way to gain access to the Web Management is to set
the Managed Industrial POE Switch back to the factory default setting by pressing the Reset button for
10 seconds (The Reset button is located on the Front Panel of the Managed Industrial POE Switch.).
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When the Managed Industrial POE Switch returns back to the default setting, you can log in with the

default login username and password (By default, no password is required. Leave the field empty and
then press Login.)

Click the “OK?” button to apply the settings.

RADIUS Configuration

Click RADIUS Configuration in User Authentication and then the following screen page
appears.

RADIUS Configuration

s sov | TR
s e s s T

When RADIUS Authentication is enabled, User Login will be according to those settings on
the RADIUS server(s).

NOTE: For advanced RADIUS Server setup, please refer to APPENDIX B or the “free
RADIUS readme.txt” file on the disc provided with this product.

Secret Key: The word to encrypt data of being sent to RADIUS server.
RADIUS Port: The RADIUS service port on RADIUS server. The default value is “1812”".

Retry Time: Times of trying to reconnect if the RADIUS server is not reachable. The default
value is “0”.

RADIUS Server Address: The IP address of the first RADIUS server.

2nd RADIUS Server Address: The IP address of the second RADIUS server.
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7.3 Network Management

In order to enable network management of the Managed Industrial POE Switch, proper
network configuration is required. To do this, click the folder Network Management from the
left column and then the following screen page appears.

Network Configuration
[ System Information

[y User Authentication

- MAC Address 00:06:19:00:00:20
-l Network Management
[ Metwork Configuration Configuration Type |JRNERTER Current State
O System Service Configuralid| | Iy 192.168.0.1 192.168.0.1
[0 R8232Melnet/Caonsole Con
[ Time Server Configuration Subnet Mask 255 255 2550 255 2562550
O Time Range Gateway 0.000 0.0.00
1 SNMPv3 USM User
[0 Device Community oK
[1 Trap Destination E—

[ Trap Configuration
[ Syslog Configuration

1. Network Configuration: Set up the required IP configuration of the Managed Industrial
PoE Switch.

2. System Service Configuration: Set up the system service type.

3. RS232/Telnet/Console Configuration: Set up RS232/Telnet/Console configuration.
4. Time Server Configuration: Set up the time server’s configuration.

5. Time Range: Set up an event at a period of time specified.

6. SNMPv3 USM User: View the registered SNMPv3 user name list. Edit an existing user
name.

7. Device Community: View the registered SNMP community name list. Add a new
community name or remove an existing community name.

8. Trap Destination: View the registered SNMP trap destination list. Add a new trap
destination or remove an existing trap destination.

9. Trap Configuration: View the Managed Switch trap configuration. Enable or disable a
specific trap.

10.Syslog Configuration: Enable or disable Log Server and set up its IP configuration.
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7.3.1 Network Configuration

Click the option Network Configuration from the Network Management menu and then the
following screen page appears.

Network Configuration

MAC Address 00:06:19:00:01-:00
Configuration Type Current State

IP Address 1192.168.0.1 |[192.168.0.1
Subnet Mask 255.255.255.0  ||255.255.255.0

MAC Address: This view-only field shows the unique and permanent MAC address pre-
assigned to the Managed Industrial POE Switch. You cannot change the Managed Industrial
PoE Switch’s MAC address.

Configuration Type: There are two configuration types that users can select from the pull-
down menu: “DHCP” and “Manual”. When “DHCP” is selected and a DHCP server is also
available on the network, the Managed Industrial POE Switch will automatically get the IP
address from the DHCP server. If “Manual” is selected, users need to specify the IP address,
Subnet Mask and Gateway.

NOTE: This Managed Industrial POE Switch supports auto-provisioning function that
enables DHCP clients to automatically download the latest firmware and configuration
image from the server. For information about how to set up a DHCP server, please refer to
APPENDIX A.

IP Address: Enter the unique IP address for this Managed Industrial POE Switch. You can
use the default IP address or specify a new one when the address duplication occurs or the
address does not match up with your network. (The default factory setting is 192.168.0.1.)

Subnet Mask: Specify the subnet mask. The default subnet mask values for the three
Internet address classes are as follows:

e Class A: 255.0.0.0
e Class B: 255.255.0.0

e Class C: 255.255.255.0
Gateway: Specify the IP address of a gateway or a router, which is responsible for the
delivery of the IP packets sent by the Managed Industrial POE Switch. This address is

required when the Managed Industrial POE Switch and the network management station are
on different networks or subnets. The default value of this parameter is 0.0.0.0, which means
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no gateway exists and the network management station and Managed Industrial POE Switch
are on the same network.

7.3.2 System Service Configuration

Click the option System Service Configuration from the Network Management menu and
then the following screen page appears.

System Service Configuration

Telnet Service (JiSELIL=l
S5H Service  (JfRIEELED
SNMP Service (JiSyE]L=l
Web Service  (JiSyE]=l=l

o

o

o

OK

Telnet Service: Select Disabled or Enabled for the system service type.
SSH Service: Select Disabled or Enabled for the system service type.
SNMP Service: Select Disabled or Enabled for the system service type.
Web Service: Itis a view-only field. Web service cannot be disabled.

Click the “OK?” button to apply the settings.

7.3.3 RS232/Telnet/Console Configuration

Click the option RS232/Telnet/Console Configuration from the Network Management
menu and then the following screen page appears.
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RS$232/Telnet/Console Configuration

Baud Rate 9500bps
Stop Bits 1

Parity Check Mane
Word Length g

Flow Control Mone

Telnet Port 23

System Time Cut |y

Web Time Out 20

OK |

Baud Rate: View-only field that displays 9600bps for RS-232 setting.
Stop Bits: View-only field that displays 1 for RS-232 setting.

Parity Check: View-only field that displays None for RS-232 setting.
Word Length: View-only field that displays 8 for RS-232 setting.
Flow Control: View-only field that displays None for RS-232 setting.

Telnet Port: Specify the desired TCP port number for the Telnet console. The default TCP
port number of Telnet is 23.

System Time Out: Specify the desired time that the Managed Industrial POE Switch will wait
before disconnecting an inactive console/telnet. The default value is 300 seconds.

Unit: Select the unit is Seconds or Minutes.

Web Time Out: Specify the desired time that the Managed Industrial POE Switch will wait
before disconnecting an inactive web. The default value is 20 minutes.

Click the “OK?” button to apply the settings.

7.3.4 Time Server Configuration

Click the option Time Server Configuration from the Network Management menu and then
the following screen page appears.
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Time Server Configuration

e e
e
[GMT-11:00 Apia v

NOTE:The offset of start time and end time should be greater than 1 hour, or the effect is unpredictable.

Time Synchronization: Enable or disable the time synchronization.
Time Server Address: Specify the primary NTP time server address.

2" Time Server Address: When the default time server is down, the Managed Industrial
PoE Switch will automatically connect to the 2™ time server.

Synchronization Interval: The time interval to synchronize from NTP time server. The
allowable value is from 1 hour to 24 hours.

Time Zone: Select the appropriate time zone from the pull-down menu.

Daylight Saving Time — To enable or disable the daylight saving time function. Daylight
saving time is the practice of advancing clocks during summer months by one hour so that
evening daylight lasts an hour longer, while sacrificing normal sunrise times.

Daylight Saving Time Date Start — Click the pull-down menu to select the annual start date
of daylight saving time.

Daylight Saving Time Date End — Click the pull-down menu to select the annual end date
of daylight saving time.

Click the “OK?” button to apply the settings.

7.3.5 Time Range

This command defines a time interval to be activated on a daily or weekly basis. This is
convenient to assign when a function should automatically take effect. Before using the
function, make sure that gateway is set under either IPv4 mode in Network Configuration
(Section 3.3.1) and time server is configured in Time Server Configuration (Section 3.3.4).
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Time Range related function scheduling will only take effect when Switch system time is sync
with NTP time server.

Time Range

Mo T Rarge uton ——|
Edit || Delete
Edit || Delete
Edit || Delete
Edit || Delete
Edit || Delete
Edit || Delete
Edit || Delete
Edit || Delete
Edit || Delete
Edit || Delete

This table displays the overview of each time range specified. 10 time ranges can be set at
most.

Name: The given name for the time range.
Time Range: Displays detailed time intervals spefified.

Click “Edit” for further settings or “Delete” to erase the name or time range.
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Time Range

[ame | |
DWW-WWW

Absolute I | [{[9AN_v]|| | ‘ Reset ‘
\ ] (| | ||| Reset |

Periodic

New

Periodic List
New

Name: Specify a name to the time interval. It receives 32 characters at most.

Absolute: An absolute interval to enable a function. Specify an absolute start time or end
time to a time interval.

Where:

Hour 0-23
Minute  0-59
Date 1-31

Month  JAN, FEB, MAR, APR, MAY, JUN, JUL, AUG, SEP, OCT, NOV, DEC

Year 2000-2097

Note: No start time assigned refers to start immediately. One absolute start time can be set at
most. No end time assigned refers to run a function continuously. One absolute end time can

be set at most.

Periodic: An interval to enable a function on a weekly basis. The periodic interval only takes
effect within specified absolute interval.Specify weekly recurring time interval. Two periodic
intervals can be set at most.
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Where:
Hour 0-23
Minute 0-59

Days(7 days) including Monday(Mon), Tuesday(Tue), Wednesday(Wed), Thursday(Thu),
Friday(Fri), Saturday(Sat), Sunday(Sun).

Periodic List: An interval to enable a function on a daily basis. The periodic list interval only
takes effect within specified absolute interval. Specify a list of days in a week for periodic run.

Where:
Hour 0-23
Minute 0-59

days(7 days) including Monday(Mon), Tuesday(Tue), Wednesday(Wed), Thursday(Thu),
Friday(Fri), Saturday(Sat), Sunday(Sun).

Cross-day setting is feasible. In other words, the second occurrence of time can be set on the
following day, e.g. “22:00-2:00".

Note: Two set of periodic list intervals can be set at most.

Under a time range name, user may add one absolute start time and one absolute end time
at most. Users may also add two optional time ranges at most using Periodic and Periodic
List time range.

For example, Users may set:

1. Two Periodic in time range, or

2. One Periodic and one Periodic List in time range, or
3. Two Periodic List in time range.

7.3.6 SNMPv3 USM User

Simple Network Management Protocol Version 3, SNMPv3 in short, features stronger security
mechanism, including authentication and encryption that helps ensure that the message is
from a valid source and scramble the content of a packet, to prevent from being learned by an
unauthorized source. Select the option SNMPv3 USM User from the Network Management
menu, then the SNMPv3 USM User page shows up.

Note: The SNMPv3 user account is generated from “User Authentication” (Section 4.2)
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SNMPv3 USM User

Authentication

admin Mone MNone

Edit

Click “Edit” for further settings.

SNMPv3 USM User

Current/Total/Max Agents |EEIx]Y

Account State Enabled

UserName admin

Authentication Mone v

Auth-Password

MNone v

Private

Priv-Password

SNMP Level Administrator

OK

Current/Total/Max Agents: View-only field.
Current: This shows the number of currently registered communities.
Total: This shows the number of total registered community users.

Max Agents: This shows the number of maximum number available for registration.
The default maximum number is 10.

Account State: View-only field that shows this user account is enabled or disabled.
User Name: View-only field that shows the authorized user login name.

Authentication: This is used to ensure the identity of users. The following is the method to
perform authentication.
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None: Disable authentication function. Click “None” to disable it.
MD5(Message-Digest Algorithm): A widely used cryptographic hash function
producing a 128-bit (16-byte) hash value, typically expressed in text format as a 32
digit hexadecimal number. Click “MD5” to enable authentication.

SHA(Secure Hash Algorithm): A 160-bit hash function which resembles the said MD5
algorithm. Click “SHA” to enable authentication.

Auth-Password: Specify the passwords, up to 20 characters.

Private: It allows for encryption of SNMP v3 messages to ensure confidentiality of data. The
following is the method to perform encryption.

None: Disable Private function. Click “None” to disable it.

DES(Data Encryption Standard): An algorithm to encrypt critical information such as
message text message signatures...etc. Click “DES” to enable it.

Priv-Password: Specify the passwords, up to 20 characters.
SNMP-Level: View-only field that shows user’s authentication level.

Administrator: Full access right including maintaining user account & system
information, load factory settings ...etc.

Read & Write: Full access right but cannot modify user account & system information,
cannot load factory settings.

Read Only: Allow to view only.

A combination of a security event as below indicates which security mechanism is used when
handling an SNMP packet.

Authentication Private Result

None None Uses a username match for
authentication

Message Digest None Provides authentication based

Algorithm(MD5) or
Secure Hash
Algorithm(SHA)

on the Hashed Message
Authentication Code(HMAC)-
MD5 or HMAC-SHA algorithms.

MDS5 or SHA

Data Encryption
Standard(DES)

Provides authentication based
on the Hashed Message
Authentication Code(HMAC)-
MD5 or HMAC-SHA algorithms.
What's more, provides DES 56-
bit encryption based on the
Cipher Block Chaining (CBC)-
DES standard.
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7.3.7 Device Community

Click the option Device Community from the Network Management menu and then the
following screen page appears.

Device Community

Community || Description

public Default_Account

admin Default_Account

| New | | Edit | | Delete |

Click New to add a new community, then the following screen page appears.
Click Edit to view and edit a community setting.
Click Delete to remove a community setting.

Device Community

CurrentTotalMax Agents |l
Account State Disabled

Commumnity

Description

SHNMP Level Fead Cnly
Read Only
Fead and Write

Administratar

Current/Total/Max Agents: View-only field.

Current: This shows the number of current community agents.
Total: This shows the total number of the community agents.
Max: This shows the maximum number available for configuration. The maximum

number is 3.
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Account State: Enable or disable the selected account.
Community: Specify the community name, up to 20 alphanumeric characters.
Description: Enter the description of the community, up to 20 alphanumeric characters.
SNMP Level: Select the preferred SNMP level for this newly created agent.
Administrator: Full access right.
Read & Write: Partial access right.

Read Only: Read only access right.

7.3.8 Trap Destination

Click the option Trap Destination from the Network Management menu and then the
following screen page appears.

Trap Destination

Disabled v | 0.0.0.0

2 ||Disabled v||[0.0.0.0
3 |[Disabled v||[0.0.0.0
3

Index: The index of the SNMP trap destination.

State: Select Disabled or Enabled for the trap destination.
Destination: Set up IP address for the trap destination.
Community: Set up community for the specific trap destination.

Click the “OK?” button to apply the settings.

7.3.9 Trap Configuration
Click the option Trap Configuration from the Network Management menu and then the
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following screen page appears.

Trap Configuration

Cold Start Trap Enabled
Warm Start Trap Enabled
Authentication Failure Trap [J§=t=1t=l
Port Link Up/Down Trap Enabled

o

o

o

[OK]

Cold Start Trap: Select Disabled or Enabled for the SNMP trap.

Warm Start Trap: Select Disabled or Enabled for the SNMP trap.
Authentication Failure Trap: Select Disabled or Enabled for the SNMP trap.
Port Link Up/Down Trap: Select Disabled or Enabled for the SNMP trap.

Click the “OK?” button to apply the settings.

7.3.10 Syslog Configuration

Click the option Syslog Configuration from the Network Management menu and then the
following screen page appears.

Syslog Configuration

Log Server

SNTP Status Disabled

Log Server IP 1 |[[IK0) |

Log Server IP 2 |JOXVKORY,

IETVE Y (0.0.0.0 |

OK

Log server: Select Disabled or Enabled for the Log server.
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SNTP Status: View-only filed for the SNTP status

Log server IP 1: Set up the first Log server’s IP address.

Log server IP 2: Set up the second Log server’s IP address if needed
Log server IP 3: Set up the third Log server’s IP address if needed.

Click the “OK” button to apply the settings.

7.4 Switch Management

To manage the Managed Industrial POE Switch and set up required switching functions, click
the folder Switch Management from the left column and then several options and folders will
be displayed for your selection.

Switch Configuration

[y System Information
[y User Authentication

Fl Network Management

Maximum Frame Size a&00 Bytes (1518-9500)

Metwaork Configuration MAC Address Aging Time |jhily (0-900)5ecs
System Service Configuratic ——
RS232TelnetConsole Con' | [EEELEERRI gy 12 (1-20)Units
Time Server Configuration Statistics Polling Interval ||l 1-600(1/10 Sec)
Time Eange

SMMPV3 USM User
Device Community
Trap Destination

[1 Trap Configuration
[ Syslog Configuration

SR Y ey

Fal Switch Management
O Switch Configuration

3 Port Configuration

w1 802.1X Configuration
1 WLAN Configuration

1 QoS Configuration
[1 Ring Detection

[1 PoE Configuration

w1 Switch Monitor
w1 System Utility
[ Save Configuration
) Reset System
) Logout
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1. Switch Configuration: Set up MAC address aging time, and enable/disable SFP Polling
and Statistics Polling.

2. Port Configuration: Set up the port state, port type and flow control.

3. 802.1X Configuration: Set up the 802.1X system, port Admin state, port reauthenticate.

4. VLAN Configuration: Set up IEEE 802.1q Tag VLAN and Port Based VLAN.

5. QoS configuration: QoS enables users to assign various grades of network service to
different types of traffic, such as multi-media, video, protocol-specific, time critical, and
file-backup traffic.

7.4.1 Switch Configuration

Click the option Switch Configuration from the Switch Management menu and then the
following screen page appears.

Switch Configuration

Maximum Frame Size 9600 Bytes (1518-9600)

MAC Address Aging Time |Js00] (0-900)5ecs

Statistics Polling Port 12 (1-20)Units
Statistics Polling Interval  |§{s0] 1-600(1/10 Sec)
OK

Maximum Frame Size: Specify the maximum frame size between 1518 and 9600 bytes. The
default maximum frame size is 9600bytes.

MAC Address Aging Time: Specify MAC Address aging time between 0 and 900 seconds.
“0” means that MAC addresses will never age out.

Statistics Polling Port: Specify the number of ports for data acquisition at a time.
Statistics Polling Interval: Specify the time interval in 1/10 seconds for data acquisition.

Click the “OK” button to apply the settings.

7.4.2 Port Configuration

Click the option Port Configuration from the Switch Management menu and then the
following screen page appears.
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Port Configuration

Port Number Port1 ~

Port State Enabled ~

Preferred Media Type |jEes]s]sl=1g\

Port Type Auto-Negotiation
Port Speed 1000Mbps ~

Full »
Flow Control Disabled

Description

OK
Port Number: Click the pull-down menu to select the port number for configuration.
Port State: Enable or disable the selected port.

Preferred Media Type: This shows the media type (either Fiber or Copper) of the selected
port. This field is open to select only when the selected port has two media type.

Port Type: Select Auto-Negotiation or Manual mode as the port type.

Port Speed: When you select Manual port type, you can further specify the transmission
speed (10Mbps/100Mbps/1000Mbps/Auto-Sense) of the port(s).

Duplex: When you select Manual port type, you can further specify the current Duplex
operation mode (full or half duplex) of the port(s).

Flow Control: Enable or disable Flow Control function.
Description: Add a remark to the description box for the port, up to 35 characters.

Click the “OK?” button to apply the settings.

7.4.3 Link Aggregation

Link aggregation is an inexpensive way to set up a high-speed backbone network that
transfers much more data than any one single port. Devices can deliver more data without
replacing everything and buying new hardware.
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For most backbone installations, it is common to install more cabling or fiber optic pairs than
initially necessary, even if there is no immediate need for the additional cabling. This action is
taken because labor costs are higher than the cost of the cable. Running extra cable reduces
future labor costs if networking needs changes. Link aggregation can allow the use of these
extra cables to increase backbone speeds with little or no extra cost if ports are available.

By Link Aggregation, devices are allowed to communicate simultaneously at their full single-
port speed while any one single device would not occupy all available backbone capacities.

Click the Link Aggregation folder from the Switch Management menu and then two options
will be displayed.

Distribution Rule

-1 System Information
-1 User Authentication

=53 Network Management Source IP Address Disabled
-1 Network Configuration DESETTIN RN LI | Disabled ~
-y System Service Configuration :
-1 RS232/Telnet/Console Configuration Source L4 PORT Disabled ¥
~[3 Time Server Configuration Destination L4 PORT Disabled v
-1 Time Range
[y SNMPv3 USM User Source MAC Address Disabled
-3 Device Community DESHERNEXGRGLIESSY | Disabled ~
-[y Trap Destination
-y Trap Configuration | OK || Cancel |

0

Syslog Configuration

=3 Switch Management
-1 Switch Configuration

-3 Port Configuration

=3 Link Aggregation
[ Distribution Rule

Distribution Rule: Configure the distribution rule of Port Trunking group(s).
Port Trunking: Create, edit or delete port trunking group(s).
7.4.3.1 Distribution Rule

Click Distribution Rule from the Link Aggregation menu, the following screen page
appears.
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Distribution Rule

Source |P Address Enabled ~

Destination IP Address Enabled

Source L4 PORT Enabled v

Destination L4 FPORT ‘Enabled v

Source MAC Address 'Enabled ~

Destination MAC Address |J=gE]s]= e B

(oK ][ Cancel

There are six fields for you to set up packets according to operations.

Source IP Address: Enable or disable packets according to source IP address.
Destination IP Address: Enable or disable packets according to Destination IP address.
Source L4 Port: Enable or disable packets according to source L4 Port.

Destination L4 Port: Enable or disable packets according to Destination L4 Port.
Source MAC Address: Enable or disable packets according to source MAC address.

Destination MAC Address: Enable or disable packets according to Destination MAC
address.

7.4.3.2 Port Trunking

Click Port Trunking from the Link Aggregation menu and then the following screen page
appears.

Port Trunking

(Group Name | 1] 23] 45 [[6 7][ao] 10] 1] 12] 13] 14 ] 15] 16 ] 17 ] 18] 19 ] 20]

| Edit I MNew I Delete |
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The Managed Industrial POE Switch allows users to create at most 5 trunking groups. Each
group consists of 2 to 6 links (ports).

Click New to add a new trunk group and then the following screen page appears.
Click Delete to remove a current registered trunking group setting.

Click Edit to view and edit a registered trunking group’s settings.

Port Trunking

eV :hiTALIENERE 1/ 0/14 Groups

0
1 2 ]3[4 |5 Jo 7 |8 |
E 12]13]
12|13
Port Members
e|ejafas

Group Name

—
—

Please check the following two points before setting:

1. The Port Members are "Full Duplex”.

2. The Port Members have the same speed.

OK

Current/Total/Max Groups: View-only field
Current: It shows the number of currently registered groups.
Total: It shows the number of total registered groups.

Max: It shows the maximum number of groups available for registration. The default
maximum number is 5 groups.

Group Name: Specify a trunking group name, up to 15 alphanumeric characters.

Port Members: Select ports that belong to the specified trunking group. Please keep the
rules below in mind when assigning ports to a trunking group:

- Must have 2 to 6 ports in each trunking group.

101



- Each port can only be grouped in one group.

Click OK and return back to Link Aggregation menu.

NOTE: All trunking ports in the group must be members of the same VLAN, and QoS
default priority configurations must be identical. Furthermore, all of the LACP aggregated
links must be in the same speed and should be configured as full duplex.

7.4.3.3 LACP Port Configuration

The Industrial Switch supports dynamic Link Aggregation Control Protocol (LACP) which is
specified in IEEE 802.3ad. Static trunks have to be manually configured at both ends of the
link. In other words, LACP configured ports can automatically negotiate a trunked link with
LACP configured ports on other devices. You can configure any number of ports on the
Managed Switch as LACP, as long as they are not already configured as part of a static trunk.
If ports on other devices are also configured as LACP, the Managed Switch and the other
devices will negotiate a trunk link between them. If an LACP trunk consists of more than four
ports, all other ports will be placed in a standby mode. Should one link in the trunk fail, one of
the standby ports will automatically be activated to replace it.

Configure Port Protocol:

Click the option LACP Port Configuration from the Link Aggregation menu and then select
“‘Role” from the pull-down menu of Select Setting. The screen page is shown below.

LACP Port Configuration

Select Setting |GEWVEIER

FPort KeyValue

NN X X CON R CON G
0 0 0 0 0 0 0 0

OK |

This allows LACP to be enabled (active or passive) or disabled on each port.
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Configure Key Value:

Select “Key Value” from the pull-down menu of Select Setting.

LACP Port Configuration

SllZa gl | KeyValue ¥

FPort KeyValue

I X X CON R CON G
0 0 0 0 0 0 0 0

oK

Ports in an aggregated link group must have the same LACP port Key. In order to allow a
port to join an aggregated group, the port Key must be set to the same value. The range of
key value is between 0 and 255. When key value is set to 0, the port Key is automatically set
by the Managed Switch.

Configure Port Role:

Select “Role” from the pull-down menu of Select Setting.
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LACP Port Configuration

Select Setting |JEG]:! v

Port Role

I X EXNN U CRNN RN N O
'Disable v || Disable v |||Disable v || Disable v ||| Disable ||| Disable v | Disable v || Disable v

Disable - Disable - Disable - Disable «

Disable -

=
[¢]
Qb
L=
2]
-

OK

“Disable” Port Role: Disable LACP on specified port(s)

“Active” Port Role: Active LACP ports are capable of processing and sending LACP control
frames. This allows LACP compliant devices to negotiate the aggregated link so that the
group may be changed dynamically as required. In order to utilize the ability to change an
aggregated port group, that is, to add or remove ports from the group, at least one of the
participating devices must designate LACP ports as active. Both devices must support LACP.

“Passive” Port Role: LACP ports that are designated as passive cannot initially send LACP
control frames. In order to allow the linked port group to negotiate adjustments and make
changes dynamically, one end of the connection must have “active” LACP ports.

7.4.4 Rapid Spanning Tree

The Spanning Tree Protocol (STP), defined in the IEEE Standard 802.1D, creates a spanning
tree within a mesh network of connected layer-2 bridges (typically Ethernet switches) and
disables the links which are not part of that tree, leaving a single active path between any two
network nodes.

Multiple active paths between network nodes cause a bridge loop. Bridge loops create
several problems. First, the MAC address table used by the switch or bridge can fail, since
the same MAC addresses (and hence the same network hosts) are seen on multiple ports.
Second, a broadcast storm occurs. This is caused by broadcast packets being forwarded in
an endless loop between switches. A broadcast storm can consume all available CPU
resources and bandwidth.

Spanning tree allows a network design to include spare (redundant) links to provide
automatic backup paths if an active link fails, without the danger of bridge loops, or the need
for manually enabling/disabling these backup links.
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To provide faster spanning tree convergence after a topology change, an evolution of the
Spanning Tree Protocol: Rapid Spanning Tree Protocol (RSTP), introduced by IEEE with
document 802.1w. RSTP, is a refinement of STP; therefore, it shares most of its basic
operation characteristics. This essentially creates a cascading effect away from the root
bridge where each designated bridge proposes to its neighbors to determine if it can make a

rapid transition. This is one of the major elements which allows RSTP to achieve faster
convergence times than STP.

Click the folder Rapid Spanning Tree from the Switch Management menu and then three
options within this folder will be displayed as follows.

RSTP Switch Settings
[ System Information

[y User Authentication

- System Prion 32765 ¥
+1J Network Management d y

- Switch Management Max Age & Secs (6-200)
[y Switch Configuration

[y Port Configuration

Hello Time 1 Secs (1-10)

#{) Link Aggregation
=+ Rapid Spanning Tree
[ RSTP Switch Settings
[ RSTP Aggregated Port S

Forward Delay [JEl Secs (4-30)

Force Version Mormal ¥

OK
[1 RSTP Physical Port Settil| ——

1. RSTP Switch Settings: Set up system priority, max Age, hello time, etc.
2. RSTP Aggregated Port Settings: Set up aggregation, path cost, priority, edge, etc.

3. RSTP Physical Port Settings: Set up physical, ability and edge status of port.

7.4.4.1 RSTP Switch Settings

Click the option RSTP Switch Settings from the Rapid Spanning Tree menu and then the
following screen page appears.
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RSTP Switch Settings

system Priority ([EFIE:

Max Age G Secs (5-200)

Hello Time 1 Secs (1-10)

Forward Delay [ff] Secs (4-30)

Force Version Mormal ¥

OK

System Priority: Each interface is associated with a port (hnumber) in the STP code. And,
each switch has a relative priority and cost that is used to decide what the shortest path is to
forward a packet. The lowest cost path is always used unless the other path is down. If you
have multiple bridges and interfaces then you may need to adjust the priority to achieve
optimized performance.

The Managed Switch with the lowest priority will be selected as the root bridge. The root
bridge is the “central” bridge in the spanning tree.

Max Age: If another switch in the spanning tree does not send out a hello packet for a long
period of time, it is assumed to be disconnected. This timeout is set to 20 seconds.

Hello Time: Periodically, a hello packet is sent out by the Root Bridge and the Designated
Bridges that are used to communicate information about the topology throughout the entire
Bridged Local Area Network.

Forward Delay: It is the time spent in each Listening and Learning state before the
Forwarding state is entered. This delay occurs when a new bridge comes onto a busy
network.

Force Version: Set and show the RSTP protocol to be used. Normal - use RSTP,
Compatible - compatible with STP.

7.4.4.2 RSTP Aggregated Port Settings

Click the option RSTP Aggregated Port Settings from the Rapid Spanning Tree menu and
then the following screen page appears.
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RSTP Aggregated Port Settings

State Enabled v

Path Cost {0-200000000) ||

Priority 16 v

Edge Disable ~

Point to Point Forced False v

| OK |

State: Enable or disable configured trunking groups in RSTP mode.

Path Cost: This parameter is used by the RSTP to determine the best path between devices.
Therefore, lower values should be assigned to ports attached to faster media, and higher
values assigned to ports with slower media. 0 means auto-generated path cost.

Priority: Choose a value between 0 and 240 to set the priority for the port interface. A higher
priority will designate the interface to forward packets first. A lower number denotes a higher
priority.

Edge: If you know a port is directly connected to an end device (that doesn't support RSTP)
then set it as an edge port to ensure maximum performance. This will tell the switch to
immediately start forwarding traffic on the port and not bother trying to establish a RSTP
connection. Otherwise, turn it off.

Point to Point:

Forced True: indicates a point-to-point (P2P) shared link.P2P ports are similar to edge
ports; however, they are restricted in that a P2P port must operate in full duplex.
Similar to edge ports, P2P ports transit to a forwarding state rapidly thus benefiting
from RSTP.

Forced False: the port cannot have P2P status.
Auto: allows the port to have P2P status whenever possible and operates as if the
P2P status were true. If the port cannot maintain this status, (for example if the port is

forced to half-duplex operation) the P2P status changes to operate as if the P2P value
were false. The default setting for this parameter is true.
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7.4.4.3 RSTP Physical Port Settings

Click the option RSTP Physical Port Settings from the Rapid Spanning Tree menu and
then the following screen page appears.

Configure Port State:

Select “State” from the pull-down menu of Select Setting.

RSTP Physical Port Settings

Select Setling (SIELE v

Port State

This allows ports to be enabled or disabled. When it is On, RSTP is enabled.

Configure Port Path Cost:
Select “Path Cost” from the pull-down menu of Select Setting.

RSTP Physical Port Settings

Select Setting [JisEIEY 0
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This sets up each port’s path cost. The default value is “0”.
Configure Port Priority:
Select “Priority” from the pull-down menu of Select Setting.

RSTP Physical Port Settings

Port Priori

N CER N 7 N
CEA R (R R

126 v 126 v 126 » 126 v

L OK]
You can choose Port Priority value between 0 and 240. The default value is “128”.
Configure Port Edge:

Select “Edge” from the pull-down menu of Select Setting.

RSTP Physical Port Settings

Select Setting ([IEkls v

EI

Set the port to “enabled” or “disabled”. When it is On, Port Edge is enabled.
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Configure Port Point2point:
Select “Point2point” from the pull-down menu of Select Setting.

RSTP Physical Port Settings

gl Wl | Point2point v
Port Point2point

I X X N CON O A DR

EON O (R R R N N
A N N
Forced True v Forced True v Forced True v Forced True v
OK

Set up the Point to Point setting. The default setting is “Forced True”.

7.4.5 802.1X/MAB Configuration

The IEEE 802.1X standard provides a port-based network access control and authentication
protocol that prevents unauthorized devices from connecting to a LAN through accessible
switch ports. Before services are made available to clients connecting to a VLAN, clients that
are 802.1X-complaint should successfully authenticate with the authentication server.

Initially, ports are in the authorized state which means that ingress and egress traffic are not
allowed to pass through except 802.1X protocol traffic. When the authentication is successful
with the authentication server, traffic from clients can flow normally through a port. If
authentication fails, ports remain in unauthorized state but retries can be made until access is
granted.

Click the folder 802.1X/MAB Configuration from the Switch Management menu and then
three options will be displayed as follows.

IPS-3120-PoE++ System Configuration
[y System Information

[y User Authentication
- Enable
+1J Network Management

=+ Switch Management RADIUS IP 0000
[} Switch Configuration

[y Port Configuration
+1 Link Aggregation Reauthentication Enabled

=+ 802 1X/MAB Configuration RADIUS-Assigned VLAN Enabled

[} System Configuration

[} Port Configuration 0K

[1 802.1X Port Reauthenticz

RADIUS Secret

110



1. System Configuration: Set up 802.1X RADIUS IP, RADIUS Secret, Reauthentication,
Timeout.

2. Port Configuration: Set up aggregation, Path Cost, Priority, Edge, etc.

3. 802.1X Port Reauthenticate: Set up Physical, ability and edge status of port.

7.4.5.1 System Configuration

Click the option System Configuration from the 802.1X/MAB Configuration folder and then
the following screen page appears.

System Configuration

Enable

RADIUS IP 0.0.0.0

RADIUS Secret

Reauthentication Enabled

RADIUS-Assigned VLAN Enabled

OK

Enable: Enable or disable 802.1X on the Managed Switch. When enabled, the Managed
Switch acts as a proxy between the 802.1X-enabled client and the authentication server. In
other words, the Managed Switch requests identifying information from the client, verifies that
information with the authentication server, and relays the response to the client.

RADIUS IP: Specify RADIUS Authentication server address.

RADIUS Secret: The identification number assigned to each RADIUS authentication server
with which the client shares a secret.

Reauthentication Enabled: Globally enable or disable periodic Reauthentication.
RADIUS-Assigned VLAN: Globally enable to allow the Radius server to use the following

tunnel attributes for port’'s VLAN assignment after successful authentication: Tunnel-
Type=VLAN(13), Tunnel-Medium-Type=802, Tunnel-Private-Group-ID=VLANID.

7.4.5.2 Port Configuration

Click the option Port Configuration from the 802.1X/MAB Configuration menu and then the
following screen page appears.
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Port Configuration

. RADIUS-Assigned VLAN reAuth 3 EAP
Admin State Enabled Enabled reAuthPeriod(seconds) Timeout(seconds) maxReq(Times)

All
Port1 ||Authorized v 3600 30 2
Auto

Port2 3600 30 2
Port3 | luinonzed | 3600 30 2
Port4 | Authorized v 3600 30 2
Port5 | Authorized - 3600 30 2
Port | Authorized v 3600 30 2
Port7 | Authorized 3600 30 2
Portd | Authorized - 3600 30 2
Port9 | Authorized - 3600 30 2

Admin State: Three states available as below.

Authorized: This forces the Managed Switch to grant access to all clients, either
802.1X-aware or 802.1x-unaware. No authentication exchange is required. By default, all
ports are set to “Authorized”.

Unauthorized: This forces the Managed Switch to deny access to all clients, either
802.1X-aware or 802.1X-unaware.

Auto: This requires 802.1X-aware clients to be authorized by the authentication server.
Accesses from clients that are not 802.1X-aware will be denied.

MAB: MAC-Authentication Bypass (MAB) is commonly used for devices, such as VolP
phones and Ethernet printers, that do not support the 802.1x protocol. This method allows
such devices to be authenticated using the same database infrastructure as that used in
802.1x.

1. The device connects to a switch port.

2. The switch learns the device MAC address upon receiving the first frame from the device
(the device usually sends out a DHCP request message when first connected).

3. The switch sends an EAP Request message to the device, attempting to start 802.1X
authentication.

4. The switch times out while waiting for the EAP reply, because the device does not support
802.1x.

5. The switch sends an authentication message to the authentication server, using the device
MAC address as the username and password.

6. The switch authenticates or rejects the device according to the reply from the
authentication server.
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RADIUS-Assigned VLAN: Enable to allow the Radius server to use the following tunnel
attributes for port’'s VLAN assignment after successful authentication: Tunnel-Type=VLAN(13),
Tunnel-Medium-Type=802, Tunnel-Private-Group-ID=VLANID.

Reauthentication Enabled: Enable or disable periodic Reauthentication.

reAuth Period: Specify a period of authentication time in second that a client authenticates
with the authentication server.

EAP Timeout: Specify the time value in second that the Managed Switch will wait for a
response from the authentication server to an authentication request.

MaxReq(Times): Specify the maximum times the request should be sent. The connected

client will be authenticated using MAB if the switch has tried the specified times and receive
no EAP reply from the device.

7.4.5.3 802.1X Port Reauthenticate

Click the option 802.1X Port Reauthenticate from the 802.1X/MAB Configuration menu
and then the following screen page appears.

802.1X Port Reauthenticate

OK

This allows users to enable or disable port Reauthenticate. When enabled, the authentication
message will be sent immediately after you click the “OK” button.

7.4.6 VLAN Configuration

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical
scheme rather than the physical layout. VLAN can be used to combine any collections of LAN
segments into a group that appears as a single LAN. VLAN also logically segments the
network into different broadcast domains. All broadcast, multicast, and unknown packets
entering the Switch on a particular VLAN will only be forwarded to the stations or ports that
are members of that VLAN.
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VLAN can enhance performance by conserving bandwidth and improve security by limiting
traffic to specific domains. A VLAN is a collection of end nodes grouped by logics instead of
physical locations. End nodes that frequently communicate with each other are assigned to
the same VLAN, no matter where they are physically located on the network. Another benefit
of VLAN is that you can change the network topology without physically moving stations or
changing cable connections. A station can be ‘moved’ to another VLAN and thus
communicates with its members and shares its resources, simply by changing the port
settings from one VLAN to another. This allows VLAN to accommodate network moves,
changes and additions with the greatest flexibility.

The Managed Industrial POE Switch supports two types of VLAN: Port Based VLAN and
IEEE 802.1q Tag VLAN.

IEEE 802.10 VLAN Concepts

Introduction of 802.1Q frame format:

| PRE [ SFD | DA | SA TIL | PAYLOAD | FCS | Original frame
TAG 802.1q
PRE SFD | DA | SA TCIPICVID T/L PAYLOAD | FCS frame
PRE Preamble 62 bits Used to synchronize traffic
SFD Start Frame Delimiter 2 bits Marks the beginning of the header
DA Destination Address 6 bytes The MAC address of the destination
SA Source Address 6 bytes The MAC address of the source
TCl Tag Control Info 2 bytes Set to 0x8100 for 802.1p and Q tags
P Priority 3 bits Indicates 802.1p priority level 0-7
C Canonical Indicator 1 bit Indicates if the MAC addresses are in
the canonical format — Ethernet is set
to “0”.
VID VLAN Identifier 12 bits Indicates the VLAN (0-4095)
T/L Typel/Length Field 2 bytes Ethernet Il “type” or 802.3 “length”
Payload <or =1500 bytes User data
FCS Frame Check 4 bytes Cyclical Redundancy Check
Sequence

Click the folder VLAN Configuration from the Switch Management menu and then the
following screen page appears.
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Configure Port Based VLAN

-[3 System Information
-3 User Authentication

=+ Network Management @E

Network Configuration Default VLAN |V |V |V VIV VIV IV VIV [V |V |V |V |V |V IV [V IV |V |V
System Service Configur.
RS232/Telnet/Console Ci New || Edit
Time Server Configuratio
Time Range

SNMPv3 USM User
Device Community

Trap Destination

Trap Configuration
Syslog Configuration

DODDULDDD DD

=+ Switch Management
-.[3 Switch Configuration

..[3 Port Configuration

=3 802.1X Configuration
[} 802.1X System Setting

[} 802.1X Port Admin Ste

=+ VLAN Configuration

=43 Port Based VLAN
- [y Configure VLAN

243 |EEE 802.1q Tag VLA
[ Trunk VLAN table

.[3 VLAN Interface

Port Based VLAN: Configure Port-Based VLAN settings.

IEEE 802.1Q Tag VLAN: Configure IEEE 802.1Q Tag VLAN settings.

7.4.6.1 Port Based VLAN

Port-Based VLAN can effectively divide one network into multiple logical networks. Broadcast,
multicast and unknown packets will be limited within the VLAN. Port-Based VLAN is
uncomplicated and fairly rigid in implementation, and useful for network administrators who
want to quickly and easily set up VLAN so as to isolate the effect of broadcast packets on
their network.

Since source MAC addresses and VID of the packets are listed in the MAC address table
(except broadcast/multicast packets), the traffic between two ports in the same VLAN will be
two-way without restrictions.

7.4.6.1.1 Configure Port Based VLAN

Click the option Configure VLAN from the Port Based VLAN folder, and then the following
screen page appears.
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Configure Port Based VLAN

Name ____[1]2]3]#]s]e]7]e]e]0]11]12]13]14]15]16] 17] 18] 1e]20] cru]

Default_WVLAM [N W [V W [V W (Y IV (V1YW W W YV Y [V [V [V W

Mew || Edit

Click New to add a new VLAN group and then the following screen page appears.
Use Edit to view and edit the current VLAN setting.

Click Delete to remove a VLAN group.

Configure Port Based VLAN

Current/Total/Max | Pl Eel

1 ]2 3 ]a]s Je |7 ]a]
EEEEAENEER

Port Number E E
EEEEEREEE

Current/Total/Max: View-only field.

Current: It shows the number of currently configured VLAN.

Total: It shows the total number of the VLANS.

Max: It shows the maximum number available for configuration. The maximum is 10.
Name: Specify a VLAN group name, up to 15 alphanumeric characters.

Check the port number as a VLAN member and click “OK?”
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7.4.6.2 |EEE 802.1q Tag VLAN

Click the folder IEEE 802.1Q Tag VLAN from the VLAN Configuration menu and then the
following screen page appears.

[ 802.1X Port Reauthent = || Trunk VLAN table
=3 WLAN Configuration

BTV v ame Vo] 2 [3] [ o] 7 [a ool 12 12 s s o 7 e a0 o]

F3d |EEE 802.1q Tag VLAN Default_VLAN (1 VIV IVIVIVIVIVIVIVIV IV IV [V IV IV IV VY VY (VY V
[ TrunkVLAN table
[ VLAN Interface Edit

[ ManagementVLAN
=3 QoS Configuration
0 QoS Priority
[} Ring Detection
[ PoE Configuration

When CPUYLAN is changed, the port VLAN ID of all member ports in the new CPU WLAN will be changed to CPU's VID.

Trunk VLAN table: Edit or apply 802.1Q Tag VLAN settings.
VLAN Interface: Globally set up switch VLAN mode and per port VLAN mode.

Management VLAN: Set up management VLAN and management port(s).

7.4.6.2.1 Trunk VLAN Table

Click the option Trunk VLAN Table from the IEEE 802.1q Tag VLAN menu and then the
following screen page appears.

Trunk VLAN table

v Name_[vio]1]2[3]a]s]s]7]s]o10]11]12]13]14]1s] 6] 1718 9] 0] cru]

Default_VLAN (1 WOIVO[WVIVOIV IV (VW VY Y|V (VY (VY ||V Y[V

Edit
When CPUVLAN is changed, the port VLAN ID of all member ports in the new CPLU YLAN will be changed to CPU's VID.

Click Edit to view and edit current IEEE 802.1Q Tag VLAN setting, and then the following
screen page appears.

Configure VLAN
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Current/Total/Max VLANSs: View-only field
Current: It shows the number of currently registered VLAN.
Total: It shows the total number of registered VLANS.
Max: It shows the maximum number of available VLANs which could be registered.
VLAN ID: Display the ID for the currently registered VLAN.
VLAN Name: Specify the name for the currently registered VLAN.
VLAN Member: Check the ports to be the members of the currently registered VLAN.

Click OK to make the current VLAN settings effective.

7.4.6.2.2 VLAN Interface

Click the option VLAN Interface from the IEEE 802.1g Tag VLAN menu and then the
following screen page appears.

VLAN Interface

Port |[ACCESS i 1
Port2 |[ACCESS i 1
Port3 |[ACCESS i 1
Port4 |[ACCESS il 1
Ports |[ACCESS il 1
Ports |[ACCESS il 1
Port7 |[ACCESS il 1
Pors |[ACCESS v |l 1
Port9 |[ACCESS v |l 1
Port10 |[ACCESS v |l 1
Port11 |[ACCESS v |l 1
Port12 |[ACCESS v |l 1
Port13 |[ACCESS v |l 1
Port14 |[ACCESS v |l 1
Port15 |[ACCESS v |l 1
Port16 |[ACCESS i 1
Port17 |[ACCESS i 1
Port18 |[ACCESS i 1
Port19 |[ACCESS i 1
Port20 |[ACCESS it 1
| OK|
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802.1g Tag VLAN Mode: Two options are available: Port Based VLAN, IEEE 802.1g VLAN.

Mode: To specify the VLAN mode for each port, there are three options available: ACCESS,
TRUNK, TRUNK-NATIVE.

Access-VLAN: Specify the Access-VLAN ID (PVID) for each port. The default VLAN ID is “1”.

Trunk-VLAN: Specify the Trunk-VLAN ID (802.1q tag) for each port. Use “-” or “,” to assign
multiple VIDs, for example, 1-4 and 1,2,3,4. The default VLAN ID is “1”.

Click the “OK” button to apply the settings.

7.4.6.2.3 Management VLAN

Click the option Management VLAN from the IEEE 802.1q Tag VLAN menu and then the
following screen page appears.

Management VLAN

Management VLAN

| Ok (| Cancel |

CPU VLAN ID: Specify the VID for CPU (management). The default VLAN ID is “1”.

VLAN Mode: Specify the VLAN mode for management VLAN. Three options are available:
ACCESS, TRUNK, TRUNK-NATIVE.

Management Port: Check the port(s) as the management port(s).

Click the “OK” button to apply the settings
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7.4.7 QoS Configuration

Network traffic is always unpredictable and the only basic assurance that can be offered is
the best effort traffic delivery. To overcome this challenge, Quality of Service (QoS) is applied
throughout the network. It ensures that network traffic is prioritized according to specified
criterion and receives preferential treatments.

QoS enables users to assign various grades of network service to different types of traffic,
such as multi-media, video, protocol-specific, time critical, and file-backup traffic. Click the
option QoS Priority Configuration from the Switch Management menu and then the
following screen page appears.

QoS Priority Configuration

QoS Priority:

Disable v

Strict -

Queue Weight{Q0:Q1:02:03.04.Q5:06:Q7) (I 2 14 18 16 1132 (64 27
0w Q0w

DSCR0} - Q0w

5
3 O
5 O
7 or

|:| 1 DSCP(O) v
DSCP Remarking Map _ 3 DSCP(O) v
|:| 5 DSCP(0) v
_ DSCP(0) v 7 DSCP(0) v

Mote: Remarking rule won't affect priority map rule.

[oK]
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QoS Priority

Priority Mode: Click the pull-down menu to select the QoS Priority Mode.
IEEE 802.1p: IEEE 802.1p mode utilizes p-bits in VLAN tag for different services.
DSCP: DSCP mode utilizes TOS field in IPv4 header for different services.
Disable: Disable QoS.

Queue Mode: Click the pull-down menu to select the Queue Mode.

Strict mode: This indicates that egress traffic is prioritized based on a queue value
assigned to each port. For example, traffic assigned to queue 3 will be transmitted first
when congestion happens. The traffic assigned to queue 2 will not be transmitted until
queue 3’s traffic is done transmitting, and so forth.

Weight mode: This mode enables users to assign different weights to 8 queues, which
have fair opportunity of dispatching. Each queue has the specific amount of bandwidth
according to its assigned weight.

Queue Weight (Q0:Q1:Q2:Q3:Q4:Q5:Q6:Q7): Specify the weight of eight queues.
802.1p Priority Map: Assign a tag priority to the specific queue.

DSCP Priority Map: Assign a DSCP priority to the specific queue. The DSCP priority
includes DSCP (0) to DSCP (63), and the priority queue includes QO to Q7.

User Priority
Port Priority: Set up a priority to each port for ingress traffic with allowable value 0~7.

There are eight priority levels that you can choose to classify data packets. Choose one of the
listed options from the pull-down menu for CoS (Class of Service) priority tag values. The
default value is “0”.

The default 802.1p settings are shown in the following table:

Priority Level Low Low Low Normal Medium Medium High High

802.1p Value 0 1 2 3 4 5 6 7

Note: 802.1p priority mode can only be applied under 802.1g VLAN mode.

Configure 802.1p Remark:
Check 802.1p Remarking to enable.
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New-802.1p

1 0v|
3 ov
5 0
7 0

This allows you to enable or disable 802.1p remarking for each port. The default setting is
disabled.

Configure DSCP Remark:

Check DSCP Remarking to enable.

DSCP Remarking
MRPDQCP New-DSCP MF{V—DSLP New-DSCP

DSCP(0) DSCP(D

v |

DSCP Remarking Map [ 3 | || DsSCP(D)

v

DSCP{D) 3 | |[Dscr(o

v

)
3 'DSCP(0)
)
)

DSCP(0) 7 | |/ pscrioy

v

This allows you to enable or disable DSCP remarking for each port. The default setting is
disabled.

7.4.8 IGMP/MLD Snooping

The Internet Group Management Protocol (IGMP) is a communications protocol used to
manage the membership of Internet Protocol multicast groups. IGMP is used by IP hosts and
adjacent multicast routers to establish multicast group memberships. It can be used more
efficiently when supporting activities, such as online streaming video and gaming.

IGMP Snooping is the process of listening to IGMP traffic. IGMP snooping, as implied by the
name, is a feature that allows the switch to “listen in” on the IGMP conversation between
hosts and routers by processing the layer 3 packets that IGMP packets sent in a multicast
network.

When IGMP snooping is enabled in a switch, it analyses all the IGMP packets between hosts
connected to the switch and multicast routers in the network. When a switch receives an
IGMP report for a given multicast group from a host, the switch adds the host's port number
to the multicast list for that group. When the switch hears an IGMP Leave, it removes the
host's port from the table entry.

122




IGMP snooping can reduce multicast traffic from streaming and make other bandwidth
intensive IP applications run more effectively. A switch using IGMP snooping will only forward
multicast traffic to the hosts in that traffic. This reduction of multicast traffic reduces the
packet processing at the switch (at the cost of needing additional memory to handle the
multicast tables) and also decreases the workload at the end hosts since their network cards
(or operating system) will not receive and filter all the multicast traffic generated in the
network.

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version 6 (IPv6)
suite. MLD is used by IPv6 routers for discovering multicast listeners on a directly attached
link, much like IGMP is used in IPv4.

Select the folder IGMP/MLD Snooping from the Switch Management menu and then the
following screen page appears.

IPS-3120-PoE++ IGMP/MLD Configuration
[} System Information

[y User Authentication
. IGMP Snooping Disabled ¥
1] Network Management
IGMPv3 Snooping Disabled v
Unregistered IPMC Flooding [JislEElol[ls
Query interval 125 1-6000(Second)

=+ Switch Management
[ Switch Configuration

[ Port Configuration
+{2) Link Aggregation

#{_ Rapid Spanning Tree Query Response interval 100 1-255(1/10 Sec)
200 v oo |

- Fast Leave Disabled ¥
+1J WLAN Configuration

+{] QoS Configuration

E 'JUIG THGPMSPﬂgOpifI'_]g -
onfngure
[} IGMP VLAN ID Configura
[} IPMC Segment Router Port EE IE'.
e ot Glo|alo|o]e|ols)

[1 Ring Detection
[1 PoE Configuration

+#{J Switch Monitor Note: Query interval must greater than Query Response interval.
#{_] System Utility
[y Save Configuration OK

1. IGMP/MLD Configure: To enable or disable IGMP, Unregistered IPMC Flooding and set
up router ports.

2. IGMP/MLD VLAN ID Configuration: To set up the ability of IGMP snooping and querying
with VLAN.

3. IPMC Segment: To create, edit or delete IPMC segment.
4. IPMC Profile: To create, edit or delete IPMC profile.

5. IGMP Filtering: To enable or disable IGMP filter and configure each port’s IGMP filter.

7.4.8.1 IGMP/MLD Configure

Select the option IGMP/MLD Configure from the IGMP/MLD Snooping menu and then the
following screen page appears.
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IGMP/MLD Configuration

IGMP Snooping Disabled v

IGMPY3 Snooping Disabled v

Unregistered IPMC Flooding [ielEzEl]{=

Query interval 125 1-6000(Second)

Query Response interval 100 1-255(1/10 Sec)

Fast Leave Disabled v

olofolelololo]o]
Router Port EE@

clolaolololola
o7 Jie Jio Jao ]

Note: Query interval must greater than Query Response interval.

OK

IGMP/MLD Snooping: When enabled, the Managed Switch will monitor network traffic and
determine which hosts to receive multicast traffic. This is for IGMPv1,v2 and MLDv1 only.

IGMP/MLD Snooping v3: When enabled, the Managed Switch will monitor network traffic
and determine which hosts to receive multicast traffic. This is for IGMPv3 and MLDv2 only.

Unregistered IPMC Flooding: Set forwarding mode for unregistered (not-joined) IP multicast
traffic. The traffic will flood when enabled. However, the traffic will be forwarded to router-
ports only when disabled.

Query Interval: The Query Interval is used to set the time between transmitting IGMP
gueries, entries between 1 ~ 6000 seconds are allowed. (Default value 125, One Unit =1
second)

Query Response Interval: This determines the maximum amount of time allowed before
sending an IGMP response report. (Default value 100, One Unit=0.1 second)

Fast Leave: The Fast Leave option may be enabled or disabled. When enabled, this allows
an interface to be ignored without sending group-specific queries. The default setting is
“‘Enabled”.

Router Ports: When ports are connected to the IGMP administrative routers, they should be
checked.

7.4.8.2 IGMP/MLD VLAN ID Configuration
Select the option IGMP/MLD VLAN ID Configuration from the IGMP/MLD Snooping menu

and then the following screen page with the ability information of IGMP Snooping and
Querying in VLAN(S) appears.
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IGMP/MLD VLAN ID Configuration

1 Default_ VLAN | Disabled v | Disabled ~

130 Disabled v | Disabled ~

| OK |

Snooping: When enabled, the port in VLAN will monitor network traffic and determine which
hosts to receive the multicast traffic.

Querying: When enabled, the port in VLAN can serve as the Querier which is responsible for
asking hosts whether they want to receive multicast traffic.

7.4.8.3 IPMC Segment

Select the option IPMC Segment from the IGMP/MLD Snooping menu and then the
following screen page with the ability information of IPMC Segment ID, Name and IP Range
appears.

IPMC Segment

New || Edit || Delete |

ID: View-only field that shows the current registered ID number.

Segment Name: View-only field that shows the current registered Name.

IP Range: View-only field that shows the current registered IP Range.

Click New to register a new IPMC Segment and then the following screen page appears.
Click Edit to edit and view the IPMC Segment settings.

Click Delete to remove a current IPMC Segment registration.
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IPMC Segment

Current/TotalMax Agents |EMEZI0L0

211 (1-400)

Segment Name test

224111 -239.1.1.1
2240.1.0-239.265.255.255

IP Range

| OK |

Current/Total/Max Agents: View-only field.
Current: This shows the number of current registered IPMC Segment.
Total: This shows the total number of registered IPMC Segment.

Max: This shows the maximum number available for IPMC Segment. The maximum
number is 400.

Segment ID: Specify a number from 1~400 for a new ID.
Segment Name: Enter an identification name. This field is limited to 20 characters.

IP Range: Specify the multicast streams IP range for the registered segment. (The IP range
is from 224.0.1.0~239.255.255.255.)

7.4.8.4 IPMC Profile

Select the option IPMC Profile from the IGMP/MLD Snooping menu and then the following
screen page with the ability information of IPMC Profile appears.

IPMC Profile

Profile Name || Segment ID

0: Not Use

| New || Edit || Delete |

Profile Name: View-only field that shows the current registered profile name.
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Segment ID: View-only field that shows the current registered segment ID.
Click New to register a new IPMC Profile and then the following screen page appears.
Click Edit to edit the IPMC Profile settings.

Click Delete to remove a current IPMC Profile registration.

IPMC Profile

Segment ID

Current/Total/Max Agents: View-only field.
Current: This shows the number of current registered IPMC Profile.
Total: This shows the number of total IPMC Profiles that are registered.

Max: This shows the maximum number available for IPMC Profile. The maximum
number is 60.

Profile Name: Enter an identification name. This field is limited to 20 characters.

Segment ID: Specify the segment ID that is registered in IPMC Segment.

7.4.8.5 IGMP/MLD Filtering

Select the option IGMP/MLD Filtering from the IGMP/MLD Snooping menu and then the
following screen page appears.
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IGMP/MLD Filtering

EVIERHINEE | Disabled v

Port2 [[512 off
Port3 |512 off v
Port4 |512 off v
Port5 [|512 off v
Port6 |512 Off v
Port7 [512 off v
Port8 |[|512 off v
Port9 |512 off v

IGMP Filter: This option may enable or disable the IGMP filter. The default setting is
“Disabled”.

Port: View-only field that shows the port number that is currently configured.
Channel Limit: Specify the maximum transport multicast stream.

Enable: To enable each port's IGMP filtering function. The default setting is “Off” which is
disabled.

IPMC Profile: In IGMP filtering, it only allows information specified in IPMC Profile fields to

pass through. (The field for IPMC Profile name is from the entry registered in IPMC Profile
option.)

7.4.9 Ring Detection

Ring Detection used in ring topology is a helpful way of network recovery, preventing from
disconnection resulting from any unexpected link down. The main advantages of Ring
Detection are lower cost for cabling and installation, and high-speed recovery time.
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Ring Detection

Enable

According Software v

Software Role |IBEEVERR

orvomeer |+ [2 5 ]+ |5 [0 7 |5 |
rorerave IR

ponvumeer Jo [10]'1 2] 1>
oncrave |0 00 N NN SN N

Port Enable

| OK |

Enable: Check Enable box to activate Ring Detection or vice versa.

According: This is a fixed filed that Ring Detection can be configured by software only..
Role: Assign the role of the switch as either Slave or Master. Check the drop-down box to
select either Master or Slave.

Master: A role posses the ability of blocking or forwarding packet.

Slave: A role posses the ability of forwarding packet only.

Port Number/Port Enable: Six ports are available at each switch. Select and check two of
them for Ring Detection.

Click the “OK?” button to apply the settings.

7.4.10 PoE Configuration

Click the option PoE Configuration from the Management menu and then the following
screen page appears.
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PoE Configuration

PoE SettingiPort)

[PortOperaton Mode_] Power Deice Name | schedulo Tme Range scheae
1 Cff ¥

Auto AFAT v

Auto AFAT v Cff v
3 Auto AFAT v Cff »
4 Auto AFIAT v Off »
] Auto AFAT A Of »
i Auto AFTAT v off r
7 Auto AFAT v off v
g Auto AFAT v Cff v
13 || Auto AFSAT v Cff »
14 || Auto AF/AT v Cff v
15 || Auto AF/AT v Cff »
16 || Auto AFSAT v Off »
17 || Auto AFFAT A Of »
18 Auto AFTAT v off r
19 || Auto AFSAT v off v
20 | Auto AFAT v | Off v

o
[0K) vt

Operation Mode: There are several modes available.
Shutdown: Refers to disable PoE on a port permanently.
Auto AF/AT: Refers to flexibly enable PoE on a port the connected device at the other
end. Under Auto AF/AT mode, it automatically detects the connected device if the device

supports PoE feature. If not, it won’t give the connected device power.

Injector-30 Watt: Refers to enable PoE on a port permanently at 30 Watt level.
Injector-60 Watt: Refers to enable PoE on a port permanently at 60 Watt level.

Power Device Name: Specify a name to the powered device connected with the ports.
Schedule Time Range: Assign PoE schedule a time-range. It defines which previously-
configured time interval the port should follow. One set of time interval can be accepted at a

time.

Schedule: On or Off PoE schedule function.
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7.5 Switch Monitor

Switch Monitor allows users to monitor the real-time operation status of the Managed
Industrial POE Switch. Users may monitor the port link-up status or traffic counters for
maintenance or diagnostic purposes. Select the folder Switch Monitor from the Main Menu
and then the following screen page appears.

Switch Port Status
[ System Information
[y User Authentication - - —
= Port | Media Type | PortState | Link State Flow Control || Description
921 Network Management (Mops)
# 1 Switch Management 1 TX Farwarding [down - - -
=2 Switch Monitor 2 T Farwarding [down - - -
B ETiEs e Staltuls 3 TX Farwarding [down - - -
[ Port Traffic Statistics - -
0Oy Port Packet Error Statistics || [+ | ™ Forwarding | down ~ ~ -
1 Port Packet Analysis Statistil| |5 |TX Forwarding | down - - -
&1 802.1X Monitar 6 |TX Forwarding | down - - -
i1 SFP Information 7™ Farwarding | down - - -
[ MAC Address Table 3 e = T
[ Ring Detection Status orwarding | down _ ~ ~
[y IEEE 802.1g Tag VLAN Tabl | |9 |FX Forwarding | down - - -
[ PoE Status 0 (FX Forwarding |down - - -
A g‘.-'ﬁ-tercﬂ UtTi_liT)' ; 1 |FX Farwarding |down - - -
[y Save Configuration - -
) Reset System 12 |FX Farwarding [down
0y Logout 13 (TX Forwarding |up 1000 full off
14 |TX Farwarding [down - - -
15 (TX Forwarding |down - - -
16 |TX Farwarding [down - - -
17 | TR Forwarding [down - - -
18 |TX Farwarding [down - - -
19 |Tx Forwarding [down - - -
20 | TX Farwarding [down - - -

1. Switch Port Status: View the port status such as media type, port state, etc.
2. Port Traffic Statistics: View the real-time statistics of the Managed Industrial POE Switch,

3. Port Packet Error Statistics: View each port’s traffic condition of error packets, e.g. CRC,
fragment, Jabber, etc.

4. Port Packet Analysis Statistics: View each port’s traffic condition of error packets, e.g.
RX/TX frames of Multicast and Broadcast, etc.

802.1X Port Status: View port status and Statistics.
802.1X Statistics: View the real-time 802.1X port statistics status of the Managed Switch.

7. SFP Port Info: View the current port's SFP information, e.g. Speed, Distance, Vendor
Name, Vendor PN, Vendor SN, Temperature, Voltage, TX Bias, TX Power and RX Power.

8. SFP Port State: View the current port's SFP Port State, e.g. Port, Temperature, Voltage,
TX Bias, TX Power, RX Power, etc..
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9. MAC Address Table: List current MAC addresses learned by the Managed Industrial POE
Switch.

10.Ring Detection Status: View the current status of Ring Detection.
11.PoE IEEE 802.1q Tag VLAN Table: View the current IEEE 802.1q Tag VLAN Table.

12.PoE Status: View the current status of PoE per port.

7.5.1 Switch Port Status

The following screen page appears if you choose Switch Monitor menu and then select
Switch Port Status.

Switch Port Status

‘l Fnrwardlng dnwn

2 TX Forwarding | down - - -
3 T Forwarding | down - - -
4 TX Forwarding | down - - -
a] TX Forwarding | down - - -
5] T Forwarding | down - - -
[} TX Forwarding | down - - -
g ™ Forwarding | down - - -
2] Fx Forwarding | down - - -
10 |FX Forwarding |down - - -
1 Fx Forwarding |down - - -
12 |FX Forwarding | down - - -
13 |TX Forwarding |up 1000 full off
14 [TX Forwarding |down - - -
15 |TX Forwarding | down - - -
16 |TX Forwarding |down - - -
17 [TX Forwarding | down - - -
18 |TX Forwarding | down - - -
149 |Tx Forwarding | down - - -
20 [T Forwarding | down - - -

Port: It shows the number of the port.
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Media Type: It shows the media type of the port, either Copper (TX) or Fiber (FX).
Port State: It shows each port’s state, either D (Disabled) or E (Enabled).

Disabled: Packets cannot be received and forwarded.

Enabled: Packets can be forwarded.
Link State: It shows the current link status of the port, either up or down.
Speed (Mbps): It shows the current operation speed of each port.
Duplex: It shows the current operation Duplex mode of each port, either Full or Half.
Flow Control: It shows the port status of Flow Control function, either on or off.

Description: It shows the description of the port described in “Port Configuration”.

7.5.2 Port Traffic Statistics

To view the real-time statistics of the Managed Industrial POE Switch, click Port Traffic
Statistics folder from Switch Monitor menu and then the three options appear.

! " | Port Traffic Statistics
3 System Information
-3 User Authentication
=3 Network Management
-3 Network Configuration
) ShEem S G Port || Bytes Received || Frames Received || Received Ulilization || Bytes Sent || Frames Sent || Sent Utilization || Total Bytes || Total Utilization
[3 RS232/Telnet/Console Co
/
-3 Time Server Configuratior 1 0 0 0.00% 0 0 0.00% 0 000%
-3 Time Range 2 o 0 0.00% 0 0 0.00% 0 0.00%
-3 SNMPv3 USM User - - "
D Device Community a o 0 0.00% 0 0 0.00% 0 0.00%
-y Trap Destination 4 0 0 0.00% 0 0 0.00% 0 0.00%
-0 Trap Configuration 5 o 0 0.00% 0 0 0.00% 0 0.00%
-y Syslog Configuration - - -
£53 Switch Management 6 0 0 0.00% 4] 0 0.00% 0 0.00%
-[3 Switch Configuration 7 0 0 0.00% 0 0 0.00% 0 0.00%
) (P G 8 |o 0 0.00% 0 0 0.00% 0 0.00%
=1 802 1X Configuration - - "
=01 VLAN Configuration 9 0 0 0.00% 0 0 0.00% 0 0.00%
=0 QoS Configuration 10 |0 0 0.00% 0 0 0.00% 0 0.00%
8 R 11 |o 0 0.00% 0 0 0.00% 0 0.00%
{1 PoE Configuration ’ : ’
63 Switch Monitor 12 |0 0 0.00% 0 0 0.00% 0 0.00%
-[3 Switch Port Status 13 o 0 0.00% 0 0 0.00% 0 0.00%
-y Port Traffic Statistics 14 [795 3 0.00% 795 3 0.00% 1530 0.00%
3 Port Packet Error Statistic ° ° °
[3 Port Packet Analysis Stati 15 |0 0 0.00% 0 0 0.00% 0 0.00%
=43 802.1X Monitor 16 |0 0 0.00% 0 0 0.00% 0 0.00%
[y 802.1X Port Status a - "
[ B02.1X Statistics 17 |0 0 0.00% 0 0 0.00% 0 0.00%
224 SEP Information 18 |0 0 0.00% 0 0 0.00% 0 0.00%
B SRl 19 |0 0 0.00% 0 0 0.00% 0 0.00%
[3 SFP Port State
[3 MAC Address Table L1120 (o 0 0.00% 0 0 0.00% 0 0.00%
»

1. Port Traffic Statistics (Rates): View the number of bytes received, frames received,
bytes sent, frames sent, total bytes, etc.

2. Port Packet Error Statistics (Rates): View the number of CRC errors, undersize frames,
fragment frames, etc.
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3. Port Packet Analysis Statistics (Rates): View each port’s frames analysis.

7.5.2.1 Port Traffic Statistics (Rate)

The following screen page appears if you choose Port Traffic Rates and then select Port
Traffic Statistics (Rate).

Port Traffic Statistics

sovc ]
o Received
0 0

Received Utilization By‘tess-ent Sent Utilization || Total Bytes | Total Utilization
0 0 0

1 0.00% 0.00% 0.00%
2 0 0 0.00% 0 0 0.00% 0 0.00%
3 o o 0.00% o ] 0.00% ] 0.00%
4 0 0 0.00% 0 0 0.00% 0 0.00%
5 o o 0.00% o ] 0.00% ] 0.00%
L 0 0 0.00% 0 0 0.00% 0 0.00%
7 o o 0.00% o ] 0.00% ] 0.00%
8 0 0 0.00% 0 0 0.00% 0 0.00%
g o o 0.00% o ] 0.00% ] 0.00%
0 (0 0 0.00% 0 0 0.00% 0 0.00%
11 (0 o 0.00% o ] 0.00% ] 0.00%
12 (0 o 0.00% o ] 0.00% ] 0.00%
13 (814 4 0.00% B14 4 0.00% 1628 0.00%
14 (0 o 0.00% o ] 0.00% ] 0.00%
15 (0 o 0.00% o ] 0.00% ] 0.00%
16 (0 o 0.00% o ] 0.00% ] 0.00%
r o 0.00% o ] 0.00% ] 0.00%
18 (0 o 0.00% o ] 0.00% ] 0.00%
19 (0 o 0.00% o ] 0.00% ] 0.00%
20 (0 o 0.00% o ] 0.00% ] 0.00%

Bytes Received: The total bytes received from each port.

Frames Received: The total frames received from each port.

Received Utilization: The ratio of each port’s receiving traffic to the port’s current bandwidth.
Bytes Sent: The total bytes sent from the current port.

Frames Sent: The total frames sent from the current port.

Sent Utilization: The ratio of each port’s sending traffic to the port’s current bandwidth.

Total Bytes: The total bytes received and sent from the current port.

Total Utilization: The ratio of each port’s receiving and sending traffic to the port’s current

bandwidth.
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7.5.2.2 Port Traffic Statistics (Event)

The following screen page appears if you choose Port Traffic Statistics and then select Port
Traffic Statistics (Event).

Port Traffic Statistics

Clear All |
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Bytes Received: The total bytes received from each port.
Frames Received: The total frames received from each port.
Bytes Sent: The total bytes sent from the current port.

Frames Sent: The total frames sent from the current port.

135



Total Bytes: The total bytes received and sent from the current port.

7.5.2.3 Port Packet Error Statistics (Rate)

The following screen page appears if you choose Port Packet Error Rates and then select
Port Packet Error Statistics (Rate).

Port Packet Error Statistics

Rx CRC Error | Rx Align Error Rx Fragments || Rx Jabbers | RX Oversize Frames | RX Dropped Frames | Tx Collisions
0 0 0 ] ] 0 0 0

TX Dropped Frames || Total Errors
0

[I= == RN O R (N PV B

-
=y
olojlojlo|lojlo|lo|lo|lo|lo|lo|lo|jlo|jlo|lo|lojlo|o|o
olojlo|jlo|lojlo|lo|lo|lo|lo|lo|lo|lo|jlo|lo|lojlo|lo|o
== = EEEEEEEEEEEEE ==
olojlo|jlo|lojlo|lo|lo|lo|lo|lo|lo|lo|jlo|lo|lo|jlo|lo|o
olojlo|lo|lolo|lo|lo|lo|lo|o|lo|lo|lo|ololo|lo|o
olojlo|jlo|lojlo|lo|lo|lo|lo|lo|lo|lo|jlo|lo|lojlo|lo|o
olojlo|jlo|lojlo|lo|lo|lo|lo|lo|lo|lo|jlo|lo|lojlo|lo|o
olojlojlo|lojlo|lo|lo|lo|lo|lo|lo|jlo|jlo|lo|lojlo|o|o
olojlo|jlo|lojlo|lo|lo|lo|lo|lo|lo|jlo|lo|lojlo|lo|lo|o|o
== = EEEEEEEEEEEEE ==

Rx CRC Error: CRC Error frames received.

Rx Align Error: Align Error frames received.

Rx Undersize: Undersize frames received.

RX Fragments: Fragments frames received.

Rx Oversized Frames: Oversize frames received.
Rx Dropped Frames: Drop frames received.

Tx Collisions: Each port’s Collision frames.

Tx Dropped Frames: Drop frames sent.

Total Errors: Total error frames received.
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7.5.2.4 Port Packet Error Statistics (Event)

Port Packet Error Statistics

Rx CRC Error || Rx Align Error Rx Fragments | Rx Jabbers RX Dropped Frames (| Tx Collisions || TX Dropped Frames || Total Errors
o] o] 0 0 o]

(=]

wolos | s @ n [ s | | R

-
-

o|lo|lo|lolo|lo|lo|lo|lo|lo|lo|lo|lo|lojlo|lo | o|lo|lo]lo
o|lo|lo|Do]jlo|lo|o|o|lD|jlo|lo|o|o|Oo)jo|lo | Do |lo]lo
Qo o|IQIe|loIo ool Q| Q) ool Qoo
o|lo|lo|ojlo|lo|lo|jlo|lo|jlo|lo|o|lo|ojlo|lo | o|lo|lo]lo

Qo o|ajlo|lo|lo(la|la|lo|lo oo | o|lo|lo|lo|lo|lo
Ol o |o|lojlo|jlo|lo|lo|lo|lo|lo|o|lo|o|lo|lo|O|O|dO
o|lo|lojlojlo|lo|lo|lo|lo|lo|lo|lojlojlo|jlo|lo|o|o|o
Ol o|lo|lgljlo|lo|lolg|lg|lo|lo|la|lo|lg|lo|la|lo|lg|ld
o|lo|lojlojlo|lo|lo|lo|lo|lo|lo|lo|lojlo|lo|lo|o|o|o
ol|lo|lo|lojlo|lo|lo(o|lo|lo|lo(lo|lo|lo|lo|lo|O|o|O

Rx CRC Error: CRC Error frames received.

Rx Align Error: Align Error frames received.

Rx Undersize: Undersize frames received.

RX Fragments: Fragments frames received.

Rx Oversized Frames: Oversize frames received.
Rx Dropped Frames: Drop frames received.

Tx Collisions: Each port’s Collision frames.

Tx Dropped Frames: Drop frames sent.

Total Errors: Total error frames received.

7.5.2.5 Port Packet Analysis Statistics (Rate)

The following screen page appears if you choose Port Counters Rates and then select Port
Packet Analysis Statistics (Rate).
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Port Packet Analysis Statistics
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RX Frames 64 Bytes: 64 bytes frames received.

RX Frames 65-127 Bytes: 65-127 bytes frames received.

RX Frames 128-255 Bytes: 128-255 bytes frames received.

RX Frames 256-511 Bytes: 256-511 bytes frames received.

RX Frames 512-1023 Bytes: 512-1023 bytes frames received.

RX Frames 1024-10240 Bytes: 1024-10240 bytes frames received.
RX Multicast Frames: Good multicast frames received.

TX Multicast Frames: Good multicast packets sent.

RX Broadcast Frames: Good broadcast frames received.

TX Broadcast Frames: Good broadcast packets sent.

7.5.2.6 Port Packet Analysis Statistics (Event)

The following screen page appears if you choose Port Counters Rates and then select Port
Packet Analysis Statistics (Event).
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Port Packet Analysis Statistics

Port | Rx Frames 64 | Rx Frames 65- X s 128- e 25 + 512- % s 1024- Rx Frames 1519- | Rx Multicast Tx Multicast Rx Broadcast Tx Broadcast
Bytes 127 Bytes 255 5 s 23 Bytes 8 Max Bytes Frames Frames Frames Frames
0 1]

=RE=Y =1 E=R =R =R =Y =1 PR =1 =1 =]
o|lo|lo|lo|o|o|olalo|o|a
olo|lo|lo|o|la|lalala|ja|la|o

13 | 3475 989 23 265 185

.
R
=

olo|lo|lo|o|lo|lo|o|o|o|o|e|le|e|o|a|le|a|a|s
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RX Frames 64 Bytes: 64 bytes frames received.

RX Frames 65-127 Bytes: 65-127 bytes frames received.

RX Frames 128-255 Bytes: 128-255 bytes frames received.

RX Frames 256-511 Bytes: 256-511 bytes frames received.

RX Frames 512-1023 Bytes: 512-1023 bytes frames received.

RX Frames 1024-10240 Bytes: 1024-10240 bytes frames received.
RX Multicast Frames: Good multicast frames received.

TX Multicast Frames: Good multicast packets sent.

RX Broadcast Frames: Good broadcast frames received.

TX Broadcast Frames: Good broadcast packets sent.

7.5.3 LACP Monitor

Click the LACP Monitor folder and then the two options will appears.
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IPS-3120-PoE++ LACP Port Status
[} System Information
{1 User Authentication
L= LACP Operational Staie Partner 1D
# 1] Network Management
= Switch Management 1 no 1 01 00:00:00:00:00:00 | D
=~ Switch Monitor 2 no 3 02 00:00:00:00:00:00 |0
i) ELEDFINSETE 3 |no 1 |03 00.00.00.00.00.00 |0
[ Port Traffic Statistics
[} Port Packet Error Statistics || |4 |"® 1 |o4 00:00:00:00:00-00 | 0
~[) Port Packet Analysis Statisti| | 5 no 1 03 00:00:00:00:00:00 |0
=3 LACP Monitor 3 no 1 08 00:00:00:00:00:00 |0
) LRGP SIETE 7 |no 1 o7 00:00-00-00:00-00 | 0
[ LACP Statistics
HP 3 no 1 0s 00:00:00:00:00:00 | O
#J RSTP Monitor
©L) B02.1X/MAB Monitor g |no 1 |09 00:00:00:00:00:00 | 0
= {1 I1GMP Monitor 10 |no 1 10 00:00:00:00:00:00 | O
*J SFP Information 1 |no 1|1 00:00:00:00:00:00 | 0
{1 MAC Address Table
I [y Ring Detection Status 12 |(no 1 12 00:00:00:00:00:00 [0
I [ |EEE 802.1q Tag VLAN Tabl| |13 |no 1 13 00:00:00:00:00:00 |0
- ~{) PoE Status 14 |no 1 |14 00:00:00:00:00:00 | 0
¥ System Utility 15 |no 1 |15 00:00:00:00:00:00 | 0
{1 Save Configuration
[ Reset System 16 [no 1 16 00:00:00:00:00:00 |0
[} Logout 17 |no 1|17 00:00:00:00:00:00 | 0
15 (no 1 18 00:00:00:00:00:00 |0
19 (no 1 19 00:00:00:00:00:00 |0
20 |no 1 20 00:00:00:00:00:00 | O

7.5.3.1 LACP Port Status

LACP Port Status allows users to view a list of all LACP ports’ information. Select LACP
Port Status from the LACP monitor menu and then the following screen page appears.

LACP Port Status

1 no 1 01 00:00:00:00:00:00 |0
2 no 3 02 00:00:00:00:00:00 |0
3 no 1 a3 00:00:00:00:00:00 (O
4 no 1 04 00:00:00:00:00:00 |0
5 no 1 05 00:00:00:00:00:00 |0
6 no 1 06 00:00:00:00:00:00 |0
7 no 1 ar 00:00:00:00:00:00 (O
8 no 1 08 00:00:00:00:00:00 |0
9 no 1 09 00:00:00:00:00:00 |0
10 |no 1 10 00:00:00:00:00:00 (O
1 |no 1 1 00:00:00:00:00:00 |0
12 |no 1 12 00:00:00:00:00:00 |0
13 |no 1 13 00:00:00:00:00:00 (O
14 |no 1 14 00:00:00:00:00:00 |0
15 |no 1 15 00:00:00:00:00:00 |0
16 | no 1 16 00:00:00:00:00:00 (O
17 |no 1 17 00:00:00:00:00:00 |0
18 |no 1 18 00:00:00:00:00:00 |0
19 |no 1 19 00:00:00:00:00:00 (O
20 |no 1 20 00:00:00:00:00:00 |0

In this page, you can find the following information about LACP port status:
Port Number: The number of the port.

LACP Operational State: Current operational state of LACP
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Key: The current operational key for the LACP group.
Aggr ID: The ID of the LACP group.

In LACP mode, link aggregation control protocol data unit (LACPDU) is used for exchanging
information among LACP-enabled devices. After LACP is enabled on a port, the port sends
LACPDUSs to notify the remote system of its system LACP priority, system MAC address, port
LACP priority, port number and operational key. Upon receipt of an LACPDU, the remote
system compares the received information with the information received on other ports to
determine the ports that can operate as selected ports. This allows the two systems to reach
an agreement on the states of the related ports when aggregating ports, link aggregation
control automatically assigns each port an operational key based on its rate, duplex mode
and other basic configurations. In an LACP aggregation group, all ports share the same
operational key; in a manual or static LACP aggregation, the selected ports share the same
operational key.

Partner ID: The ID (MAC address) of the partner port

Partner Port: The corresponding port numbers that connect to the partner switch in LACP
mode.

7.5.3.2 LACP Statistics

In order to view the real-time LACP statistics status of the Managed Switch, select LACP
Statistics from the LACP Monitor menu and then the following screen page appears.

LACP Statistics

Clear All |

LACP Transmitted || LACP Received | llegal Received || Unknown Received
1 0 0 0 0

| Clear |

| Clear

| Clear |

| Clear |

| Clear |

| Clear

| Clear

| Clear |

O || Nl & W] N

| Clear |

2K
o

| Clear

Ol Ol OC| O |l OO | OO O
O]l O |l O | O |l OOl OO O©
O|lo|O] O]l o] |C] ©)| ©
oO|lOo|l O]l O |l OC|l OOl O] ©

11

| Clear

Port: LACP packets (LACPDU) transmitted or received from current port.
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LACP Transmitted: Packets transmitted from current port.

LACP Received: Packets received form current port.

lllegal Received: lllegal packets received from current port.
Unknown Received: Unknown packets received from current port.

Clear Counter: Clear the statistics of the current port.

7.5.4 RSTP Monitor

Click the RSTP Monitor folder and then three options appear.

IPS-3120-PoE++ RSTP Bridge Overview
[} System Information
[} User Authentication

Update

100 o it [Bidge D Jwaxnge]

. Bridge ID Max Age | Hello Time | Fwd Delay || Topolo Root ID Root Port
521 Switch Management g m-nm [Root Por]
=4 Switch Monitor 32769:00-06-19-23-e6-b0 | 20 Steady | 32769:00-06-19-23-e6-b0 |0

[} Switch Port Status

[ Port Traffic Statistics

[ Port Packet Error Statistics
[y Port Packet Analysis Statist

#L) LACP Monitor

=3 RSTP Monitor
[} RSTP Bridge Overview

[1 RSTP Port Status
{1 RSTP Statistics

7.5.4.1 RSTP Bridge Overview

RSTP Bridge Overview allows users to view a list of all RSTP VLANS’ brief information, such
as Bridge ID, topology status and Root ID. Select RSTP Bridge Overview from the RSTP
Monitor menu and then the following screen page appears.

RSTP Bridge Overview

' Update

Bridge ID M He!lo Time Fwd Delag Topology mw

32769:00-06-19-11-94-00 | 20 Steady |[32769:00-06-19-11-94-00 | 0

In this page, you can find the following information about RSTP bridge:
Update: Update the current status.
Bridge ID: RSTP Bridge ID of the Managed Switch

Max Age: Max Age setting of the Managed Switch.
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Hello Time: Hello Time setting of the Managed Switch.

Forward Delay: The Managed Switch’s setting of Forward Delay Time.
Topology: The state of the topology.

Root ID: Display this Managed Switch’'s Root ID.

Root port: Display this Managed Switch’s Root Port Number.

7.5.4.2 RSTP Port Status

RSTP Port Status allows users to view a list of all RSTP ports’ information. Select RSTP
Port Status from the RSTP Monitor menu and then the following screen page appears.

RSTP Port Status

1 0 yes yes RSTP Non-STP | Non-STP
2 0 yes yes RSTP MNon-STP | Non-STP
3 0 yes yes RSTP MNon-STP | Non-STP
4 0 yes yes RSTP Non-STP | Non-STP
5 0 yes yes RSTP MNon-STP | Non-STP
6 0 yes yes RSTP MNon-STP | Non-STP
7 0 yes yes RSTP Non-STP | Non-STP
8 0 yes yes RSTP Non-STP | Non-STP
9 0 yes yes RSTP Non-STP | Non-STP
10 0 yes yes RSTP MNon-STP | Non-STP
" 0 yes yes RSTP MNon-STP | Non-STP
12 0 yes yes RSTP Non-STP | Non-STP
13 0 yes yes RSTP Non-STP | Non-STP

In this page, you can find the following information about RSTP status:
Port Number: The number of the port.
Path Cost: The Path Cost of the port.

Edge Port: “Yes” is displayed if the port is the Edge port connecting to an end station and
does not receive BPDU.

P2p Port: “Yes” is displayed if the port link is connected to another STP device.
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Protocol: Display RSTP or STP.
Role: Display the Role of the port (non-STP, forwarding or blocked).

Port State: Display the state of the port (non-STP, forwarding or blocked).

7.5.4.3 RSTP Statistics

In order to view the real-time RSTP statistics status of the Managed Switch, select RSTP
Statistics from the RSTP Monitor menu and then the following screen page appears.

RSTP Statistics
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Port Number: The number of the port.
RSTP Transmitted: The total transmitted RSTP packets from current port.
STP Transmitted: The total transmitted STP packets from current port.

TCN Transmitted: The total transmitted TCN (Topology Change Notification) packets from
current port.

RSTP Received: The total received RSTP packets from current port.
STP Received: The total received STP packets from current port.
TCN Received: The total received TCN packets from current port.
lllegal Received: The total received illegal packets from current port.

Unknown Received: The total received unknown packets from current port.
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7.5.5 802.1X/MAB Monitor

Click the 802.1X/MAB Monitor folder and then two options appear.

IPS-3120-PoE++ Port Status

-[1 System Information

) UserAuthentication Port State | Last Source MAC | Last U Assigned VLAN
11 Network Management g

+J Switch Management 1 Disabled Disable

=+ Switch Monitor 2 Disabled Disable

-3 Switch Port Status 3 |Disabled Disable

-y Port Traffic Statistics . .

[ Port Packet Error Statistics || [4 | Disabled Disable

-y Port Packet Analysis Statisti| | 9 Disabled Disable

+{] LACP Monitor 6 Disabled Disable

=3 802 1X/MAB Monitor 7 Disabled Disable

-1 Port Status . .

[} Statistics 8 Disabled Disable
+{_] SFP Information 9 Disabled Disable
-1 MAC Address Table 10 | Disabled Disable
{3 Ring Detection Status 1 Disabled Disable
-[y IEEE 802.1q Tag VLAN Tabl| : -

[y PoE Status 12 | Disabled Disable
Tomi | System Utility 13 Disabled Disable
-(1 Save Configuration 14 | Disabled Disable
-0} Reset System 15 | Disabled Disable
-1 Logout

16 Disabled Disable
17 | Disabled Disable
15 Disabled Disable
12 | Disabled Disable
20 Disabled Disable

7.5.5.1 Port Status

802.1X Port Status allows users to view a list of all 802.1x ports’ information. Select port
status from the 802.1X/MAB Monitor menu and then the following screen page appears.
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Port Status

1 Disabled Disable
2 Disabled Disable
3 Disabled Disable
4 Disabled Disable
5 Disabled Disable
& Disabled Disable
7 Disabled Disable
g Disabled Disable
9 Disabled Disable
10 | Disabled Disable
11 Disabled Disable
12 Disabled Disable
13 | Disabled Disable
14 | Disabled Disable
15 | Disabled Disable
16 |Disabled Disable
17 | Disabled Disable
18 |Disabled Disable
19 | Disabled Disable
20 |Disabled Disable

In this page, you can find the following information about 802.1X ports:
Port: The number of the port.

State: Display the number of the port 802.1x link state LinkDown or LinkUp.
Last Source: Display the number of the port’s Last Source.

Last ID: Display the number of the port’s Last ID.

Assigned VLAN: Display the value of the port’'s Assigned VLAN.

7.5.5.2 Statistics

In order to view the real-time 802.1X port statistics status of the Managed Switch, select
Statistics from the 802.1x Monitor menu and then the following screen page shows up.
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Statistics

1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
2 0 0 0 0 1] 0 0 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
5 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
6 0 0 0 0 1] 0 0 0 0 0 0 0 0 0 0
7 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
g 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
g 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
10 (0 0 0 0 1] 0 0 0 0 0 0 0 0 0 0
1 (0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
12 |0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
13 (0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
14 |0 0 0 0 1] 0 0 0 0 0 0 0 0 0 0
15 (0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
16 (0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
17 |0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
18 (0 0 0 0 1] 0 0 0 0 0 0 0 0 0 0
19 |0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
20 |0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

7.5.6 IGMP/MLD Monitor

Click the IGMP/MLD Monitor folder and then the following screen page appears.

& Main Menu IGMP Snooping Status
[ Systern Information
3 User Authentication
= Metwork Management

B Switch Managgment M
EHER Switch Monitor

[ Switch Port State

-1 Port Traffic Statistics 1 Idle 0 0 0 0 0 0
~[) Port Packet Error Statistics 100 a 0 0 0 0 0 0
[ Port Packet Analysis Statistic: &

B3 LACP Monitor
B0 RSTP Monitor
B{1 302,14 Monitor
EHE IGMP Monitor
03 IGMP Snooping Status
“[3 IGMP Group Table
- MAC Address Table
B 3FF Information
-3 DHCP Snooping
B0 CFW Information
1 Systern Utility
[ Save Configuration
[ Reset System

7.5.6.1 IGMP Snooping Status

IGMP Snooping Status allows users to view a list of IGMP queries’ information in VLAN(s)
such as VLAN ID, Querier and Queries Transmitted/Received packets. Select IGMP
Snooping Status from the IGMP Monitor menu and then the following screen page appears.
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IGMP Snooping Status

|Update

VLAN ID Queries Transmitted v1 Reports v3 Reports

Update: Click “Update” to update the table.

VLAN ID: VID of the specific VLAN

The IGMP querier periodically sends IGMP general queries to all hosts and routers (224.0.0.1)
on the local subnet to find out whether active multicast group members exist on the subnet.

Upon receiving an IGMP general query, the Managed Switch forwards it through all ports in
the VLAN except the receiving port.

Querier: The state of IGMP querier in the VLAN.

Queries Transmitted: The total IGMP general queries transmitted will be sent to IGMP hosts.
Queries Received: The total received IGMP general queries from IGMP querier.

vl Reports: IGMP Version 1 reports.

v2 Reports: IGMP Version 2 reports.

v3 Reports: IGMP Version 3 reports.

v2 Leaves: IGMP Version 2 leaves.

7.5.6.2 IGMP Group Table

In order to view the real-time IGMP multicast group status of the Managed Switch, select
IGMP Group Table from the IGMP monitor menu and then the following screen page
appears.
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IGMP Group Table

Update: Click “Update” to update the table.
VLAN ID: VID of the specific VLAN
Group: The multicast IP address of IGMP querier.

Port: The port(s) grouped in the specific multicast group.

7.5.6.3 MLD Snooping Status

MLD Snooping Status allows users to view a list of IGMP queries’ information in VLAN(S)
such as VLAN ID, Querier and Queries Transmitted/Received packets. Select MLD
Snooping Status from the IGMP/MLD Monitor menu and then the following screen page

appears.

MLD Snooping Status

 Update |

Update: Click “Update” to update the table.

VLAN ID: VID of the specific VLAN

Queries Transmitted: The total IGMP general queries transmitted will be sent to IGMP hosts.
Queries Received: The total received IGMP general queries from IGMP querier.

vl Reports: IGMP Version 1 reports.

v2 Reports: IGMP Version 2 reports.
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v2 Done: IGMP Version 2 dones

7.5.6.4 MLD Group Table

In order to view the real-time IGMP multicast group status of the Managed Switch, select
MLD Group Table from the IGMP/MLD monitor menu and then the following screen page
appears.

MLD Group Table

Update

Update: Click “Update” to update the table.

VLAN ID: VID of the specific VLAN
Group: The multicast IP address of IGMP querier.

Port: The port(s) grouped in the specific multicast group.

7.5.7 SFP Information

Click SFP Information folder from Switch Monitor menu and then two options appeatr.
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1 |— |— |— — —

12 |— |— — — —

[ 802.1X Port Reauthenticate  « || eEP Port Info
[0 Configure VLAN
OO0 WLAN Interface
[ CioS Priority
2 Switch Monitor
[ Port Packet Error Statistics
[ 802.1X Port Status
[ SFP PaortInfo
0 Ring Detection Status
E- System Utility
O FTRTFTP Upgrade
[ Save Configuration

=3 WVLAN Caonfiguration
F1“3 IEEE 802.1q Tag VLAN g - - - - -
1 ManagementYLAN
0 Ring Detection
1 Switch Port Status
[ Port Packet Analysis Statistics
[ 802.1X Statistics
[} SFF Port State
[ |IEEE 802.1q Tag VLAN Table
[ EventLog
1 Load Factory Setlings
1 Reset System

k13 Port Based VLAN
9 TrunkVLAN table 10

=3 QoS Configuration

[ PoE Configuration

[ Port Traffic Statistics
=l 802.1X Monitor
= SFP Information

O MAC Address Table

[ PoE Sfatus

@ HTTP Upgrade

[ Load Factory Settings Except Ne
[ Logout

SFP Port Info: It shows the information of Speed, Distance, Vendor Name, Vendor PN, and
Vendor SN of the SFP Port.

SFP Port State: It shows the state of Temperature, Voltage, TX Bias, TX Power, and RX
Power of the SFP Port.

7.5.7.1 SFP Port Info

The following screen page appears if you choose SFP Information and then select SFP Port
Info.
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SFP Port Info

9 T I — - —

0 |— |[— |— — —

1M |— |— |— — —

12 |— |—  |— — —

Port: The port number of the slide-in SFP module.

Speed: The transmitting speed of the slide-in SFP module.
Distance: The transmitting distance of the slide-in SFP module.
Vendor Name: The vendor name of the slide-in SFP module.
Vendor PN: The vendor part number of the slide-in SFP module.

Vendor SN: The vendor serial number of the slide-in SFP module.

7.5.7.2 SFP Port State

The following screen page appears if you choose SFP Information and then select SFP Port
State.

SFP Port State

Temperature(C) | Voltage(v) | TX Bias(ma) [ TX Power(dbm) | RX Power(dbm)
g — — — — —

10 |— — — — —

1 |— — — — —

12 |— — — — —

Port: The port number of the slide-in SFP module.
Temperature (C): The operation temperature of the slide-in SFP module.

Voltage (V): The operation voltage of the slide-in SFP module.
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TX Bias (mA): The operation current of the slide-in SFP module.
TX Power (dbm): The optical transmission power of the slide-in SFP module.

RX Power (dbm): The optical receiver power of the slide-in SFP module.

7.5.8 MAC Address Table

MAC Address Table displays MAC addresses learned after the system reset.

MAC Address Table

EE‘IQE 8‘192 EI

Al v 0 (0-4094) [[¥IYY 00:00:00:00:00:00 Page 1 v ||[ Update || Clear |

- O

The table above shows the MAC addresses learned from each port of the Managed Industrial
PoE Switch.

Click Top to show the first page (the first twenty entries) of the MAC Address Table.

Click Next to show the next page of the MAC Address Table.
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7.5.9 Ring Detection Status

Ring Status

Ring Detection is disabled.

Software Role is Slave

Update
Pori s
1 Disable
2 Disable
3 Disable
4 Disable
5 Disable
5] Disable
7 Disable
g Disable
g Disable
10 Disable
1 Disable
12 Disable
13 Disable
14 Disable
15 Disable
16 Disable
17 Disable
18 Disable
19 Enable Forwarding
20 Enable Forwarding

Port Enable: The status of whether Ring Detection on ports is enabled or disabled.
Port State: The status of whether the port is blocking or forwarding.
Blocking: It indicates a port is temporarily blocked and stop sending packet until link down

occurs.
Forwarding: It indicates a port keeps sending packets.

7.5.10 IEEE 802.1g Tag VLAN Table

Select IEEE 802.1q Tag VLAN Table from the Switch Monitor menu and then the following
screen page appears.
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|IEEE 802.1q Tag VLAN Table

Motell

When the specify port has already changed WLAN by Server with 802.1x Assigned-VLAN feature,
please check current assigned VILAN status on page Switch Monitor = 802 1X/MAB Monitor = Port Status.

vanName Jvio]1]2]s]e]s]s]7]e]o] 0] 111213 1a]15 4617 ] 18 1020 [ cru]

Default VLAN |1

VLAN Name: View-only filed that shows the VLAN group name.

VID: View-only filed that shows the VID.

7.5.11 PoE Status

PoE Status

Total PoE Power Consumption ([WXs/Ryl

Open Circuit Open Circuit

Auto AFIAT

Open Circuit Open Circuit

Auto AFIAT

Open Circuit Open Circuit

Auto AFIAT

Open Circuit Open Circuit

Auto AF/AT

Auto AF/AT Auto AF/AT Auto AFIAT Auto AFIAT

PD Abnormal

COpen Circuit

COpen Circuit

QOpen Circuit

Open Circuit

Open Circuit

COpen Circuit

COpen Circuit

Auto AFIAT

Auto AFIAT

Auto AFIAT

Auto AFIAT

Auto AFIAT

Auto AFIAT

Auto AFIAT

Auto AFIAT

PoE abnormal advise

When status shows PoE abnormal, PoE power does not feed for safety reason to avoid possible damage to connected device.
PoE Abnormal status means that the PoE detection and classification does not meet IEEE standard.
Cable guality, connector quality or cable length might affect PoE detection result.
PoE extender or add-on surge protector may also affect PoE detection result.

Please check cable guality or cable length
Please check PoE Device installation status or setting.
Try to use Injector Mode of PoE setting in order to force power feed, however,

the switch vendor is not responsible for any negative result or damage.

Time Range Shutdown advise

When status shows Time Range Shutdown, PoE power does not feed for the reason - out of time range setting.

» Please check the setting of "PoE Configuration -»> Schedule Time Range” and "PoE Configuration -»> Schedule™.

Total POE Power Consumption: Shows current total power used in watt and in percentage

on the switch.

Port: The number of each port.
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Power (W): Current power in watt used on a port.

Voltage (V): Current voltage used on a port.

Current (mA): Current used in milliampere on a port at present.
PD Class: Shows the current connected Powered Device Class.

PoE Detection: Shows the current status of POE operation. A list of detection definition is
shown below.

Good The PD is in good PoE operation.

Open Circuit The PD is disconnected with the switch.

PD Abnormal The PD has some technical difficulties with
the switch. Please refer to the notification
below.

Note:

PoE abnormal advise
When status shows PoE abnormal, POE power does not feed for safety reason to avoid
possible damage to connected device.
PoE Abnormal status means that the PoE detection and classification does not meet IEEE
standard.
Cable quality, connector quality or cable length might affect POE detection result.
PoE extender or add-on surge protector may also affect POE detection result.
« Please check cable quality or cable length.
+ Please check PoE Device installation status or setting.
« Try to use Injector Mode of PoE setting in order to force power feed, however, the
switch vendor is not responsible for any negative result or damage.

Time Range Shutdown advise
When status shows Time Range Shutdown, PoE power does not feed for the reason - out of
time range setting.
» Please check the setting of “PoE Configuration -> Schedule Time Range” and “PoE
Configuration -> Schedule”

Operation Mode: Shows the current operation mode used. Shutdown mode refers to disable
PoE on a port permanently. Injector-30Watt mode refers to enable PoE on a port permanently.
Auto AF/AT mode refers to flexibly enable PoE on a port the connected device at the other
end. Under Auto AF/AT mode, it automatically detects the connected device if the device
supports PoE feature. If not, it won’t give the connected device power.

7.6 System Utility

Select the folder System Utility from the left column and then the following screen page
appears.
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T

-1 System Information

[ User Authentication

JCI Switch Management I D day 00:00-46 User from web login succeeded Iogm admln 192 168.03
#2 Switch Monitor 2 | 0 day 00:47:41 | User from web login succeeded. | web login | admin 192.168.0.3
=3 System Utility
.1 EventLog 3 | 0 day 01:38:12 | User from web login succeeded. | web login | admin 192.165.0.3
-0 HTTP Upgrade 4 I 0 day 04:22:46 | User from web login succeeded. | web login | admin 192.165.0.3
-3 FTR/TFTP Upgrade

~ | Event Log

D Load Factory Settings

: -ClearAII

..} Load Factory Settings Ext -
-1 Save Configuration

-1 Reset System
-1 Logout

Event Log: Event log can keep a record of system’s log events such as system warm
start, cold start, link up/down, user login/logout, etc.

HTTP Upgrade: Users may save or restore the configuration and update the firmware by
HTTP.

FTP/TFTP Upgrade: The Managed Industrial POE Switch has both built-in TFTP and FTP
clients. Users may save or restore the configuration and update the firmware by
FTP/TFTP.

Load Factory Settings: Load Factory Setting will set the configuration of the Managed
Industrial POE Switch back to the factory default settings. The IP and Gateway addresses
will be set to the factory default as well.

Load Factory Settings Except Network Configuration: Selecting this function will also
restore the configuration of the Managed Industrial POE Switch to its original factory
default settings. However, this will not reset the IP and Gateway addresses to the factory
default.

7.6.1 Event Log

Event Log keeps a record of user login and logout timestamp information. Select Event Log
from the System Utility menu and then the following screen page appears.

Event Log

1 |

0 day 00:00:46 User from web login succeeded. Iogm admln 192 168.0.3
2 | 0 day 00:47:41 | User from web login succeeded. | web login | admin 192.168.0.3
3 | 0 day 01:38:12 | User from web login succeeded. | web login | admin 19216803
4 | 0 day 04:22:46 | User from web login succeeded. | web login | admin 192.168.0.3

Click Clear All to clear all Event Log records.
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7.6.2 HTTP Upgrade

Click the option HTTP Upgrade from the System Utility menu and then the following screen
page appears.

HTTP Upgrade

Configuration Update

Config Type |Running-config |
Backup
device configuration to local file

Firmware Update

Upgrade Image Option
Select File Browse..| Upload

Configuration Update

Config Type: There are three configuration types: Running-config, Default-config and Start-
up-config

Running-config: Back up the configuration you’re processing.
Default-config: Back up the factory setting.
Start-up-config: Back up the last saved configuration.

Device Configuration to Local File: Click Backup and define the route where you intend to
save the configuration.

Restore: Click Browse, select the designated file and then click Restore.

Firmware Update

Upgrade Image Option: Choose the image you want to upgrade.

Select File: Click Browse, select the designated file and then click Upload.
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7.6.3 FTP/TFTP Upgrade

Click the option FTP/TFTP Upgrade from the System Utility menu and then the following
screen page appears.

FTP/TFTP Upgrade

|Running-config V|
e
o] |
e — BB |
|

Protocol: Select the preferred protocol, either FTP or TFTP.
File Type: Select the file type to process, either Configuration or Firmware.

Config Type: Three options for Config Type are available while the File Type is Configuration:
Running-config, Default-config and Start-up-config.

Upgrade Image Option: While the File Type is Firmware, select Imagel or Image2 to update
the firmware.

Server Address: Enter the specific IP address of the File Server.

User Name: Enter the specific username to access the File Server. (Leave it blank while
using TFTP)

Password: Enter the specific password to access the File Server. (Leave it blank while using
TFTP)

File Location: Enter the specific path and filename within the File Server.
Put: Click Put to start the upload procedure and transmit the file to the server.

Update: Click Update to instruct the Managed Industrial POE Switch to update the firmware
or configuration from the File Server. After a successful update, a message will pop up. The
Managed Industrial POE Switch will need a reset to make changes effective.

Transmitting State: This field displays the uploading or updating status.

OK: Click OK to update the firmware or configuration from the File Server.
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7.6.4 Load Factory Settings

Load Factory Settings will set all configurations of the Managed Industrial POE Switch back
to the factory default settings, including the IP and Gateway address. This function is useful
when network administrators would like to re-configure the system. A system reset is required
to make all changes effective after Load Factory Settings.

Select Load Factory Settings from the System Utility menu and then the following screen
page appears.

Load Factory Settings

System Will Need to Be Reset

Load Factory Settings?

Click the “OK” button to restore the Managed Industrial POE Switch back to the defaults.

7.6.5 Load Factory Settings Except Network Configuration

Load Factory Settings Except Network Configuration will set all configurations of the
Managed Industrial POE Switch back to the factory default settings. However, IP and Gateway
addresses will not restore to the factory default. Load Factory Settings Except Network
Configuration is very useful when network administrators need to re-configure the system
‘REMOTELY”, because conventional Factory Reset will bring network settings back to default
and lose all remote network connections.

Select Load Factory Setting Except Network Configuration from the System Utility menu,
then the following screen page shows up.

Load Factory Settings Except Network Configuration

System Will Need to Be Reset
Load Factory Settings Except Network?

Click the “OK” button to restore the Managed Industrial POE Switch back to the defaults
excluding network configurations.
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7.7 Save Configuration
To keep the existing configurations permanently, users need to save the configurations first

before resetting the Managed Industrial POE Switch. Select Save Configuration from the
Main Menu and then the following screen page appears.

Save Configuration

Save All Changes to Flash?

OK

Click the “OK?” button to save changes or running configurations to Flash.

7.8 Reset System

After any configuration changes, Reset System can make changes effective. Select Reset
System from the Main menu and then the following screen page appears.

Reset System

Dual Image Option

Current bootup Image |JlutERER

Next bootup Image Image 1
New Bootup Image

Set Next bootup Image

All Changes Not Saved Will be Lost

Reset System?

Reboot

The Managed Industrial POE Switch supports Dual Image for boot-up, please select the next
boot-up image before restarting.

Click the “Set Next bootup Image” button to set the designated image for booting up.

Click the “Reboot” button to restart the Managed Industrial POE Switch.

161



7.9 Logout

Select Logout from the Main menu and then the following screen page appears.

Logout

Logout?

OK

Click the “OK” button to logout the Managed Industrial POE Switch.
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APPENDIX A: DHCP Auto-Provisioning
Setup

Networking devices, such as switches or gateways, with DHCP Auto-provisioning function
allow you to automatically upgrade firmware and configuration at startup process. Before
setting up DHCP Server for auto-upgrade of firmware and configuration, please make sure
the Managed Industrial POE Switch that you purchased supports DHCP Auto-provisioning.
Setup procedures and auto-provisioning process are described below for your reference.

A. Setup Procedures

Follow the steps below to set up Auto Provisioning server, modify dhcpd.conf file and
generate a copy of configuration file.

Step 1. Set Up Environment

DHCP Auto-provisioning-enabled products that you purchased support the DHCP option 60 to
work as a DHCP client. To make auto-provisioning function work properly, you need to
prepare ISC DHCP server, File server (TFTP or FTP) and the switching device. See below for
a possible network topology example.

ISC DHCP Server R

Switch " switch

Topology Example
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Step 2. Set Up Auto Provision Server

e Update DHCP client

Flle Edit View Terminal Help
(root@localhost 14 yum inste

Linux Fedora 12 supports “yum” function by default. First of all, update DHCP client function
by issuing “yum install dhclient” command.

e Install DHCP server

Issue “yum install dhcp” command to install DHCP server.
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e Copy dhcpd.conf to /etc/dhcp/ directory

Elle Edit View Go Bookmarks Tabs Help
@mnack - ~

[ 2] vocavion: [mmmmin

x |

Link to dhepd,cont

Copy dhcpd.conf file provided by the vendor to /etc/dhcp/ directory.

Please note that each vendor has its own way to define auto-provisioning. Make sure to use
the file provided by the vendor.

Enable and run DHCP service

[= [T |
Program Seryice Help
- [vae) Q el
2 1bie Disable  Custol ] Stop Restart Help
Name Remarks The dhepd service Is started once, usually when the system is booted, runs in the background and
=@ NetworkManager start and sto wakes up when needed.
0 el o @ This service is enabled.
@ | acpid start and stop acpl G-hl icad .
2] @] atel Starts/stop the "at” daemon Dascription
@ "’I auditd dhepd provides the Dynamic Host Configlration Protocol (DHCP) server,
%) @] avahi-daemon
(%] @& bluetooth Trigger bluetoothd start-up
@ @& btseed
@ @] bttrack *
) @ cpuspeed processor frequency sealing support =
@ =& crond run cron daemon
@ 6| cups The CUPS scheduler
[ ] cvs
@ &/ de_client
@ @& dc_server
@ @&/ dhepd6 Start and stop the DHCPVE server
@ @&/ dhcrelay Start and stop the DHCP relay server
@ & dnsmasq
@ @&/ firstboot Starts the firstboot configuration program
@ <@ gpm Start and stop gpm daemon
%] 5| haldaemon
r @ &/ hitpd start and stop Apache HTTP Server | 1
1

1. Choose dhcpd.
2. Enable DHCP service.

3. Start running DHCP service.

NOTE: DHCP service can also be enabled using CLI. Issue “dhcpd” command to enable
DHCP service.

I '_"W
Elle Edit view Terminal Help ®
[roo ost ~1# dhcp
T T
I (root@localhost ~]# dhcpd ] I
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Step 3. Modify dhcpd.conf File

Open dhcpd.conf file in /etc/dhcp/ directory

Ble Edit View Go Bookmarks Tabs Help
dmBack ~ * & o= g

Location; (B

3 items, Free space: 2.9 GB

Double-click dhcpd.conf placed in /etc/dhcp/ di

) Hppicatons Paces .'mumi 0 JZ@@
7] dhepd.conf (Jete/dhep) - ger
File Edt View Search Tools Documents Help

Copen v Bswe & B AN

RN
Link todhepd.conf 3¢ | dhcpd.conf X

#allow bootp;
#4dns -update-style ad-hoc;

e start dhcp server comand is dhpdersrsssrasssirie
wind stop dhep server comand is killall dhepdenmsmmannine
#subnet 192.168.0.0 netnask 255.255.255.0 {

i fange 192,168.0.21 192,168.6.166;

i option braadcast-address 192.168.0.25%;

’ option routers 192.168.0.2;

i defalt: lease-tine 1209660;
’ nax-lease-tine 31557600,

group {
host el com. tw {
hardware ethernet 00:21:41:62:60:02;
fixed-address 192.168.1
filenane *2Inage. redwoods’;
optien root-path */root/project/vrg-2412/build i

host elf.con.tw {

hardware ethernet 0:21:41:20:10:01;

fixed-address 192.168.1.205;

filenane *2lnage. redwoods';

option root-path */root/project/vrg: 21412/build i
}

default: lease-tine 10009,
max-lease-tine 10600;

3 [root@localhost...| 5 ahepdconf et | [ root@localhost:- | f§ dncp-File Bro... | [ root@l
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Modify dhcpd.conf file

The following marked areas in dhcpd.conf file can be modified with values that work with your
networking environment.

defanlt-lease-tirne 10000; > 1
rnaX-lease-time 10000;

#ddns-update-style ad-hoc;
ddns-vpdate-style interira;

submet 192.168.0.0 netask 255.255.255.0 {
range 192.168.0.118 192.168.0.230;
option subnet-mask 255.255.255.0;
option hroadcast-address 192.168.0.255;
option routers 192.168.0.251;
option domain-name-servers 168.95.1.1, 168.95,192.1;

host FAE {
hardware ethemet 00:06:19:03:42:40; >3
fixed-address 192.168.0.118;

}

host HS-0600 {
hardveare ethemet 00:06:19:65:18:FE; >4
fixed-address 192.168.0.1;

}

1. Define DHCP default and maximum lease time in seconds.

Default lease time: If a client does not request a specific IP lease time, the server will
assign a default lease time value.

Maximum lease time: This is the maximum length of time that the server will lease for.

2. Define subnet, subnet mask, IP range, broadcast address, router address and DNS server
address.

3. Map a host’s MAC address to a fixed IP address.

4. Map a host’'s MAC address to a fixed IP address. Use the same format to create multiple
MAC-to-IP address bindings.
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option space SWITCH ; > 5
# protoool Oiftp, 1:fip

option SW ITCH. protocol code | =unsigned integer §;
option fW ITCH server-ip code 2 = ip-address;

option B W ITCH derver-login-name oode 3 = text;
option SW ITCH server-login-password code 4 = text;
opticon BW [TCH firmaware-file-name oode 5 = text;
option 8W [TCH firmaware-mad5 code 6 = string;
option S W ITCH donfiguration-file-name code 7 = text;
opticn EW ITCH donfiguration-md5 code 8 = string;
#16 bty option (hit 0: Urgency, bit 1-15: Reserve)
option §W ITCH dption code 9 = unsigned integer 16;

class "vendor-classes” {

raatch option vendor-class-identifier;

¥

option| SW ITCH protocol 1] > 6

option|SWITCH server-1p {1 92.168.0.251}; > 7
# option| SW ITCH server-login-narae lanonymcus|; > 8

option| SWITCH server-login-name[ FAE"; =

option| SWITCH server-login-password "deptl "3 >9

>10
| firmware-file-name] "HS-0600-provision_1 kin'l >11

fimware-md5 ch 9eeb b6:c9: 72 e8:11:a6:d2:90:32:24:50.0c b} —————>1 2

# { firrnware-file-naroe "HS-0600-provision_2.bin";

# firrnware-md5 16:2¢:2e:4d:30:e5- 71 :5c.ocfd:5a:00:d8:33:7d db;

# .oonﬁ,gmaﬁon—f”}l&nam:{ "3WO503A3CH bin"; | »13

# ; .wrﬁguraﬁon—mdﬁfcfﬁOzOB:lB:alde'dﬁ:DSaf:c?:ZS’6f:25:f0:9‘5,8d;i_._———>1 4
Loption 1;

d<«@ This value is configurable and can be defined by users.

g« Specify the protocol used (Protocol 1: FTP; Protocol 0: TFTP).

@@ Specify the FTP or TFTP IP address.

“B@ Login TFTP server anonymously (TFTP does not require a login name and password).
w@h Specify FTP Server login name and password.

@) Specify the product model name.

=< Specify the firmware filename.

B« Specify the MD5 for firmware image.

7B« Specify the configuration filename.

g« Specify the MD5 for configuration file.

NOTE 1: The text beginning with a pound sign (#) will be ignored by the DHCP server. For
example, in the figure shown above, firmware-file-name “HS-0600-provision_2.bin” and
firmware-md5 (line 5 & 6 from the bottom) will be ignored. If you want DHCP server to
process these two lines, remove pound signs in the initial of each line.
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NOTE 2: You can use either free software program or Linux default md5sum function to get
MD5 checksum for firmware image and configuration file.

[ dhcpd.conf (/etc/dhcp) - gedit
File Edit View Search Tools Documents Help
| open v Dsave | (5 B 4 &
| Link to dhepd.conf 3¢ | ) dhcpd.conf 3 File Edit View Terminal Help &
[root@localnost ~]# massum HS-UA00-provision 2.bin
option space SWITCH; B d8 H L2.bin
# potcocl Qi 1.ftp [root@localhost ~]# ]

option SW ITCH protecol code 1 = wnsigned integer §;
option SWITCH server-ip code 2 = ip-addeess;

option SW ITCH server-login-name code 3 = fext;
option SWITCH server-login-password code 4 = text;
option SWITCH firmoware- file-namne code 5 = text;
option SWITCH fimaoware-rad5 code & = sting;
aption SWITCH conflguration-file-name code 7 = teut;
option SWITCH. confignration-rmd$ code 8 = string;
#16 bits option (kit Ot Urgency, hit 1-15: Reserve)
option SWITCH option code 9 = unsigned integer 16;

class "vendor-classes” {
aatch option vendor-class-identifier;
H

cption SWITCH pretoocl 1;
option SW ITCH server-ip 192.168.0.251;

# option SWITCH server-login-name “anonymons”;
option SW ITCH server-login-name "FAE";
option SWITCH server-login-password “deptl”;

snbelass "vendor-classes” "HE-0600" {
vendor-coption-space SWITCH;
option SW ITCH firmooware-file-name "HES-0800-mrovision_1 bin";
option SWITCH fimware-md5 chi9e e6bb.c0,72:68:1 1:abd2 5d:32.2d:50:0c:bh;
option &W ITCH firmware-file-name "HS-0600-provision_2.kin";
cption SWITCH fiormoware-md$ 16:20:2e:4d: 30e5:71 Secefd:5a:A0:d8:33:7d:dbg
option SW ITCH configuration-file-name "IWOS0343C4 bin';
cption SWITCH.confignration-rad5 ef:30:03:1 31 -d0:d5:05 af 7. 2866 25:£0:06:84;
option SWITCH option 1;

de ot ot W

Restart DHCP service

E3 dhcpd.conf (/etc/dhcp) - gedit
Eile Edit View Search Jools Documents Help

| Edopen v Esave B &
| Link to dhepd.conf 3¢ | [ ] dhcpd.conf 3¢

Eile Edit View Terminal Help
[root@localhost ~]# dhcpd

option space SWITCH; Internet Systems Consortium DHCP Server 4.1.1-P1
# protocel Ofip, 1fip Copyright 2004-2010 Internet Systems Consortium.
option SWITCH protocol codz 1 = wnsigned integer 8; ALl rights reserved.

option SW ITCH server-ip code 2 = ip-address; For info, please visit https://www.isc.org/software/dhcp/

option SW ITCH server-login-name code 3 = text; WARNING: Host declarations are global. They are not limited to the scope yo
option SW ITCH server-login-password code 4 = text; clared them in.

option SW ITCH firmaware-file-name code 5 = text; Not searching LDAP since ldap-server, ldap-port and ldap-base-dn were not sp
option SW ITCH firnware-md5 code £ = sting; ied in the config file

option SW ITCH. configuration-file-nams oode 7 = text; Wirote ® class decls to leases file.

option W ITCH conflguration-rd5 cods 3 = stuing; Wrote © deleted host decls to leases file.

#16its option. (bit O: Urgency, kit 1-15: Reserve) Virote © new dynamic host decls to leases file.

option SW ITCH. option code 9 = unsigned integer 16; Wirote 6 leases to leases file.

Listening on LPF/eth0/00:0c:29:ef:f8:4f/192.168.0.6/24

class "vendor-classes" { Sending on  LPF/eth0/00:0c:29:ef: f8:41/192.168.0.0/24

maich option wendor-class-identifier; sending on  Socket/fallback/fallback-net
i [root@localhost ~]# killall dhcpd Y
Lrootalecathest—iiT]
option SWITCH protoccl 1;
cption SWITCH server-ip 192.168.0.251;
# aption SWITCH server-login-name “anonymons";

option SWITCH server-login-name “FAE";
option SW ITCH server-login-password "deptl "

subclass "vendor-chisses” "HE-0600" {
vendor-option-space SWITCH;
option SWITCH fimoware-file-name "HE-0600-provision_] bin";
option SWITCH fimoware-tad5 ch9ee6b6:090.72:e8: 11 a5d2.9d:32:24: 500 bh;
option SW ITCH firoware file-name "HS-0600-provision_2.kin";
option SWITCH fimnware-md5 16:2c:2e:4d: 3008571 Secefd:5a:00.d8:33: 7 dby;
cption SWITCH. .confizuration-file-narne "YWO50343C4 bin";
option SWITCH configuration-md5 ef:30.03:1 3:al d0ud605:af c728:60 25 10:56.84;
option SW ITCH option 1;

EE NN

169



[z dhcpd.conf (fetc/dhcp) - gedit
File Edit View Search Tools Documents Help

Llopen ~ _’\}_Save L‘_‘J | 4 gy
— root@localhost:~ =
Link to dhcpd.conf 3¢ dhepd.conf 3¢ File Edit View Terminal Help N
[ [root@localhost ~]# dhcpd
opticn space SWITCH; DHCP Server 4.1.1-P1
# protocol Ortfip, 1:fip Copyright 2004-2810 Internet Systems Consortium.
opticn SWITCH protocal cods 1 = unsigned integer 8; A1l rights reserved.
eption SWITCH server-ip ocde 2 = ip-address; For info, please visit https://www.isc.org/software/dhcp/
option SWITCH server- login-name cods 3 = text; WARNING: Host declarations are global. They are not limited to the scope yo
opticn SWITCH server-login-password code & = text; clared them in.
opticn SWITCH firmware-file-name cods 5 = textt; Not searching LDAP since ldap-server, ldap-port and ldap-base-dn were not sp
eption SWITCH fimware-md? code £ = sting; ied in the config file
aption SW ITCH configuration-file-name code 7= ent; Wrote 0 class decls to leases file.
opticn SWITCH configuration-md5 code 8 = sting; Wrote 0 deleted host decls to leases file.
#16 bits opticn (hat 0: Urgency, tat 1-15: Reserve) Wrote 0 new dynamic host decls to leases file.
aption SWITCH option code ¢ = unsigned integer 16; Wrote 6 leases to leases file.
Listening on LPF/ethe/00:0c:29:ef:f8:41/192.168.0.0/24
class "vendor-classes” { Sending on  LPF/ethe/00:0c:29:ef:f8:41/192.168.0.0/24
mach option vendor-class-identifier; Sending on  Socket/fallback/fallback-net

} [root@localhost ~]# []

option SW ITCH. protocol 1;
option SWITCH server-ip 192.168.0.251;

# option SWITCH server-login-nare "anonymnons";
option SWITCH server-login-name "FAE";
option SWITCH server-login-password "deptl";

subclass "vendor-classes” "HS-0600" {
vendor-option-space SWITCH;
option SWITCH firnware- file-name "HS-0600-provision_ bin";
option SWITCH firmnware-md5 cb Seetrbb e 72:68:1 1 abd2.90:32:2d:50.0cbb;
option SWITCH fimoware-file-narae "HS-0600-provision_2.kin";
opticn SWITCH fimmwars-md5 16:2c:2e:dd:3025:71 5c.ccfd: 52000833 7d.dby;
opticn SWITCH configuration-file-name "3W0503A3C4 bin";
opticn SWITCH configuration-md5 ef:30.03:13:21 40605 af 7286025 00:56.84;
option SWITCH optien 1;

R

Every time you modify dhcpd.conf file, DHCP service must be restarted. Issue “killall dhcpd”
command to disable DHCP service and then issue “dhcpd” command to enable DHCP
service.

Step 4. Backup a Configuration File

Before preparing a configuration file in TFTP/FTP Server, make sure the device generating
the configuration file is set to “Get IP address from DHCP” assignment. DHCP Auto-
provisioning is running under DHCP mode, so if the configuration file is uploaded by the
network type other than DHCP mode, the downloaded configuration file has no chance to be
equal to DHCP when provisioning, and it results in MD5 never matching and causes the
device to reboot endlessly.

In order to have your Managed Industrial POE Switch retrieve the correct configuration image
in TFTP/FTP Server, please make sure the filename of your configuration file is defined
exactly the same as the one specified in dhcpd.conf. For example, if the configuration

image’s filename specified in dhcpd.conf is “metafile”, the configuration image filename
should be named to “metafile” as well.

Step 5. Place a Copy of Firmware and Configuration File in TFTP/FTP

The TFTP/FTP File server should include the following items:
1. Firmware image (This file is provided by the vendor.)

2. Configuration file (This file is generally created by users.)
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3. User account for your device (For FTP server only.)
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B. Auto-Provisioning Process

This switching device is setting-free (through auto-upgrade and configuration) and its upgrade
procedures are as follows:

1. ISC DHCP server will recognize the device when it receives an IP address request sent by
the device, and it will tell the device how to get a new firmware or configuration.

2. The device will compare the firmware and configuration MD5 code form of DHCP option
every time it communicates with DHCP server.

w

If MD5 code is different, the device will then upgrade the firmware or configuration.
However, it will not be activated immediately.

»

If the Urgency Bit is set, the device will be reset to activate the new firmware or
configuration immediately.

5. The device will retry for 3 times if the file is incorrect, and then it gives up until getting
another DHCP ACK packet again.
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i 3
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APPENDIX B: Free RADIUS readme

The advanced RADIUS Server Set up for RADIUS Authentication is described as below.

When free RADIUS client is enabled on the device, the server side needs to put this file
"dictionary.sample” under the directory /raddb, and modify these three files - "users"”,
"clients.conf" and "dictionary", which are on the disc shipped with this product.

In the file "users":

Set up the user name, password, and other attributes.
In the file "clients.conf":
Set the valid range of RADIUS client IP address.

In the file "dictionary™:

Add this following line -

$INCLUDE dictionary.sample

Note: Please use any text editing software (e.g. Notepad) to carry out the file editing
works.
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